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INTRODUCTION

The late 20t and early 21t centuries witnessed a rapid proliferation of digital
technologies that revolutionised how individuals communicate, access infor-
mation, and engage with the world. The Internet emerged as a powerful tool
for democratising access to knowledge, fostering global connections, and
amplifying diverse voices across borders. The Internet, a symbol of the infor-
mation revolution, embodies ideals like freedom of expression, innovation,
and openness. In contrast, the Middle East and North Africa (MENA) region
is often characterised by traditionalism and bureaucratic structures that can
restrict human rights and free speech. However, such generalisations fail to
capture the region’s complexities. In the MENA region, where historical lega-
cies, religious traditions, and political complexities intersect, the Internet has
played a pivotal role in shaping narratives, challenging power structures, and

mobilising social movements.

Therefore, the Internet in the MENA involves a detailed exploration of the mul-
tifaceted relationship between the Internet and the socio-political landscape
of the region, the opportunities and challenges presented by the Internet in the
MENA region as a transformative communication medium that has had profound
implications for information dissemination, social interactions, and political dis-

course in the region.

From the early days of dial-up connections to the era of high-speed broadband,
the MENA region has witnessed a rapid transformation in its digital connectivity,

with implications for education, commerce, governance, and social interactions.

The Internet’s emergence as a powerful tool for mass communication reshaped
public discourse in the MENA region. It provided a platform for previously private
discussions, potentially challenging the legitimacy of MENA regimes in ways tra-
ditional media could not. Civil society organisations, human rights advocates,

and online activists leveraged the Internet for social change and advocacy in the
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MENA region by mobilising and resisting traditional power structures and ampli-

fying marginalised voices.

Initial excitement around access and potential benefits like education and eco-
nomic growth was met with challenges. Uneven infrastructure left some coun-
tries behind, while limited Arabic content created a barrier. Governments, initially

cautious, saw both risks and opportunities.

Indeed, the Internet reshaped governance structures and political dynamics in
the MENA region, with governments responding to the digital revolution’s chal-
lenges and opportunities. From online censorship and surveillance debates to
digital rights and privacy protections, the MENA region has become a battle-
ground for competing visions of the Internet’s role in society, with implications

for freedom of expression, access to information, and civic engagement.

While MENA countries embraced the Internet’s economic, political, and social
benefits, their governments also sought to mitigate potential consequences, pri-

marily those related to political dissent, social unrest, and financial concerns.

This tension defined the era. Filtering and restrictions aimed to control harmful
content, sparking censorship concerns. Despite these limitations, various local
and international countermeasures emerged to enable free Internet access even

during governmental restrictions.

The decade between 2000 and 2009 laid the groundwork for the Internet’s future
role in the MENA region. Despite infrastructure limitations, government restric-
tions, and limited content challenges, we have witnessed a significant rise in inter-
net access during this period. As the decade progressed, mobile phone adoption,
content localisation efforts, and digital literacy initiatives began to shape a more
dynamic internet landscape. The tension between government control and the
desire for an open internet would continue to define the region’s digital future. By
the decade’s end, the groundwork was laid for a future Internet landscape in the

MENA region, one still grappling with the balance between control and openness.
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The book aims to provide a comprehensive overview of the historical context,
technological developments, cultural dynamics, and governance challenges that
have shaped the digital ecosystem in the MENA region. By delving into the com-
plexities and nuances of Internet usage in the MENA region, this document aims
to provide a holistic understanding of the opportunities, risks, and implications

of the digital revolution in one of the world’s most dynamic and diverse regions.
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PART A - ENCOURAGEMENT: THE HISTORY

Chapter 1 - The Internet in the MENA

The Internet arrived in the MENA region in the early 1990s and experienced signifi-
cant growth in the following decade. Tunisia pioneered Internet access in 1991, fol-
lowed by Kuwait in 1992. Egypt, Turkey, Iran, and the United Arab Emirates (UAE)
joined in 1993. Jordan and Saudi Arabia gained access in 1994, followed by Bahrain
(1995), Qatar (1996), Sudan and Syria (1997), and Libya (1998) (D. L. Wheeler 2004).

The first decade of the 21st century (2000-2009) witnessed a surge in internet us-
age in the MENA region. Growth rates averaged a staggering 1,648 %, significantly
exceeding the global average of 380 per cent. By 2009, internet penetration in the
MENA region reached around 28 per cent, surpassing the global rate of approxi-
mately 26 per cent. This achievement occurred even though MENA users consti-

tuted only 3.3 per cent of international users.

However, internet penetration within the MENA region itself varied considerably.
The Persian Gulf countries boasted rates exceeding 50 per cent, while Iraq and

Yemen lagged at a mere one per cent.

The high Internet penetration rates in many MENA countries are unexpected,
considering the region’s lower Internet user base than the global average (3.3
per cent). Unlike Western countries, where penetration has matured, the MENA
region likely possesses significant room for further growth. This contrasts with
regions like Europe, North America, and Australia, where high penetration rates

are accompanied by slower growth.

Internet penetration within the MENA region varied considerably. Some coun-
tries, like the UAE, with a 61 per cent penetration rate, approached saturation,
experiencing a slower growth rate of 298 per cent from 2000 to 2009 (one of the

lowest in the region).
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In contrast, other countries exhibited explosive growth. Iran and Syria witnessed
the highest surges, with penetration rates increasing by 12,780 per cent and
11,783 per cent, respectively (from 30,000 to 3.56 million users in Syria). These

countries emerged as regional leaders in Internet adoption.

A 1999 study revealed that a young demographic dominated the Internet user
base in the Middle East. Seventy per cent of users fell between the ages of 21 and
35, starkly contrasting with only 4.5 per cent exceeding 45 years old. The UAE ex-

emplified this trend, with an average user age of 27.

Early Internet access in the region often relied on Internet cafes. In Sudan, for in-
stance, these cafes were predominantly male spaces. While families might occa-
sionally use a single computer together, societal norms often discouraged wom-
en from visiting cafes alone, especially during evenings when crowds were more

prominent. This perception varied geographically and temporally.

Overall, Internet users in the MENA region during this period were primarily young
(15-35 years old), better educated, and concentrated in capital cities. High costs

outside major urban centres limited Internet access for many.

In pursuit of regional technology leadership, Bahrain heavily invested in
communication infrastructure and services through its state-owned telecom-
munications company, Batelco. Batelco held a dominant market position,
controlling 75 per cent of the cellular and 90 per cent of the wired telephony
markets. Their investments targeted three key areas: mobile, broadband, and

information systems and technology.

To solidify its position as a regional technology leader, Batelco announced a se-
ries of investments in 2003 to bolster communication infrastructure. These in-
vestments targeted upgrades to Internet connectivity and cellular networks.
Specifically, Batelco, a major telecommunications company in Bahrain, planned
to (Bahrain Tribune 2005b; 2005c):

12
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- Enhance communication infrastructure between Bahrain and significant
global cities by 2006, aiming to improve Internet speed and availability for
broadband users (private and business customers).

- Expand and improve the cellular network across Bahrain.

Furthermore, Batelco committed to cost reduction initiatives in 2005. These ini-
tiatives included:

- A 50 per cent reduction in Internet connectivity costs for small and medi-
um-sized businesses (SMBs) utilising ADSL.

- Lowered prices for international dialling and calling cards.

Bahrain distinguished itself by achieving one of the highest Internet penetration
ratesin the region, reaching 55 per cent by 2009. This impressive figure was nearly
double the regional average. While the country’s Internet usage growth rate from
2000 to 2009 remained significant at 907 per cent, it fell short of the staggering
regional average of 1,648 per cent. This discrepancy can be attributed to two fac-
tors: (1) Bahrain’s already high starting point with Internet penetration. (2) Its role

as an alternative Internet access point for some Saudi Arabian citizens.

Data from the early 2000s reveals Bahrain’s leadership in technology adoption
within the MENA region. The country boasted the second-highest Internet pen-
etration rate behind the UAE, with both nations significantly exceeding their
MENA counterparts.

Bahrain’s dominance extended to other key metrics. Among the 17 MENA coun-
tries analysed, it possessed the highest number of mobile phones and the highest
human capital index per thousand people. Notably, Bahrain’s computer owner-
ship rate per capita (160.4 per thousand) rivalled Qatar’s (180.3) and surpassed
developed nations like the UAE (135.5) and Kuwait (119.6).

Egypt’s position as a regional leader in media and communication technologies
aligns with its broader role as a political and cultural power in the MENA region.

This leadership has manifested in the government’s active promotion of new
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mass communication technologies, including radio, television (particularly satel-
lite), telephones, and computers, especially among the student population (Ab-
dulla 2005a).

In October 1993, Egypt established its first Internet connection. This initial link
connected the Egyptian Universities Network (EUN), managed by Cairo Universi-
ty, to France with a bandwidth of 9.6 kilobits per second (kbps). At the time, with
a population of approximately 63 million, Internet subscribers ranged from 2,000

to 3,000, with university users constituting the majority (S. Kamel 1997).

In 1994, Egyptimplemented a structured approach to its Top-Level Domain Coun-

try Code (.eg) by dividing it into three main categories (Saleh 2003):

- Academic institutions: Websites belonging to universities used the "eun.eg"
subdomain (e.g., Egyptian Universities Network), and research institutions
used "sci.eg."

- Commercial entities: These websites used the “com.eg” subdomain.

- Government websites: Government entities were assigned the "gov.eg" sub-

domain.

Commercial Internet access remained unavailable initially. The sole Internet ser-
vice provider (ISP), In-Touch, could only offer email services by connecting to a
US server, resulting in high usage costs. However, a significant infrastructure up-
grade in September 1994 increased Internet speed from 9.6 kilobits per second
(kbps) to 64 kbps. This improvement opened the door for non-governmental or-
ganisations and private businesses to connect, transitioning the Internet from a

purely academic resource to a public one (T. Kamel 1997).

1995 marked a turning point for Internet access in Egypt. The government

launched the ambitious “Information Highway Project” with three key objectives:

- Developing fast communication networks: This aimed to improve Internet

infrastructure nationwide.

14
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- Enhancing online information security by creating secure online data stor-
age and communication environments.

- Building a skilled workforce: The project aimed to develop human resources
capable of supporting and maintaining the information highway, potentially

including IT specialists and engineers.

Significantly, 1995 also witnessed the arrival of private Internet service providers
(ISPs) in Egypt. Telecom Egypt, the state-owned telecommunications company,
announced licensing 12 private ISPs, fostering competition and potentially low-

ering user costs.

These initiatives yielded positive results. By 1996, Internet speed had increased
twentyfold compared to 1993, and the number of users had reached 20,000. This

rapid growth underscored the Internet’s potential in Egypt.

President Mubarak’s 1999 decision to further expand Internet access solidified
Egypt’s commitment to the digital revolution. This move aimed to establish Egypt
as a regional Internet hub and a significant software exporter, highlighting the

government’s vision for a technology-driven future.

Government efforts diligently fostered Internet development in Egypt. By 2000,
the country boasted roughly 100 competing ISPs. This competitive landscape
and low communication costs significantly democratised online activity despite

a national Internet penetration rate of only 3 per cent.

The Egyptian government launched a free Internet initiative in early 2002 to
bridge the digital divide. This initiative aimed to improve Internet accessibility for

residents by:

- Enabling affordable personal computer purchases: The program involved
subsidies or discounts on computers, encouraging user adoption.

- Free Internet access: A unique feature allowed users to access the Internet
through any ISP in the country, with phone call charges being the only cost.

This service became available in 23 out of 26 districts by 2002.
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Despite a national literacy rate of only 50 per cent, this initiative significantly in-
creased the number of Internet users and fostered greater competition among
ISPs. However, it is essential to note that concurrent with these developments,
the government-initiated Internet monitoring practices in 2001, targeting “inap-

propriate or susceptible materials”.

Limited public awareness and insufficient education levels posed significant bar-
riers to Internet adoption in Egypt during the early 2000s. A 2003 UN survey on
global e-governance readiness underscores this point. The survey assigned Egypt
a human capital score of 0.62, indicating a relatively low level of preparedness
compared to other Arab countries (scores ranged from 0.48 to 0.84). Only Moroc-

co, Sudan, and Yemen scored lower.

Furthermore, the survey ranked Egypt 140th globally in e-governance readiness,
surpassed by all but three Arab countries: Sudan, Yemen, and Libya. Interestingly,
despite possessing nearly five times more personal computers, 50 times more
landline telephones, and eight times more cell phones per capita than Libya,
Egypt lagged significantly in Internet penetration (8.5 users per thousand com-
pared to Libya’s 109). This anomaly suggests Libya may have had a more edu-
cated population, as evidenced by its top ranking in human capital development

among the 17 Arab countries surveyed.

Data from the early 2000s reveals interesting disparities in Internet adoption be-
tween Egypt and Syria. While both countries possessed similar numbers of per-
sonal computers and landline phones per capita, Egypt boasted a more than five
times higher mobile phone penetration rate than Syria’s. This suggests a poten-

tially more mobile and tech-savvy population in Egypt.

Despite Syria’s advantage in human capital development (as indicated by a higher
human capital rate), Egypt’s Internet usage rate surpassed Syria’s by more than
double. This could be attributed to several factors, including Egypt’s greater gov-

ernment openness towards Internet accessibility.
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However, it is essential to note that Egypt’s e-commerce readiness lagged behind
its Internet usage. An annual survey on online trade readiness placed Egypt at

53rd out of 65 countries in 2005, down from 51st in the previous year.

Egypt witnessed a significant surge in Internet users between 1999 and 2004.
The number of users grew tenfold, reaching 4 million by 2004. Interestingly, es-
timates suggested an average of eight users per Internet account at the end of
this period. Students aged 16-28 comprised a significant portion (over 40 per

cent) of the user base.

Regarding Internet penetration, Egypt positioned itself as a regional leader with-
in Africa. By 2004, it boasted a national penetration rate of 6 per cent, accounting
for 17.6 per cent of all African Internet users. This placed Egypt well above the
continental average of 2.7 per cent. Similarly, Egypt surpassed the Middle Eastern

average of 8.6 per cent penetration.

Looking at a broader period (2000-2009), Egypt’s Internet usage growth remained
impressive. It experienced a staggering 2,693 per cent increase, significantly out-
pacing the growth rates observed in Africa (1,392 per cent) and the Middle East
(1,648 per cent)(’iilaf 2004b).

Data from ISPs in Egypt and a 2000 survey provided a snapshot of the average
Internet user in 2000 (Abdulla 2005a):

- Demographics: Men comprised two-thirds of users, primarily utilising the
Internet for social networking. Women, on the other hand, tended to focus
on information gathering and dissemination. Households and small to medi-
um-sized businesses collectively comprised half the user base.

- Location: A significant geographic disparity existed, with 80 per cent of users
residing in Cairo and the remaining 20 per cent concentrated in Alexandria.

- Usage Patterns: Most Internet activity occurred during leisure hours, particu-
larly before and after work schedules. Interestingly, half of all users engaged in

interactive communication.

17



ALMA MATER THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA:

PRESS A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century

Internet Applications: The Internet served various purposes, including enter-
tainment, communication, software downloads, access to news, online shop-
ping, education, and business.

Usage Duration: A quarter of respondents reported using the Internet for less

than 15 minutes daily.

The Iranian government has actively promoted the development of the country’s

technology and Internet sectors over the years. This commitment manifested in

various initiatives:

18

Infrastructure Development: Investments poured into improving telephony

infrastructure and communication and information systems.

Governmental e-Services: Launch of the first governmental e-payment (Is-

lamic Republic News Agency (IRNA) 2005a) and e-trade (Islamic Republic News

Agency (IRNA) 2005d) centres alongside official websites (Islamic Republic

News Agency (IRNA) 2005c¢; 2005€) For state institutions and religious entities.

Promoting E-commerce: Signing an e-commerce Memorandum of Under-

standing (MoU) and hosting the International Exhibition on Trade Electronic

and Computer Electronic.

Leadership Involvement: Statements and personal involvement of govern-

ment leaders in speeches advocating for technological advancement and In-

ternet access (Islamic Republic News Agency (IRNA) 2005g).

- Examples included the president's advisor's report on implementing elec-
tronic money (Islamic Republic News Agency (IRNA) 2005h), the announce-
ment of increased fixed phone lines (Islamic Republic News Agency (IRNA)
2005f), and investments in the IT sector (Islamic Republic News Agency
(IRNA) 2004a).

- The Foreign Minister opened an Internet Training Center (Islamic Republic
News Agency (IRNA) 2004b), while the Majlis Speaker visited Internet web-
site offices (Islamic Republic News Agency (IRNA) 2005b).
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These initiatives demonstrate the Iranian government’s dedication to fostering a
robust technology and Internet landscape. Concurrently, Iranian leaders issued
statements emphasising responsible Internet use and highlighting their commit-
ment to promoting the nation’s values and cultural heritage online (Islamic Re-
public News Agency (IRNA) 2004d; 2004c).

Given its solid foundation in information systems, Iran’s potential to become a
major Internet player in the Middle East was undeniable. The country benefited
from a young, educated, and tech-savvy population that readily embraced the
Internetin 1997.

Furthermore, significant investments were made in connecting cities with fi-
bre-optic cables, leading to a dramatic surge in Internet usage. According to a
report, the number of Internet users in Iran grew tenfold between 2000 (approxi-

mately 625,000 users) and President Khatami’s second term ended.

This period also witnessed a rapid proliferation of Internet cafes, particularly in
the latter half of the decade, further bolstering Internet accessibility (Rubin 2019).

A 2003 UN survey evaluating the e-governance readiness of 173 countries re-
vealed that Iran ranked 107th. This placed Iran behind regional peers like the UAE
(38th), Bahrain (46th), and Jordan (63rd).

This disparity is evident in several metrics. Iran possessed half the number of per-
sonal computers per capita compared to the UAE. Furthermore, its Internet user
penetration rate stood at only 4 per cent (approximately 15,557 users per thou-
sand people) compared to the UAE’s significantly higher rate of 36.7 per cent (or
367,380 users per thousand people). Data from the early 2000s reveals a limited
disparity in telephone lines per capita between Iran (199.5) and the UAE (341.8).
Additionally, human capital levels appeared comparable in both countries (0.75in
Iran and 0.74 in the UAE). These factors suggest that limitations in technological
infrastructure or user proficiency were unlikely to be the primary reasons behind

Iran’s lower Internet user base.
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Iran’s local communications industry rapidly developed in the early 2000s. The
number of ISPs within the country surged to 683 by 2005. Telephone line penetra-
tion increased significantly, from 23.06 per cent in March 2004 to 27.13 per cent
in July 2005.

However, despite these strides, Iran’s performance in an annual survey assessing
online trade readiness slipped slightly. The country ranked 59th out of sixty-five

in 2005, down from 57th in the previous year.

Iran experienced impressive growth in Internet usage between 2000 and 2005.
Its usage rate surged by 2,100 per cent, ranking second only to Syria (2,566.7 per
cent) in the Middle East. This remarkable growth surpassed the regional average

of 392.1 per cent by more than five times.

However, Iran's Internet penetration rate remained low despite this rapid in-
crease. In 2005, it stood at just 8 per cent, significantly lagging regional leaders
like the UAE (36.9 per cent), Kuwait (23.7 per cent), and Bahrain (21.6 per cent). It is
worth noting that Iran's penetration rate did align with the overall Middle Eastern
average of 8.6 per cent (ITP 2004).

Iran, a burgeoning Internet power in the MENA region, witnessed phenomenal
growth in Internet usage between 2000 and 2009. Its usage rate skyrocketed by a
staggering 12,780 per cent, far exceeding the regional average of 1,648 per cent.
This remarkable achievement placed Iran at the forefront of Internet adoption
within the MENA region.

This growth can be attributed, in part, to Iran’s high human capital level. Addi-
tionally, the Internet became a vital communication tool for domestic and inter-
national actors. By the end of the first decade of the 21st century, Iran’s Internet
penetration rate had climbed to 34.9 per cent, solidifying its position as the third

highest in the region, behind only Turkey and the UAE.

Despite a robust technological infrastructure and an educated population seek-

ing information and global connection, these statistics highlight the ongoing
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tension between Internet accessibility and government restrictions in Iran (The
Open Research Network 1999).

Under Saddam Hussein’s regime in Iraq, severe restrictions stifled personal free-
doms, including freedom of expression and Internet access. The government closely
monitored all Internet traffic, limiting usage primarily to government officials. Dial-up

connections were the only method available for citizens to access the Internet.

However, the arrival of US forces in Irag marked a significant shift. The US Depart-
ment of Defense actively expanded Internet access by investing USD 165 million
in establishing Internet cafes. This initiative significantly increased the number of
cafes, from only 36 in 2004 to 170 by mid-2006 (OpenNet Initiative 2009b).

A mid-2005 report by an Iragi blogger revealed that Internet cafes in the capital
offered high-speed Internet access, various software programs specifically de-
signed for Internet use, and even webcams. Notably, these cafes implemented

privacy measures by installing partitions on the sides of computer screens.

The blogger further observed a significant rise in online activity among Iraqi In-
ternet users during the period under review. This newfound access empowered
users, particularly young women who exhibited high proficiency in using the In-

ternet and maintaining email accounts.

The Internet emerged as a platform for Iraqgis to document various aspects of life
in their country. Internet users and bloggers actively uploaded content, including
videos on YouTube, depicting the presence of American forces and the attacks
they faced. It is important to note that a significant portion of this user-gener-
ated content originated from Islamic extremist groups. Their uploads primarily
focused on showcasing attacks, ambushes, sniper fire, and mortar attacks tar-

geting both foreign and local forces.

Despite a staggering 2,300 per cent growth rate in Internet connectivity by the
end of 2009, Irag’s Internet penetration remained the lowest in the Middle East,

with only 1 per cent of the population having access.
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Jordan entered the Internet age in 1995, but initial access was limited to gov-
ernment and academic institutions. Recognising the potential for economic
growth, the government transitioned the Internet to the public domain by 1996.
Despite these early efforts, Jordan’s Internet penetration rate remained low by
2009, reaching only 24 per cent. This placed Jordan at a similar level to Leba-
non (23.5 per cent) but significantly lower than regional leaders like Iran (48.5
per cent) and the UAE (61 per cent). Notably, Jordan’s Internet penetration rate
experienced a growth rate of 1,078 per cent during this period (Internet World
Stats, n.d.).

Jordan, despite boasting the highest literacy rate in the Arab world, faces chal-
lenges in achieving widespread Internet access. A primary constraint is afforda-
bility - the cost of Internet connectivity and computers remains out of reach for

many citizens due to relative poverty.

Furthermore, the concentration of ISPs in the capital city limits the geographical
distribution of Internet use and potentially empowers centralised government
control. Outside the capital, access options were often limited to slow and expen-

sive international dialling.

Despite these obstacles, Jordan exhibits unique potential for Internet develop-
ment within the region. Like Arab countries, it actively promotes Internet use
while enacting appropriate regulations and legislation to balance accessibility

and mitigating potential risks associated with unrestricted online access.

Although Jordan implemented specific restrictions on Internet use, its pop-
ularity within the country remained undeniable. The widespread presence of
Internet cafes was a strong indicator of this high demand. A November 2002
news report, citing the city of Irbid, claimed it held the Guinness World Record
for »the most Internet cafes in a single kilometre.« This anecdote highlights
Internet cafes' significant role in facilitating Internet access for Jordanians
(Gomes 2002).
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Further evidence of the Internet's popularity in Jordan came from the user demo-
graphics. Notably, women comprised nearly half (around 250,000) of the estimat-
ed 500,000 Internet users in Jordan by the end of 2002 (Arab Club for Media and

Information Technologies 2002).

A 2003 UN survey evaluating e-governance readiness rated Jordan positively. The
country ranked third among 17 assessed nations, demonstrating its strong foun-

dation for using technology in government operations.

However, when examining communication infrastructure metrics, Jordan lagged
some regional peers. This survey considered the number of personal computers,
Internet users, telephone lines, mobile phones, and television sets per thousand
people. While Jordan excelled in e-governance readiness, it fell short in its over-
all communication infrastructure development compared to most Gulf countries

and some other Arab nations.

Jordan held the third position regarding human capital development, following
Bahrain and Qatar. This indicates a well-educated population, a potential asset

for further advancement in the technology sector.

Libya entered the Internet age in 1998, but initial access was restricted to a select
group with close government ties. However, the government embarked on sev-
eral initiatives to expand Internet accessibility. These efforts included lowering
connection costs, permitting private sector investment in information systems,

and offering information technology training programs.

Reports attributed a four hundred per cent increase in Libya's economy to these
actions. However, it is essential to note that establishing a causal relationship
between Internet access and economic growth is complex and requires further

investigation (The Arabic Network for Human Rights Information, n.d.-b).

Following initial restrictions, Internet access in Libya became available to the
publicin 2000. By mid-2003, the country had an estimated 850,000 Internet users,

a notable figure considering the country’s population of around six million.
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The government actively fostered broader Internet access by establishing near-
ly 3,000 access points nationwide, including public Internet centres and private
Internet cafes. Notably, by 2004, Libya boasted seven hundred Internet cafes, re-

portedly matching the combined total of Egypt and Kuwait.

In 2009, Libya’s Internet penetration rate was 5 per cent, slightly lower than the
African continent’s average of 6.8 per cent. Libya witnessed a remarkable surge in
Internet usage between 2000 and 2009. The country's Internet user base grew by
a staggering 3,130 per cent, significantly outpacing the regional average of 1,648
per cent and surpassing the African average of 1,392 per cent (D. L. Wheeler 2004;
Internet World Stats, n.d.).

A 2003 UN survey evaluating e-governance readiness worldwide revealed a par-
adox in Libya’s approach to information technology. While the country had un-
dertaken efforts to expand Internet access, its communication infrastructure re-

mained underdeveloped.

The survey data presented a mixed picture. On the one hand, Libya ranked last
among MENA countries in several key metrics, including Internet usage, total
communication indicators, and the number of personal computers, telephones,
and mobile phones per capita. Only Yemen, Sudan, Syria, and Algeria fared worse

in some categories.

However, the UN survey also revealed a bright spot in Libya’s Internet develop-
ment. The country boasted the third-highest Internet user penetration rate per
capita (measured as “persons online”) within the MENA region, trailing only the
UAE and Bahrain.

This impressive figure, exceeding Jordan’s by a factor of three, Saudi Ara-
bia’s by four, and Egypt’s by nearly thirteen times, highlights the potential
impact of the government’s initiatives. These initiatives, including cost reduc-
tion measures and training programs, contributed significantly to the rapid

growth of Internet users.
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Qatar’s Internet journey began in 1996 when state-owned telecommunica-
tions company Q-Tel introduced the service. Initial uptake was slow, with few-
er than 2,000 subscribers in the first year. However, the user base grew stead-
ily, reaching 9,000 by 1999, 11,000 in 2001, and nearly 100,000 by May 2003.
This growth trajectory continued, with Internet subscribers reaching 115,000
by 2004, representing a significant portion of Qatar’s population of approxi-
mately 600,000.

The Qatari government’s decision to allow private companies into the Internet
service provider (ISP) market shortly after that proved instrumental in driving In-
ternet penetration. This move spurred a steady rise in Internet users throughout
the country. By 2005, Qatar boasted a robust Internet penetration rate of 21.5 per

cent, significantly exceeding the regional average of 8.6 per cent.

Furthermore, Qatar's Internet usage growth rate between 2000 and 2005 was ex-
ceptional. It surged by an impressive 450 per cent, surpassing the Middle East
region's average growth rate of 392.1 per cent. This remarkable achievement po-
sitioned Qatar as a regional Internet adoption leader (The Arabic Network for Hu-
man Rights Information, n.d.-d).

Qatar has emerged as a leader in information and communication technology
(ICT) infrastructure. A UN survey evaluating e-governance readiness among sev-
enteen regional countries placed Qatar within the top half for most assessment
components. Notably, the country secured the top three spots regarding televi-

sion receivers, telephone lines, and cell phone subscriptions per capita.

The UN survey further underscored Qatar’s strong ICT foundation. The country
possessed the highest number of personal computers per capita among all 17
Arab nations. While its Internet user penetration rate ranked fourth behind the

UAE, Bahrain, and Libya, Qatar still achieved an impressive position.

Furthermore, the survey results indicated a well-educated population in Qatar,

reflected in its fourth-highest human capital ranking. However, Bahrain, Libya,
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and Lebanon held the top three positions in this category (Privacy International
and the GreenNet Educational Trust 2003).

Saudi Arabia entered the Internet age in 1994, but initial access was restricted to
government institutions, universities, medical facilities, research centres, and for-
eign businesses. For ordinary citizens, personal Internet access remained limited
(Gardner 1998). While residents could purchase personal computers, connecting
to the Internet proved challenging and expensive. They faced two options, nei-
ther ideal (Burkhart 1998; Human Rights Watch 1999b).

- Dial-up access to ISPs in neighbouring countries: This method incurred
high international call charges.
- Local networks like naseej.com.sa: These offered email services, access to

local databases, and chat rooms, but crucially, no direct Internet access.

In 1997, a significant shift occurred with the approval of public distribution of
Top-Level Domains (TLDs) and public Internet access. However, implementation
remained cautious. It was not until January 1999 that seventy-one selected local
ISPs, primarily affiliated with the government, began offering Internet connections

to the public. This marked the official launch of public Internet use in Saudi Arabia.

The delay in offering widespread Internet access stemmed from the government’s
desire to implement content filtering mechanisms. This aimed to restrict citizens’

access to information deemed undesirable.

Recognising the Internet’s potential to contribute to national development pro-
jects, Saudi Arabia has actively promoted Internet use. This policy shift came in
response to the surging public demand for broader Internet access and associ-
ated services, particularly from the business sector. Consequently, the Kingdom
embarked on several initiatives to develop its communication infrastructure and

expand Internet deployment throughout the country.

In 1999, Saudi Arabia boasted an estimated 45,000 Internet subscribers, reflect-

ing a surge in demand following the official launch of public Internet access. This
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figure represented a threefold increase in users compared to the pre-public ac-

cess period, highlighting the pent-up demand for Internet connectivity.

Itis worth noting that even before official public access, tens of thousands of Sau-
dis accessed the Internet through neighbouring countries like Kuwait, the UAE,

and Bahrain. This underscores the pre-existing desire for Internet connectivity.

Following the launch of public access, Saudi Arabia’s Internet penetration rate
reached 27 per cent, aligning with the regional average of 28 per cent. However,
the kingdom possessed the most significant absolute number of Internet users
in the Arab world (representing 13 per cent of the population), trailing only Iran’s

significantly higher rate of 56 per cent.

Between 2000 and 2009, Internet use in Saudi Arabia witnessed a remarkable
surge. User numbers grew by a staggering 3,750 per cent, significantly surpassing

the regional average growth rate of 1,648 per cent.

However, despite government announcements in July 2002 of reduced Internet
usage costs by 42-78 per cent, affordability remained a concern. The Internet con-
nection cost appeared unchanged, ranging between USD 74 and 112 per month

during this early period.

By 2004, the Saudi Arabian market absorbed a significant portion (40 per cent) of
the total regional imports of software and equipment for the information systems
industry. This robust demand fuelled a 15 per cent annual growth rate within the
kingdom's information systems sector, solidifying its position as the leading con-
sumer in the Arab world (OpenNet Initiative 2004b; Abdel Hameed 1999).

In 2003, Saudi Arabia possessed an estimated sixty-three personal computers per
thousand people. While this figure represented nearly half the rates observed in
Kuwait and the UAE, it nonetheless positioned the kingdom ahead of Oman (with
roughly half the number) and significantly surpassed Morocco, Syria, and Egypt

(where penetration rates were a quarter or even less).
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A 2003 UN survey evaluating e-government readiness positioned Saudi Arabia in
the middle rankings. The country ranked 105th globally and ninth among the 17
Arab countries assessed. Similarly, in a separate annual survey measuring read-
iness for online trade conducted in 2005, Saudi Arabia secured 46th out of six-

ty-five countries, demonstrating improvement from 48th place in 2004.

Despite being one of the later adopters of Internet access in the region, Saudi Ara-
bia has exhibited promising strides in developing its digital infrastructure since

its introduction.

Sudan initiated a communications liberalisation process in 1991. However, Inter-
net access in the country remained unavailable until May 25, 1997, following a pe-
riod of political liberalisation. This marked the arrival of the first Internet signal,

as evidenced by the successful transmission of a ping command.

The development of Internet infrastructure was uneven across Sudan. While the
capital, Khartoum, witnessed a rapid rollout, Internet access remained limited or
absent in other regions (Network Startup Resource Center (NSRC), n.d.; El Bashir
Mohamed 2005).

In 1996, the responsibility for managing the .sd TLD was assigned to a private
company named Sudan On-Line. However, the domain remained inactive due to
two fundamental limitations. Firstly, Internet service was not yet available in Su-
dan. Secondly, the TLD Company, established by a Sudanese citizen residing in
the US, lacked direct engagement with the developing Sudanese Internet com-
munity (El Fatih El Tigani, n.d.). The growing interest in the Internet within Sudan
spurred efforts to activate the country's .sd TLD. The newly established Sudan
Internet Society (SIS), a non-profit organisation founded in December 2001, po-
sitioned itself as a critical player in this endeavour. As highlighted in a letter from
the Sudanese Minister of Science and Technology to the Internet Corporation for
Assigned Names and Numbers (IANA) president, the SIS actively advocated for
assuming responsibility for managing the .sd domain (The Internet Corporation
for Assigned Names and Numbers (IANA) 2002b). In January 2002, the Sudanese
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authorities formally registered the Sudan Internet Society (SIS) as the official
manager of the .sd TLD. IANA subsequently confirmed this authorisation by the
end of 2002 (The Internet Corporation for Assigned Names and Numbers (IANA)
2002a). In January 2002, Sudanese authorities formally registered the Sudan In-
ternet Society (SIS) as the official manager of the .sd TLD. IANA subsequently con-
firmed this authorisation by the end of 2002.

Despite government efforts to reduce taxes on personal computers in the early
2000s, Sudan remained the North African nation with the lowest per capita com-
puter ownership rate. This excessive cost significantly restricted computer pur-

chases, limiting access to a small population segment.

In 2000, Sudan registered approximately 2,000 Internet users. Government offi-
cials and various organisations comprised half of this initial user base, followed
by business and commerce (30 per cent) and academia with research (20 per

cent). Private individuals only accounted for a limited share (20 per cent).

However, Internet user numbers witnessed a significant expansion over the fol-
lowing years. By 2001, the total user base reached 15,000, with private individuals
now representing 40 per cent. This trend continued, and by 2002, Sudan boasted

an estimated 56,000 Internet users.

The most dramatic growth spurt occurred between 2002 and 2009. By the end
of 2009, the number of Internet users in Sudan had exploded to a remarkable
4.2 million, representing a staggering 13,900 per cent increase. This surge signi-
fied a tenfold rise in Internet penetration, reaching 10 per cent of the population.
However, it is essential to remember that this growth came from an extremely
low baseline due to the earlier high cost of computers (Balancing Act, n.d.; The

International Telecommunication Union (ITU), n.d.).

Numerous testimonies show that the early 2000s witnessed a proliferation of In-
ternet cafes in the Sudanese capital, Khartoum. Usage costs ranged from USD 1

to 2 per hour, providing an affordable option for accessing the Internet.
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However, these cafes faced significant challenges. Intense competition within
the market and limitations in their technological infrastructure resulted in a high

turnover rate.

Sudan’s initial Internet expansion phase confronted significant infrastructure chal-
lenges. These challenges encompassed: (1) A robust and reliable electricity grid to
ensure consistent power supply. (2) Adependable and high-quality communication
network with nationwide coverage. (3) Educational programs to bridge the digital

divide by familiarising the population with this entirely innovative technology.

Astark digital divide emerged between the capital, Khartoum, and the rest of Sudan.
Internet penetration rates and the prevalence of Internet cafes were significantly
lower in outlying regions. Limited infrastructure resulted in slower and unreliable In-
ternet access, sometimes even complete absence. Consequently, hourly usage rates
were considerably higher in these areas, discouraging the establishment of Internet
cafes. Furthermore, the inconsistent stability of electricity and communication net-

works posed a significant barrier to consistent and affordable Internet use.

Given the existing deployment of Internet-connected computers, the potential
for Internet usage within Sudanese academia could have been higher. However,
this potential remained only partially realised due to inadequate training for fac-

ulty members and students, key stakeholders in the educational process.

Universities in Sudan did not offer students Internet access. Only Khartoum Uni-
versity and Ahfad University provided Internet connectivity exclusively for ad-
ministrative purposes. Limited interest and demand for regular Internet use were
observed among both students and academic staff. This can be attributed to doz-
ens of untrained faculty members sharing a single Internet-connected computer,

often with a restricted daily usage window of two hours.

The University of Sudan, however, presented a notable exception. By the end of
2000, all its faculties enjoyed 24/7 internet access through a local area network

(LAN) connection (Balancing Act, n.d.).
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On February 24, 1996, the Syrian Prime Minister’s Office authorised the Syrian
Telecommunications Establishment (STE) to spearhead internet integration. This
mandate included connecting Syria to the internet and managing the.SY Top-Lev-
el Domain (TLD).

Theinitial phase focused on needs assessment, conducting pilot programs, and es-
tablishing the necessary infrastructure. To facilitate this process, the STE and the
Syrian Computer Society (SCS), led by Bashar al-Assad, signed a cooperation agree-

ment on March 11, 1996, to test Internet connectivity for government institutions.

The pilot program encompassed various aspects, including efficiency, cultural
suitability, and potential security concerns. Following the pilot, researchers and
experts presented a report to the STE and the Institute of Applied Sciences and
Technology. This report highlighted the technical and administrative challenges

of connecting Syria to the Internet.

However, the report concluded that swift Internet integration was necessary
for Syria. The reasoning behind this conclusion was outlined in the report itself
(Askhita 2000):

1. “Theinvaluable wealth of information and services it presents to students and
researchers, as it has become a pillar of research worldwide due to the vast
amount of information in online data banks.

2. The importance of the Internet for commercial advertisement and electronic
commerce.

3. Syrian establishments can use the Internet to promote their products and
publicise Syria’s cultural, historical, archaeological, and tourist heritage.

4. Delivering the Syrian point of view in support of our stands and in defence of
our rights to fill the wide gap and balance the misconceptions, lies, and de-
formed images of Syria presented by sites supported by international Zionism.
In addition to the possibility of exposing the Israeli crimes and aggressions
against Arabs via the Internet, which is becoming the most popular and influ-

ential media channel”.
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Following the report’s recommendation for swift internet integration, Syria initi-
ated plans for a pilot project. This project marked the first step in a series of initi-

atives to connect the country to the Internet and make it accessible to residents.

- Pilot Project - On November 17,1997, Syria launched a pilot project to provide
Internet access to 150 selected government entities. This initiative marked the
country’s first official Internet access program. It is worth noting that before
this project, an estimated 65,000 Syrian residents already possessed Internet
access through providers in neighbouring countries like Lebanon, Turkey, and
Jordan. Additionally, some government entities in Egypt access the Internet
via connections.

The pilot project’s initial phase encountered challenges due to high connec-
tion costs. These costs stemmed from a limited subscriber base, expensive
equipment, and reliance on international Internet service providers. Howev-
er, after seven months, improvements in hardware and communication infra-
structure were made to address increased traffic demands.

By the end of 1997, Syria possessed an estimated 35,000 personal computers,
translating to a national penetration rate of two computers per thousand peo-
ple. Nevertheless, many of these computers required upgrades to run modern

applications (Alterman 1998).

The Syrian Telecommunications Establishment (STE) and the Syrian Computer
Society (SCS) collaborated to design the architecture for the pilot project, which
received approval from the Prime Minister. This architecture included essential
hardware, notably a server for monitoring Internet activity, filtering content, and

managing the network.

The project plan also outlined six key objectives, one of which focused on training
local technical staff in monitoring, identifying, and blocking unwanted websites
(Askhita 2000).

- Public Access Project - Building upon the pilot project’s success and recom-

mendations from the Syrian Computer Society (SCS), the Syrian Telecommu-
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nications Establishment (STE) spearheaded the expansion of Internet access
to the public in early 1999. This expansion project offered email services and

basic Internet functionality like web browsing and file transfer within Syria.

The public access project launched in early 1999 offered two subscription tiers.
Around 5,000 subscriptions were activated, with 3,000 users opting for the more
comprehensive plan that included email and broader Internet access. By Febru-
ary 2000, the expanding access points resulted in an official user count of 6,000.

However, this figure significantly underestimated actual usage.

Several factors contributed to the discrepancy. Institutions often employed a sin-
gle server to connect multiple computers to a single phone line and subscription.
Similarly, private users frequently shared accounts with friends and family. Con-
sidering these practices, estimates suggested a total user base of approximately

60,000, assuming an average of 10 users per subscription.

In October 2000, Internet access became officially authorised in Syria. However,
full Internet access was initially limited to specific locations. These included two
Internet cafes, the National Library, the Syrian Computer Society's Damascus of-
fices, access points at Damascus airport, various private and public institutions
(including commercial, industrial, and tourism agencies), one hundred schools,

and select professionals such as doctors, engineers, and lawyers (Askhita 2000).

A 2003 UN survey found Syria lags behind most Arab countries in Internet usage
and infrastructure preparedness. The survey ranked Syria near the bottom among
17 Arab nations, with only Sudan and Yemen scoring lower. Furthermore, Syria’s In-

ternet usage rate per capita was less than one per cent of that observed in the UAE.

Personal computer ownership in Syria also remained low. With 16.3 computers
per thousand people, Syria possessed half the national penetration rate of Oman
and Jordan, a quarter of Iran and Saudi Arabia, and less than a tenth of Bahrain
and Qatar. Nevertheless, this figure was slightly higher than Egypt’s and five times
that of Libya.
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A comparison of telecommunication infrastructure in Syria with other Arab
countries in the early 2000s revealed a significant disparity. Syria ranked lowest
in terms of both mobile phone and television penetration. With only twelve cell
phones and 67 television receivers per thousand people, Syria lagged behind na-
tions like the UAE (759 cell phones), Morocco (209 cell phones), and Egypt (67 tel-
evision receivers). Iran (163 television receivers), Kuwait (486 television receivers),

and Qatar (866 television receivers) also boasted higher ownership rates.

However, despite these limitations initially, Syria witnessed a steady rise in the pen-
etration of wired and cellular communication technologies. This trend mirrored the

country’sincreasing availability of personal computers and Internet access.

By 2004, Syria had experienced a remarkable surge in Internet usage, growing
by 633 per cent. This impressive increase propelled Syria to the second-place
position among Arab nations, trailing only Iran. The country reached an esti-
mated total of 155,000 Internet users. The average home subscription-support-
ed at least five users, and over five hundred Internet cafes provided additional

access points.

These figures were particularly significant considering Syria’s nascent state of
Internet access. Public Internet access only started in 2002. Before this, many
Syrian subscribers relied on providers in neighbouring countries to connect, a
practice motivated by lower international communication costs. However, tran-
sitioning to local providers presented challenges due to limitations in the existing
communication infrastructure. These limitations resulted in slow and expensive

connections with extended wait times.

In response to these limitations, the authorities planned to expand the communi-

cation infrastructure to address these shortcomings and improve Internet quality.

By 2009, Syria comprised only 6 per cent of the total Middle East Internet users
despite boasting an Internet penetration rate of 16 per cent. This figure starkly

contrasted with the regional average of 28 per cent. This data revealed a signifi-
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cantdisparity in Internet usage between Syria and other MENA countries, exceed-

ing the gap observed in other communication technologies and television.

Interestingly, Syria’s education level remained comparable to that of the UAE and
surpassed that of Egypt and Saudi Arabia. However, the country’s low Internet
penetration rate highlighted the prevalence of censorship and media control
mechanisms. This suggested that the lower usage stemmed more from policy

than technology or infrastructure.

Despite these access limitations, Syria witnessed a remarkable growth rate in In-
ternet usage between 2000 and 2009. The country’s user base surged by an im-
pressive 11,783 per cent, ranking second only to Iran’s 12,780 per cent increase.

This growth significantly outpaced the regional average of 1,648 per cent.

Tunisia emerged as the North African leader in Internet development. The coun-
try implemented a series of initiatives to establish and expand Internet access,
including reducing usage costs, lowering computer and equipment import taxes,
upgrading telephony and Internet communication infrastructure, and encourag-

ing the establishment of private and institutional ISPs.

Tunisia further bolstered its Internet presence by establishing a network of
approximately three hundred institutional Internet cafes. Numerous govern-
ment agencies actively maintained websites, fostering an online presence.
Additionally, radio broadcasts and television programs were readily accessi-
ble via the Internet.

The government prioritised Internet access in education, equipping all universi-
ties, high schools, and scientific institutions with connectivity. Plans were in place
to extend this access to elementary schools, further solidifying Tunisia's position

as a North African Internet development leader (Human Rights Watch 2005a).

By 2009, Tunisia boasted an Internet penetration rate of 27 per cent, aligning with
the regional average in the Middle East. This figure starkly contrasted with a sig-

nificantly lower average of 7 per cent observed across Africa.
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Tunisia’s growth in Internet usage mirrored its leadership in development. Be-
tween 2000 and 2009, the country witnessed a surge of 2,700 per cent in its Inter-
net user base. This impressive growth significantly outpaced the regional average
of 1,648 per cent in the Middle East and surpassed the 1,392 per cent growth rate

observed across Africa (Internet World Stats, n.d.).

The UAE launched Internet access services in 1995, initially targeting government
entities, businesses, and educational institutions. Unlike many other countries,
the UAE prioritised dedicated leased lines for Internet connectivity, bypassing the

limitations of dial-up access.

Commercial interests, rather than political or educational institutions, played a
dominant role in shaping the UAE’s Internet history. Notably, Dubai and the UAE
established free trade zones (Jebel Ali Free Zone and Dubai Multi Commodities
Centre, etc.) that fostered the growth of the information technology (IT) sector.
Companies within these zones significantly invested in modern technology and
IT solutions to enhance their performance, efficiency, and service levels in this

highly competitive environment.

Leadinginternational IT providers recognised the UAE’s potential and established
branches in Dubai Internet City (DIC) to gain a foothold in the local market and
expand their reach into the Middle East. This move resonated with the UAE’s

well-deserved reputation for embracing new technologies.

By 2004, the UAE’s IT market exhibited signs of maturity. Reports indicated a shift,
with investments in software and services surpassing hardware investments.
Despite this trend, hardware still comprised 65 per cent of the total IT expend-
iture. However, the software and services sector witnessed the highest growth
rate. This growth was driven by local small and medium-sized businesses (SMBs)
implementing Enterprise Resource Planning (ERP) systems and expanding exist-
ing applications. Large companies, on the other hand, focus on IT solutions for
customer relationship management (CRM), supply chain management (SCM), and
business intelligence (BI).

36



THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA: ALMA MATER
A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century PRESS

In April 2002, a local UAE communications company significantly reduced its monthly
Internet connection fee, making it the most affordable option in the Middle East. How-
ever, by the end of 2003, public concerns regarding high Internet costs resurfaced. This
sentiment culminated in a user-led boycott campaign. The campaign gained traction
and ultimately secured the support of the Minister of Culture and Information, who ac-
knowledged that Internet connection prices exceeded global averages. This pressure
from both users and the government ultimately reduced Internet costs (Emirates In-

ternet and Multimedia 2002; The Arabic Network for Human Rights Information, n.d.-f).

In a 2003 UN global survey, the UAE emerged as the leader in e-governance pre-
paredness among MENA countries. The survey assessed each nation’s readiness
for e-governance practices. The UAE secured 38th place globally and ranked
first among 17 MENA countries in overall preparedness. This strong performance
stemmed primarily from the country’s success in two key index components: Web

Measures and Communication infrastructure.

However, the UAE’s dominance was not absolute. Notably, the country lagged be-
hind Bahrain, Libya, Qatar, Jordan, and Iran in the human capital category, consti-
tuting one-third of the total readiness score. Despite boasting advanced technolog-
ical and communication capabilities, the UAE’s human capital scores, as measured
by various indices (Human Development Index, Education Index, Adult Literacy
Rate), mirrored those of other MENA countries. Moreover, these human capital indi-

cators did not significantly improve, with some showing signs of decline.

While the UAE’s human capital indicators showed a relative decline, the country
maintained a robust telecommunications infrastructure. It boasted the highest
landline and cellular communication network availability among all Arab coun-
tries. Additionally, the UAE ranked third in personal computer penetration, fol-
lowing only Qatar and Bahrain. These factors significantly contributed to the
UAE’s extensive Internet penetration rate, which surpassed those observed in
other MENA countries by a considerable margin (Southwell 2004; Burkhart and
Goodman 1998; Walters and Walters 2002).
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Since the Internet’s emergence in the Arab world, the Persian Gulf region has con-
sistently demonstrated leadership in Internet usage rates. The UAE has consist-

ently held the top spot for Internet penetration among Middle Eastern countries.

The UAE witnessed a remarkable surge in Internet users in its early development
years. In mid-1997, the country had just 13,000 users. By 2001, this number had
skyrocketed to an estimated 775,000, reflecting a subscriber base of approxi-
mately 240,000. This rapid growth continued, with EIM reporting a user base ex-
ceeding 995,000 by the end of 2002. Notably, the UAE surpassed Egypt in boasting

the region’s highest number of Internet accounts.

The UAE’s impressive Internet infrastructure also garnered international recognition.
In 2001, the International Telecommunication Union (ITU) acknowledged the country’s

position as the most networked Arab nation and one of the most connected globally.

The UAE’s Internet penetration rate reached 61 per cent by 2009, a substantial
achievement. However, the country’s user base only comprised 5 per cent of the
Middle East’s total, ranking it third in the region behind more populous countries
like Iran (56 per cent) and Saudi Arabia (13 per cent). Interestingly, the UAE’s Inter-
net usage growth rate from 2000 to 2009, at 298 per cent, paled compared to the

regional average of 1,648 per cent.

The UAE witnessed a significant rise in personal computer penetration rates be-
tween 2005 and 2009, while landline phone penetration remained relatively sta-
ble, declining slightly from 291 to 275 phones per thousand people. This decline
likely stemmed from market saturation with internet-enabled devices like per-

sonal computers and mobile phones.

Mobile phone use, in contrast, exhibited consistent growth, reaching a near one-
to-one penetration rate (one phone per resident). This widespread mobile phone
adoption likely contributed to the UAE’s relatively modest growth of Internet us-
ers from 2000 to 2009. With the high Internet penetration, the potential for fur-

ther significant user base expansion was limited.
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The UAE offered a variety of locations for Internet access, including public spac-
es like shopping centres, restaurants, and Internet cafes. In the first half of 2002
alone, the number of Internet cafes increased by 98, bringing the total to 191. No-
tably, compared to other Arab countries, a much smaller percentage (only 6 per
cent) of UAE Internet users relied solely on workplace access. A significant major-
ity (56 per cent) enjoyed access at both work and home. By 2002, EIM reported

that home Internet access had reached 39 per cent of users.

Mobile Phones

Introducing mobile phones in the MENA region has encountered challenges com-
mon to many developing countries. These included social conservatism, govern-
ment centralisation, restrictions on free speech, and a weak technological infra-
structure. As a result, data from the communications sector has positioned most
MENA countries at the bottom of global rankings for information systems, com-

munication methods, and technology penetration for many years.

However, a shift began in the early 2000s. Gulf countries, known for their rapid
economic development, experienced a surge in mobile phone penetration and
growth rates, mirroring trends in other technological areas. This success prompt-
ed policy changes and further economic growth across the MENA region, leading

to a substantial overall increase in mobile phone use.

2005 marked a turning point for mobile phone penetration in the Middle East.
A surge in new subscribers, totalling 20.6 million, pushed the region’s total user
base to approximately 63 million by year-end. This growth was particularly sig-

nificant in Iraq and Algeria, where penetration rates skyrocketed by triple digits.

Established mobile markets like Syria and Egypt, which already boast the highest
subscriber numbers, also witnessed impressive growth. Their penetration rates
climbed by 84 per cent within a year, reaching 19 per cent. However, Jordan stood
out with the most dramatic increase, with penetration nearly doubling from 28
per cent at the end of 2004 to 53 per cent by the end of 2005.
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Several other countries, including Oman, Saudi Arabia, Tunisia, and Yemen, sur-
passed a 50 per cent penetration rate by the end of 2005. Regarding market liber-
alisation, Jordan and Bahrain emerged as leaders, offering relatively relaxed reg-
ulations. In contrast, countries like Lebanon, Libya, and Iran continued to grapple

with high tariffs or entry barriers that limited mobile phone accessibility.

By the end of 2006, the Middle East had achieved a significant milestone, surpass-
ing 130 million cellular connections. This accomplishment positioned the region
as the second-fastest growing mobile phone market globally, with a growth rate

of 30 per cent. Only Africa, at 45 per cent, boasted a higher rate of expansion.

Three countries - Turkey, Iran, and Saudi Arabia - were the primary drivers of this
growth, contributing to 79 per cent of the region’s total mobile activity. These
leading nations also enjoyed a significantly higher cellular penetration rate of 67

per cent compared to the regional average of 50 per cent.

Iran emerged as the leader in mobile phone market growth within the Middle
East. Turkey, a regional powerhouse in the cellular sector, and Saudi Arabia,
which holds a 15 per cent share of the regional market, are closely behind.
Interestingly, despite boasting penetration rates below the regional average,
Iraq and Syria also witnessed significant growth in their cellular sectors. This
suggests that these latter countries possess substantial untapped potential for

mobile phone penetration.

A mid-2008 study in the MENA region revealed that Internet access, video calls,
and third-generation (3G) technology were the primary applications driving mo-

bile phone usage.

Mirroring a global trend, landline phone revenue in the MENA region experienced
a consistent decline. A 2009 study surveying 46 cellular operators across 19 MENA
countries identified Morocco and Lebanon as having the highest mobile usage
costs, while Egypt and Yemen offered the most affordable options. These find-

ings echoed an earlier October 2006 study. Lebanon and Mauritania emerged as
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the most expensive among the 19 surveyed countries, with Yemen and the UAE

boasting the lowest prices.

Driven by regional competition, most cellular operators in the MENA transitioned
to billing based on seconds or fractions of a minute. However, a few operators

continued to charge by whole minutes.

The evolution of the mobile industry has extended its reach beyond facilitat-
ing communication. Today, many mobile applications cater specifically to the
needs of the Islamic community. These applications encompass various reli-
gious resources, including downloadable Islamic texts for reading on mobile
devices, prayer time notifications, directional guidance towards Mecca (Qibla),

charity calculators.

A 1998 study by Eric Arnum and Sergio Conti highlighted the promising potential
for Internet penetration in Mediterranean countries. Their research argued that
these nations constituted the second wave of Internet adoption, following the
initial wave observed in North-western Europe. This conclusion was supported
by data showing that the MENA region had the fastest annual growth rates in In-
ternet usage at that time (Arnum and Conti 1998).

Early in the Internet era, the Middle East’s contribution to the global information
and communication industry lagged behind its population size. In 2000, esti-
mates projected the region’s share of technological production to be around USD
48 billion, a figure dwarfed by its large population. This was reflected in national
statistics, with Egypt, Saudi Arabia, and Lebanon’s contributions reaching only
USD 418 million, USD 642 million, and USD 400 million, respectively (D. L. Wheeler
2004). However, defying predictions by Eric Arnum and Sergio Conti, the Middle
East witnessed a remarkable surge in Internet usage between 2000 and 2005. The
region experienced a growth rate of 312 per cent, nearly double the global aver-

age (Internet World Stats, n.d.).
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Chapter 2-Obstaclesinthe Internet Penetration to the MENA

Researchers have identified many factors influencing internet diffusion, including
economic conditions, socioeconomic indicators, and geopolitical interventions

by international organisations.

In 1997, Bazar and Boalch identified four critical stages in a nation’s internet dis-

tribution process (Bazar and Boalch 1997):

- Research: In many countries, research institutes and universities spearhead-
ed the initial introduction of the Internet, primarily driven by research goals.

- Education: Educational institutions, particularly universities, often played a
critical role in implementing the Internet. University students further acceler-
ated its spread through their early adoption and enthusiastic use.

- Commercialization: While research and education-initiated internet access,
commercial forces significantly accelerated development. Investments in in-
frastructure fuelled this by competing for ISPs, ultimately leading to lower
costs for end users.

- Usage: The widespread adoption of the Internet by individuals and local com-

munities ultimately brought it to the pubilic.
The study identified several vital actors critical to a nation’s internet diffusion:

- Government and infrastructure providers: determining the regulations and
costs of communication services.

- Financing entities: These entities enable financial resources to be invested in
infrastructure.

- ISPs: provide the Internet technology and the required services.

- Professional organisations in information systems are required to imple-

ment the technology.

In conclusion, the study examined the factors influencing a country’s internet

penetration rate.
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- Infrastructure: Greater infrastructure availability made the introduction of
the Internet more accessible, with lower initial capital requirements and fos-
tered higher Internet usage rates. Moreover, ongoing infrastructure develop-
ment has historically led to cost reductions as communication infrastructure
and technology adapt to meet evolving needs.

- Government policy: Countries with more liberal government policies on
communication and internet services fostered increased market competition.
Conversely, regulations restricting information flow and imposing censorship
emerged as significant barriers to internet diffusion.

- Economic development: The study revealed a strong correlation between a
country’s economic development level, the nature of its infrastructure, and
demand for internet services.

- Culture: Cultural norms significantly influenced internet applications and
usage patterns. This encompassed personal beliefs, values, and attitudes re-
garding information sharing.

- Language: Language presents a significant barrier to internet access for
non-English-speaking countries. To overcome this hurdle and achieve actual
Internet adoption, these countries require Internet applications to be availa-
ble in their local languages.

- Penetration of information systems: A high penetration rate of information
systems within a country has historically been correlated with increased inter-
net penetration and usage.

A 2004 study by Mauro F. Guillen and Sandra L. Suarez investigated the relation-
ship between a country’s Internet usage and its various characteristics. Analysing
data from 118 countries between 1997 and 2001, the researchers identified po-
tential links between a nation’s level of Internet use and the following attributes
(Guillén and Sudrez 2005):

- Economic factors: This category included a country’s income level and the
affordability of Internet access. Lower costs and higher national income were

associated with increased Internet use.
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- Regulatory environment: We examined the level of competition in the com-
munication sector and the extent of privatisation. More competition and pri-
vatisation could potentially foster Internet adoption.

- Political factors: The study considered restrictions on Internet access. De-
mocracies emphasising openness tended to experience faster Internet pen-
etration than countries with centralised control over economic development
and income.

- Sociological factors: The analysis revealed a correlation between a nation’s
level of Internet use and its social characteristics. More cosmopolitan socie-
ties, characterised by greater openness to diverse cultures and ideas, demon-

strated more Internet utilisation over time.

The MENA region’s low Internet adoption, penetration, and usage rates can be

attributed to several fundamental issues (The Estimate 1998).

Politics

The MENA region has grappled with a persistent ‘digital divide’ and encountered chal-
lenges in implementing reforms. While regional leaders acknowledge the need for
such reforms, some may hesitate due to potential consequences for their rule. These
concerns might involve fears of destabilisation, a perceived disconnect between citi-

zens and their traditions, or a possible loss of respect for established authorities.

However, the proliferation of information technology and the Internet in MENA
countries has the potential to drive a shift towards a more diverse and democratic
communication landscape. This evolution could ultimately lead to a more open

and decentralised political system.

The Internet challenges faced by the MENA region stem from a complex interplay
of technical, structural, political, and cultural issues. Considering these diverse
factors and the region’s heterogeneity in infrastructure and political landscapes,
Henner Kirchner (2001) proposes categorising MENA countries into three distinct

development areas (Kirchner 2001):
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- The Maghreb (North African Countries): This category encompasses coun-
tries in North Africa.

- The Mashreq (Core Middle Eastern Countries): This category refers to coun-
tries in the central Middle East.

- The Gulf Countries: This category includes countries bordering the Persian Gulf.

Research has consistently highlighted the critical role of government policy in the
diffusion of new technologies. Theories examining the relationship between In-
ternet penetration and political structures posit that political systems prioritise
technological applications differently. These theories suggest that centralised
governments may be less inclined to prioritise the development of interpersonal

communication methods, such as telephones and the Internet.

Government policy significantly impacts a country’s Internet penetration rate.
This influence stems from the government’s control over various aspects that
shape a nation’s digital landscape, including infrastructure, economic develop-
ment, culture, language, and the existing information systems. Besides direct
restrictions on its use, government policy indirectly affects the Internet’s circula-
tion by controlling the telecommunications market’s competitiveness and open-
ness. A competitive market fosters innovation and investment, ultimately leading

to better communication services and lower access and usage costs for citizens.

This approach suggests a positive correlation between free competition in the
communication sector and a country’s Internet distribution. In other words,
countries with a more open and competitive telecommunications market are
likely to experience a wider spread of Internet access compared to those with a

concentrated industry.

Indeed, MENA countries exhibited significant variations in government policies
regarding Internet use. Syria and Iraq imposed the most restrictive measures, ef-
fectively barring the public from Internet access. Tunisia maintained tight state
control, potentially limiting potential users. Countries like Bahrain, the UAE, and

Saudi Arabia employed dedicated filtering systems, enabling them to block specif-
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ic websites and monitor email activity. Egypt and Jordan pursued a less stringent

approach, focusing on regulating other forms of expression through existing laws.

In contrast, Lebanon, Morocco, and the Palestinian Authority adopted a more
relaxed stance. These countries implemented minimal Internet monitoring and

restrictions, allowing for greater user freedom (Rinnawi, n.d.).

Society

A 1999 study by Eszter Hargittai examined why some OECD countries had more
internet users than others. Her research identified education, particularly uni-
versities, as a critical factor. Based on prior studies, Hargittai argued that uni-
versities often lead the way in Internet adoption by establishing the first Internet
connections within a country. Additionally, she linked higher education levels to
increased university enrolment. Her findings in MENA countries supported these
points, revealing that most university students utilised the Internet. The study
identified education and age as the two most significant factors influencing In-

ternet usage.

Research by Caroline Tolbert, Karen Mossberger, and Ramona McNeal suggests
a correlation between higher education and income levels and more robust sup-

port for digital democracy (Tolbert, Mossberger, and Mcneal 2002).

MENA countries exhibit a strong positive correlation between education level and
Internet usage. A 1999 study found that 70 per cent of Internet users fell within
the age group of 21 to 35, with more than half having at least a high school educa-
tion. Furthermore, a link exists between education and income levels, influencing
the adoption of information technology. This connection is particularly evident in
political engagement and government interaction, including online voting, peti-

tions, and e-governance.

Language - The dominance of English significantly impacted early Internet usage

in the MENA region, the primary language of the Internet in its early years. While
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local language websites existed, most information originated from foreign sourc-
es in English, creating a significant barrier for many users. Companies like Micro-
soft eventually addressed this by developing software for the Arabic language.
However, initial solutions relied on graphics instead of fonts, leading to slower
Internet speeds (“The Current Status of the Internet in the Arab World,” n.d.).

Eszter Hargittai’s research highlights education and English proficiency as crucial hu-

man capital factors influencing a country’s Internet penetration rate (Hargittai 1999).

Illiteracy - High illiteracy rates challenge Internet adoption in the Middle East.
Shai-lee Spigelman’s study found a literacy rate of 65.5 per cent in Muslim coun-
tries. However, her research also revealed a weak correlation (0.3) between liter-
acy and Internet penetration in Islamic nations. This suggests that other factors
may play a more significant role in explaining Internet usage patterns in the re-

gion (Spigelman, n.d.).

Westernisation and Government Anxieties — Arab regimes have historically dis-

played a range of anxieties regarding the intellectual elite. These intellectuals,
particularly those educated in the West, are sometimes viewed with suspicion
due to perceived Western influences in their ideas. Consequently, governments
may restrict the intellectual elite’s individual and collective activities. This appre-
hension towards the potential for unfettered communication and the spread of
ideas online has sometimes led to government hesitation in adopting new West-

ern technologies, including the Internet.

Rasha A. Abdulla argues that the typical Internet user in the Arab world will likely
be well-educated, possess strong language skills, and have exposure to Western
culture, potentially facilitating cross-cultural dialogue (Abdulla 2005a). Addition-
ally, a high-ranking Bahraini information ministry official observed the rapid pro-
liferation of Internet cafes, comparing it to the sudden appearance of mushrooms
after rain. This phenomenon can be seen as a direct consequence of globalisation
(Bahrain Tribune, 19 December 2005).
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Gender - The MENA region struggles with a gender gap in the labour market and
Internet usage. While women comprise a significant portion of students (63 per
cent), their representation in the workforce remains low (32 per cent). This dis-
parity is even more pronounced in the technology sector, with women making
up less than 12 per cent of the workforce in the UAE. Data from 2000 highlights
a similar gap in Internet usage, with women accounting for only 4 per cent of all
Internet users in MENA countries (UNESCO 2000). Khalil Rinnawi points out that

men constitute 76 per cent of Internet users in the UAE (Rinnawi, n.d.).

A study by Michael Dahan revealed a significant gender gap in Internet use within
the MENA region. While women globally comprised 20-40 per cent of Internet us-
ers, only 6 per cent of MENA women had Internet access. Despite having the low-
est Internet penetration rate worldwide, Dahan concluded that the MENA region

also held the most significant potential for future growth (Dahan, n.d.).

In 2003, Nikhilesh Dholakia, Ruby Roy Dholakia, and Nir Kshetri investigated the
relationship between gender and Internet penetration. Their study examined
global Internet use patterns through a gender lens, revealing a lower global GDP
per capita for women than men. This disparity, they noted, varied significantly
across countries. Consequently, the study proposed that gender income inequal-
ity contributed to differences observed in Internet adoption and usage across na-
tions (Dholakia, Dholakia, and Kshetri 2003). Additionally, the research identified
a correlation between the proportion of female Internet users and the maturity
of a country’s Internet infrastructure. In the MENA region specifically, the study

found an exemplified gender gap, with a ratio of 94 male users to 6 female users.

The researchers projected a gradual narrowing of this gender gap, acknowledg-
ing that the pace of change would vary by country. They linked this variation to
the types of Internet activities prevalent in each region, their frequency of use,

and the age demographics of Internet users.

Religion and Internet Use - Spigelman argued that a higher percentage of Mus-

lims in a country correlated with a lower Internet penetration rate. This suggest-
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ed a potential negative correlation between Islam and Internet proliferation (Spi-

gelman, n.d.).

However, it is essential to consider the specific challenges the Internet present-
ed for some governments. The Internet’s ability to facilitate accessible commu-
nication, public discourse, and the anonymous expression of diverse viewpoints
could be perceived as a threat to established political and religious authorities in

various countries.

A growing body of research has examined the impact of the Internet on society
and the Muslim world, specifically its uses and potential benefits. These studies
have identified three distinct stages in the evolution of the Muslim online pres-
ence (J. Anderson 1997):

1. The Early Stage (1980s): Digitization and Discourse: In the early 1980s, Mus-
lim students working or studying in high-tech fields pioneered the Muslim on-
line presence. They digitised religious texts, uploading them to the Internet
for the first time. These students also established online discussion groups to
debate various Islamic issues.

2. The Rise of Online Activism: The following stage witnessed the involvement
of radical activists in online spaces. Their activities and presence on the Inter-
net require further exploration.

3. Expanding Voices: The Rise of the Muslim Middle Class: As Internet usage ex-
panded, the middle class emerged as a significant force in expressing diverse
Islamic viewpoints online. Despite their smaller numbers than the established

religious elite, their online presence held considerable weight.

Economic

Economic Development - low income emerged as a significant factor impeding

the proliferation of the Internet in the MENA region (Privacy International and the
GreenNet Educational Trust 2003).
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Research by Eszter Hargittai identified low income as a significant barrier to In-
ternet proliferation within the MENA region. Her study examined the impact of
various factors on Internet access, including economic indicators (GDP), income
inequality (measured by the Gini index), human capital (education and English
language proficiency), legal and regulatory frameworks (specifically communi-
cation industry regulations and Internet access costs), and the existing techno-
logical infrastructure. Hargittai’s research concluded that a country’s economic
well-being and communication policies were the most influential factors deter-

mining the level of Internet connectivity (Hargittai 1999).

Katsuyoshi Okui investigated the relationship between political and economic free-
dom, ultimately challenging the assumption of a direct causal link between the two.
His research suggested that an authoritarian government could expand its citizens’

economic opportunities to restrict their political freedoms (Okui 2005).

Purchasing power - Studies highlighted the significant financial barriers to Inter-

net access in the MENA region. After considering all costs, Alterman estimated
that a potential user would require a minimum of USD 3,000 to gain Internet ac-
cess. This high cost effectively excluded many of the MENA population from Inter-
net use. Conversely, Wheeler argued for the surprising affordability and efficiency
of communication and Internet services in Jordan and Egypt compared to Europe
and North America. He claimed that costs in these Western regions could be two
to three times higher than in the MENA, and the time required to obtain Internet

access could be similarly extended (D. L. Wheeler 2004).

In a 1998 study, Eric Arnum and Sergio Conti actively investigated the relation-
ship between Internet penetration and economic prosperity across 100 coun-
tries. Their analysis revealed that economic prosperity directly facilitated the
acquisition of hardware, software, and communication resources - all essential

elements for Internet connectivity (Arnum and Conti 1998).

Infrastructure - Arnum and Conti (1998) further identified a potential correlation

between infrastructure development and Internet usage. Their study suggested
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that countries with higher transportation, energy, and communication distribu-
tion rates typically exhibited higher Internet usage rates and broader Internet ac-
cess. Interestingly, the MENA region in their analysis, which included countries
like Kuwait, Bahrain, the UAE, Lebanon, Turkey, Oman, Egypt, Morocco, Saudi
Arabia, Iran, and Algeria, fell within the lower range of Internet usage (Arnum and
Conti 1998).

Communication Infrastructure Challenges - In 1995, communication infrastruc-

ture in MENA countries presented a significant hurdle to Internet adoption. The
average telephone line density was a mere 4 per 100 inhabitants, only one-tenth
of the level observed in most industrialised nations. This limited infrastructure,
coupled with bandwidth constraints like those experienced in Western coun-
tries, hampered Internet development in the region. Limited bandwidth led to
significant connection speed and data transmission challenges as Internet users
grew. Recognising this bottleneck, many MENA countries, with the UAE leading,
embarked on initiatives to upgrade their communication infrastructure. These ef-
forts were a direct response to the increasing Internet penetration in the region
(“The Current Status of the Internet in the Arab World,” n.d.).

The personal computer market in MENA countries experienced a significant
boom by the end of the 1990s. The region witnessed an annual growth rate of 20
per cent, with some countries like Lebanon, Egypt, and Saudi Arabia exhibiting
even more dramatic increases, reaching annual growth rates of 50-60 per cent.
This surge in computer ownership coincided with a substantial rise in Internet us-
ers. Between 2000 and 2001, eight MENA countries saw a remarkable 47 per cent
increase in Internet user base. Furthermore, bandwidth capacity also underwent
significant improvement during this period. From August 2001 to January 2002,
a substantial increase of 154 per cent was recorded in bandwidth availability (Al-
terman 1998; Rinnawi, n.d.).

Costs - Internet usage in the MENA region was characterised by a paradox: low In-

ternet access rates and high connection costs. These high costs deterred poten-
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tial users from subscribing. However, the emergence of new competitors in the
communication market triggered a price war, leading to significant cost reduc-
tions. This, in turn, increased Internet accessibility and drove arise in Internet ac-
counts. Peled identified a vicious cycle hindering Internet adoption in the region.
Weak communication infrastructure and high connection costs resulted in low
demand for Internet connectivity. Conversely, this low demand failed to generate
sufficient public pressure to force improvements in infrastructure or reductions
in connection costs. Peled warned that this cycle could leave MENA countries lag-

ging in the global Internet revolution (Peled 2000).

Information Technology - Rafal Rohozonski argued that the MENA region fell be-

hind most of the world in crucial Information Technology (IT) metrics, surpassed
only by Sub-Saharan Africa and South Asia. This digital lag persisted despite sol-
id growth in home Internet access, suggesting limited integration of information
systems and the Internet into daily life. Rohozonski emphasised that building a
robust IT sector solely through exports was unsustainable. He urged MENA gov-
ernments to prioritise integrating the Internet and IT into all aspects of daily life,
including education, business operations, domestic uses, and government ser-
vices. This lack of integration was evident in the widespread reliance on Internet
cafes and communication centres instead of private Internet subscriptions. Con-
sequently, two distinct patterns of Internet usage emerged in the region (Rohoz-

inski, n.d.):

- Internet Cafes - In regions with low private Internet subscriptions, public ac-
cess points like Internet cafes played a crucial role. Deborah L. Wheeler (2004)
highlighted their significance in the early stages of Internet adoption in the
MENA region. She noted, “Most of the general public in the region obtains ac-
cess via an Internet café or community centre, rather than through an individ-
ual ISP account” (D. L. Wheeler 2004). In a 2004 study, Wheeler presented com-

pelling statistics on the prevalence of Internet cafes in several MENA countries:
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Country Number of cafés
Algeria 3,000
Morocco 2,150
Libya 700
Syria 600
Jordan 500
Egypt 400
Tunisia 300
Kuwait 300

- Shared Accounts - In 2002, the average number of users per account in
MENA countries was a notable characteristic of Internet usage. Data indi-

cated an average of three users per Internet subscription.

Old Media - The MENA region historically exhibited a challenging environment for
media freedom, with journalists facing government supervision and restrictions.
This lack of penetration of traditional media (“old media”) potentially influenced
the region’s unique path towards new media adoption. Compared to a stagger-
ing 100.6 average penetration rate for “old media” in the USA, MENA countries
averaged a mere 12.9. Researchers observed a potential correlation: increased
Internet usage might coincide with greater market liberalisation, competition in
the telecommunications sector, and democratisation efforts. However, they ac-
knowledged that regulatory hurdles, political factors, and social dynamics also
significantly shaped the digital divide. It is important to remember that this re-
search, conducted between 1997 and 2001, captured the early stages of Internet

developmentin the MENAregion, lagging considerably behind the Western world.

Research has emphasised that a single factor does not drive Internet penetration
and usage. Instead, a complex interplay of various parameters is at work. Eszter
Hargittai (1999) underscored this complexity, demonstrating that many factors
influence a country’s Internet penetration level. While economic prosperity unde-

niably plays a critical role in enabling Internet connectivity, Hargittai argued that
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economic factors alone cannot fully explain the picture. Therefore, she advocat-
ed for considering additional data points such as a country’s human capital (e.g.,

education levels) and information regarding its media policies (Hargittai 1999).

The research identified several key factors influencing Internet usage in a country.
While complete English language fluency was not essential, a good command was
beneficial for productive Internet use. Furthermore, the study revealed a signifi-
cant negative impact on Internet connectivity in countries with a communication
market monopoly. Additionally, Internet usage costs emerged as a substantial
factor influencing national connectivity levels. Finally, the research highlighted
the direct impact of communication policy on Internet use. Policy measures that
regulate access prices, technology choices, and communication infrastructure di-

rectly affect the extent of Internet adoption within a country.

54



THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA: ALMA MATER
A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century PRESS

Chapter 3 - Government Usage of the Internet

Historically, MENA governments have pursued a two-pronged approach towards
technology, particularly the Internet. They actively develop their technology sec-
tors to improve government operations while maintaining tight control over in-
ternet activity. They crack down on ISPs, websites, users, and owners deemed to

have violated government restrictions.

E-Government Initiatives

Several MENA countries, including Lebanon, Egypt, the UAE, Bahrain, and Ku-
wait, launched e-government services offering various functionalities to citizens,
businesses, and tourists. These websites provided a wealth of information and
allowed users to make payments, settle fines, submit online forms, register for
universities, book transportation, conduct customs operations, and access vari-

ous informative resources.

A 2010 UN survey positioned Bahrain as a regional leader in e-governance. The
country secured an impressive 13th-place ranking, marking a significant leap
from its 42nd position in 2008 (United Nations 2010).

Local governments in the region actively embraced social media platforms while
maintaining websites for individual government ministries and a unified national
portal. This comprehensive e-governance program offered citizens a variety of
online communication channels with government officials, including blogs, fo-
rums, surveys, and live chat functionalities. Notably, this multi-faceted approach

yielded impressive results, with a user satisfaction rate reaching 85 per cent.

The 2010 UN survey revealed a close cluster of several Gulf countries in the glob-
al e-governance rankings: the UAE (49th), Kuwait (50th), Saudi Arabia (58th), and
Qatar (62nd). Interestingly, most of these countries experienced a decline in their
rankings compared to previous years, further emphasising Bahrain’s exceptional

progress. Bahrain distinguished itself by offering various e-governance servic-
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es, including a pioneering e-visa project that streamlined visa applications for
international visitors (Bahrain Tribune 2005a). The Bahraini Ministry of Health
also took a groundbreaking initiative among Gulf countries by publishing a list of
approximately 3,000 available medicines on its website. Furthermore, Batelco, a
local telecommunications company, spearheaded an e-governance program that
allowed citizens to conveniently pay traffic fines, renew vehicle and driver’s li-

censes, and settle water and electricity bills online.

Underscoring its strong foundation for e-governance initiatives, Bahrain secured
an impressive second place ranking behind the UAE in all communication indica-
tors within 22003 UN readiness assessment. This achievement placed both coun-
tries among the global leaders, with Bahrain at 35th and the UAE at 29th out of

191 nations assessed.

In 2002, Egypt announced progress on its “electronic government” project, aim-
ing to provide citizens with various phone and Internet-based services. Project
manager Ahmed Darwish outlined an ambitious vision: delivering all government
services online and eliminating the need for in-person visits. This, Darwish ar-
gued, would not only reduce government expenses but also facilitate Egypt’s in-
tegration into the global economy. However, a 2005 report revealed a significant
gap between ambition and reality. While citizens could download forms and ac-
cess service information online, only a third of government services offered on-

line completion of processes (Viilaf 2004a).

The MENA region witnessed a surge in e-commerce activity alongside the rise of
e-government initiatives. A diverse range of websites emerged, catering to var-
ious e-commerce segments. Cobone.com, souq.ae, arabtradezone.com, soo-
gelarab.com, and others offered general merchandise, while platforms like sim-
plyislam.com, igrashop.com, and Islamicimpressions.co.uk specialised in Islamic
products. These platforms facilitated business-to-consumer (B2C) transactions
and served as a marketplace for business-to-business (B2B) interactions, as ex-

emplified by businessdubai.com and alwen.com (Stensgaard 2005). Credit card
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Company Visa data revealed a significant rise in online spending across the Per-
sian Gulf countries. During the first quarter of 2005, online transactions reached
a staggering USD 20 million, reflecting a remarkable 600 per cent increase com-
pared to the previous year. The report further indicated the UAE’ dominance, ac-
counting for 85 per cent of the total online spending. The UAE also witnessed a
dramaticrise in the number of transactions, with a fivefold increase. These figures
point to the growing penetration of e-commerce in the UAE and users’ increasing
comfort and willingness to conduct online transactions, likely facilitated by sup-
portive government policies. By 2010, online purchases had become more com-
monplace across the MENA region, with 32 per cent of Internet users engaging in
e-commerce activities. This figure rose to 43 per cent in the Gulf countries, a trend

likely fuelled by the steady rise in Internet penetration rates across the region.

Several initiatives emerged to facilitate online transactions, particularly in the
leading e-commerce sectors of tourism and gaming, such as One Card (one-
card.net). Launched in 2004, this electronic payment method was operated by

a Saudi company.

As early as 2002, the Director of the Social Development Office in Egypt’s Min-
istry of Communications strongly recommended implementing electronic com-
merce. This call to action emphasised the potential for businesses that failed
to adapt to the Internet to face bankruptcy. The study further underscored the
importance of developing a strategic plan to integrate e-commerce to bolster
the national economy.

As early as 2002, the Director of the Social Development Office in Egypt’s Min-
istry of Communications strongly recommended implementing electronic com-
merce. This call to action emphasised the potential for businesses that failed
to adapt to the Internet to face bankruptcy. The study further underscored the
importance of developing a strategic plan to integrate e-commerce to bolster

the national economy.
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Technology Park

Several countries in the Middle East, particularly those bordering the Persian Gulf,
strategically utilised the Internet to achieve economic growth and enhance their
regional standing. Skype’s decision to establish its first Middle Eastern branch
in Bahrain in June 2010 exemplified this focus on digital development. Similarly,
Dubai Internet City (DIC), a technology park founded in Dubai in 2000, emerged
as a hub for numerous communication and technology corporations. These com-
panies benefited from DIC’s comprehensive one-stop-shop services, including
giants like Microsoft, Cisco Systems, IBM, HP, Dell, Siemens, Sun Microsystems,
and Computer Associates. This streamlined approach offered support for busi-
ness establishment and ongoing management, encompassing everything from

immigration assistance to advanced communication infrastructure.

Critics, however, raised concerns about DIC potentially enabling local authorities
to exert tighter control over foreign technology operations within the park. This
included imposing technical restrictions on communication and setting signifi-
cantly higher pricing structures - 5 to 10 times more expensive than those found
in Western countries. Additionally, authorities blocked access to online social ser-

vices and implemented content regulations for numerous websites.

In contrast, another emirate within the UAE, Ras Al Khaimah, established a com-
peting technology park - Ras Al Khaimah IT Park. This park became part of the
UAE’s broader network of free trade zones, catering to diverse sectors like com-

munication, media, healthcare, and finance.

Head of States’ Websites

In addition to other initiatives promoting Internet use, many MENA heads of state
actively cultivated an online presence through personal or institutional websites.
These websites served several purposes: legitimising the Internet as a communi-
cation tool, encouraging responsible use, and promoting the leader’s activities

in the digital sphere. By analysing these websites in 2009 research, the author
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explored the potential of this online presence to shed light on leadership styles
and political structures within the MENA region. The study focused on websites
from 15 MENA countries, with varying degrees of freedom and Internet penetra-

tion potentially influencing the content and presentation:

Algeria - the website of the presidency (no longer active) (“President de La Re-

publique,” n.d.).
Bahrain -the website of King Bu Salman (no longer active) (“Buslman,” n.d.)

Dubai - the site of the ruler of Dubai, Sheikh Muhammad Ibn Rashed Al Maktoum
(no longer active) (“His Highness Sheikh Mohammed Bin Rashid Al Maktoum,”
n.d.), as well as that of his consort (from 2004 to 2019), Princess Haya Bint Al Hus-

sein (“Her Royal Highness Princess Haya Bint Al Hussein,” n.d.)
Egypt - the website of the presidency (inactive) (“The Egyptian Presidency,” n.d.)

Iran - the websites of the president of Iran, Mahmoud Ahmadinejad (“Official
Website of the President of the Islamic Republic of Iran,” n.d.), his speeches
(“Presidency of The Islamic Republic of Iran,” n.d.), the private website Ahmad-
inejad (“Yaaddaasht Haaye Shakhsi Ahmadi Nejhaad (Persian),” n.d.) (both are no
longer active) and the website of the Supreme Leader Ali Khamenei (“The Office

of the Supreme Leader,” n.d.)
Iraq - the website of the presidency (no longer active) (“Iraqi Presidency,” n.d.)

Jordan - the websites of King Abdullah (“Almawgie Alrasmiu Lijalalat Almalik Eab-
dallah Althaani Aibn Alhusayn (Arabic),” n.d.) and his wife, Queen Rania Al Abdullah,
and that of His father, King Hussein (“The Office of King Hussein | of Jordan,” n.d.)

Kuwait - the website of Emir Sheikh Zabah al-Ahmad al-Jaber al-Zabah (no longer

active) (“Al Diwan Al Amiri,” n.d.)

Lebanon - the website of the President of Lebanon (no longer active) (“Presiden-

cy of the Republic of Lebanon,” n.d.)
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Libya - the website of Muammar al-Gaddafi (no longer active) (“AlGathafi Speaks,”
n.d.)

Qatar - the website of Emir Sheikh Hamad bin Khalifa Al Thani (“Amiri Diwan,
Doha, Qatar,” n.d.), as well as that of his wife, Sheikha Mozah bint Nasser al-

Missned (“Her Highness,” n.d.) (Both are no longer active).

Saudi Arabia - the website of King Abdullah ibn Abdel-Aziz Al Saud (“King Abdu-
allah, Saudi Arabia,” n.d.), that of the late King Fahd bin Abdul Aziz (“King Fahd
Bin Abdul Aziz,” n.d.), and the site of Prince Fitzal Ibn Sultan Ibn Muhammad ibn

Abdel Aziz (“Prince Faisal,” n.d.) (The last two websites are no longer active)

Syria - President Bashar al-Assad does not have an official website on behalf of
the state; on the Syrian News Agency website, there is an area dedicated to the
president. There s also a private website in honour of the president and his father
(“Syrian Arab News Agency (SANA),” n.d.), at two different addresses and several
inactive official addresses - basharassad.org, basharassad.com, and assad.org

(all are inactive).

Tunisia - the website of the elections of President Zine al-Abdin Ben Ali (“Mawgie
Alhamlat al’iintikhabiat Lilrayiys Zayn Aleabidin Bin Eali (Arabic),” n.d.) (no longer
active) and the website of the presidency (“Riasat Aljumhuriat Altuwnisia (Ara-
bic),” n.d.)

Yemen - the website of President Ali Abdullah Saleh (“President Ali Abdullah

Saleh - Yemen,” n.d.)
Several exciting conclusions can be found:
Lack of Official websites -

Syria, Egypt and Saudi Arabia - Intriguingly, research revealed an absence of of-

ficial and active websites for the heads of state in some of the most influential
MENA countries, including Syria, Egypt, and Saudi Arabia. This finding is particu-

larly noteworthy given that these countries are known for imposing some of the
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most stringent Internet restrictions, including Syria, Egypt, and Saudi Arabia. Re-
porters Without Borders has even classified them as “enemies of the Internet”
alongside 12 other nations. For instance, the Syrian News Agency website fea-
tured a section dedicated to the president, but it did not function as an official
presidential website. Similarly, the official presidential website in Egypt remained
inactive and under construction for a significant period. Saudi Arabia presented
a similar picture, with only a dedicated section within a more extensive website

for the reigning king.

Palestinian Authorities - The research also yielded no results in identifying of-

ficial websites for the leaders of the Palestinian Authorities, which encompass
both the West Bank Authority and Hamas in the Gaza Strip. While three Facebook
profiles emerged under the name Ismail Haniya, their authenticity could not be

conclusively verified, and they did not function as official platforms.
Leader Representation Online -

Centralised States - In countries with centralised governments, leader websites

often prioritise showcasing the leader’s image and activities, potentially over-
shadowing the institution itself. These websites focused on the leader, evident
in the extensive coverage of speeches, visits, photographs, interviews, and press

conferences.

Monarchical Systems - Royal websites often highlight the rulers’ familial and dy-

nastic heritage. They featured detailed accounts of the royal lineage and their his-
torical significance. Connections to websites of family members and consorts are
also presented, particularly in Jordan, Qatar, and Dubai. English emerged as the

dominant language on these websites.

Ideological Regimes - Websites of leaders in ideological regimes, such as those in

Iran and Libya, primarily functioned as platforms for promoting their ideologies.
These websites offered content in a broader range of languages, with the Libyan

leader’s website translated into eight languages and the website of Iran’s spiritual
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leader available in ten. English was often used as the default language, exempli-

fied by the Iranian president’s blog.

Language - Arabic emerged as the dominant language for most leader websites,
with some offering the option to switch to other languages. However, a few ex-
ceptions existed, such as the Bahraini ruler’s website, which remained exclusively

available in Arabic.
President and Presidency -

Multi-Party System - In countries with multi-party systems, like Lebanon and Al-

geria, a clear distinction was made between the president as an individual and
the presidency as an institution. These countries’ official websites typically dis-

played a modest-sized image of the president, often in a formal suit.

Centralised States - In contrast, presidents in centralised states like Iran were

frequently pictured more symbolically. For instance, the Iranian president’s im-
age might offer blessings against a backdrop of sky and clouds, potentially sym-
bolising divine endorsement. Similarly, the Tunisian president’s website offered
contrasting portrayals: a more casual image on his campaign website and a more
formal one on the official presidency website, where he presided over a govern-

ment meeting with attendees seemingly showing deference.

Monarchical Systems - Royal websites predominantly depicted rulers with a

smile, cultivating an image of approachability. King Abdullah of Jordan’s website
exemplified this strategy, featuring two prominent profile pictures showcasing
his warm smile. The Emir of Dubai, despite a potentially stern appearance in pho-
tographs, was often referred to by his first name (“Muhammad” or “Sheikh Mu-

hammad”), further fostering a sense of familiarity.

Ideological Regimes - An outlier was the Libyan leader’s website, which present-

ed a more domineering portrayal. His image spanned the entire width of the web-
site, superimposed on a world map (coloured green, of course) - his presence

dwarfing even the map itself.
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Graphics and colours -

Multi-Party System - Websites of presidents from multi-party governments,
such as Algeria and Lebanon, displayed a distinct visual approach compared
to those in more centralised states. These websites emphasised the separation
between the presidency as an institution and the individual holding office. This
distinction was reflected in a modest photograph of the president and a larger
presidential palace image. Additionally, these websites favoured a colour pal-
ette of similar cream tones, often associated with naturalness, diligence, seri-

ousness, and efficiency.

Monarchical Systems - Royal websites, particularly those from the Gulf countries

and Jordan, exhibited a distinct design aesthetic. These websites prioritised me-
ticulous design and striking visuals, often incorporating shades of blue. As a ver-
satile colour, blue symbolised prestige, nobility, wisdom, faith, and tranquillity.
This colour preference was evident on the websites of the Jordanian king and the

emirs of Dubai, Kuwait, and Qatar.

Interestingly, even the websites of the Iranian president and supreme leader uti-
lised blue hues, albeit in a more nuanced way. The former employed lighter tones,
while the latter favoured darker shades, distinct from the “royal blue” prominent
on other websites. Some royal websites, such as those of the Kuwaiti emir, King
Abdullah (with added gold tones), and the Emir of Dubai, incorporated brown
alongside blue, potentially symbolising the unity of water, sky, and earth under

the leader’s domain.

Royal websites also employed other symbolic colours. For instance, the websites
of King Hussein and the wife of the Qatari emir used various shades of purple
traditionally associated with spirituality. The website of the Tunisian president
offered a unique contrast, featuring a combination of red (representing the phys-
ical realm) and blue (representing the mental realm). This combination was likely

intended to convey stability, consistency, and an ambitious vision.
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This analysis of MENA leader websites yielded several key findings and prompted

further exploration:

64

Limited Correlation with Internet Freedom: The study did not reveal a di-
rect correlation between leader websites and a country’s Internet penetration
rate or level of Internet freedom.

Internet as a Propaganda Tool: The widespread adoption of leader websites
across the region suggests the Internet’s growing importance for shaping pub-
lic perception. These websites are often used to promote the leader’s image,
achievements, heritage, and lineage, even in countries with limited Internet
access or restrictions on free speech.

Ideology and Website Activity: A correlation emerged between a regime’s
ideological foundation and the website’s activity level. Websites of leaders in
more ideologically driven regimes tended to be more active, disseminating
the leader’s teachings, writings, and speeches in a broader range of languag-
es.

Similarities across Systems: Interestingly, the research identified notable
similarities in website structure and content between leaders from multi-par-
ty states and those from monarchies.

Insights and Limitations: While analysing leader websites provided valuable
insights, limitations exist. The sheer number of existing websites, alongside
the absence of websites for some key leaders, highlights potential gaps in data
collection. Additionally, the inaccessibility of websites for former leaders com-

plicates efforts to track historical changes in online representation.
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PART B - DISILLUSIONMENT: THE CHALLENGES

Chapter 4 - The Internet as a National Challenge in the MENA

Like global trends, the Internet emerged as a powerful tool for marginalised
groups in the MENA region. This included minorities, human rights organisations,
and religious and political opposition groups. These actors, often silenced by
state media due to social or religious restrictions, leveraged the Internet to am-
plify their messages, regardless of their location within or outside the country.
The Internet’s ability to influence domestic affairs on multiple levels presented a
significant challenge for MENA governments (Kalathil and Boas 2001; Peled 2000).

The Arabic Network for Human Rights Information (ANHRI), an Arab human rights
organisation, identified three primary taboos in the Arab world: religion, sex,
and politics. In Egypt, corruption joined this list. Their research demonstrated
government oversight of media engagement with all four topics, including online
content. This phenomenon reflects a core tension in the region. Arab countries
simultaneously desire technological advancement and the economic benefits of
the Internet yet also aim to restrict its use to safeguard religious, cultural, and
moral values, as well as political, governmental, and economic norms (Human
Rights Watch 2005a).

Politics

The democratisation process in some MENA countries fostered the development
of a society receptive to technological innovation. A liberal approach to informa-
tion access and exchanging ideas underpinned this development. However, pol-
icies in MENA countries contradicted the principles of free discourse, which are

essential for the Internet to flourish.

Governmental restrictions on information access significantly hampered the

MENA region’s participation in the information revolution, regardless of invest-
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ments in communication networks. The Internet emerged as an alternative
platform for diverse organisations to voice dissent, often using covert methods.
Public access to information technology was viewed as a tool for receiving and
disseminating information. Compared to traditional communication methods,
the Internet offered a readily available and swift way to mobilise public opinion
against established regimes, challenging their legitimacy and dominance. This
power stemmed from the Internet’s ability to spread information and ideas and

engage international audiences with relative speed, ease, and security.

Thomas Friedman, a prominent author, argued that modern technologies, includ-
ing the Internet, could create a more transparent, democratic, distributed, and
global society. He saw the Internet as a new channel for the unrestricted flow of
information, bypassing the control of centralised regimes. In his view, the Inter-
net was poised to disrupt and potentially weaken centralised governments in the
MENA region (Friedman 1999).

Opposition - Periods of political unrest particularly highlighted the need for in-
ternet control measures. For instance, during elections in Iran, authorities shut
down reformist websites and internet cafes. These actions aimed to stifle online
activity that could undermine the government’s legitimacy. This strategy mir-
rored tactics used in other countries, such as direct censorship to silence dissent
(seen in Egypt and Syria) or indirect control to maintain traditional values (em-
ployed in SaudiArabia and the UAE). Fears of online dissent and activism were the
primary factors that delayed the adoption of advanced interpersonal communi-
cation technologies in MENA countries. The government’s inability to monitor
these communications gave opposition groups a significant advantage over state
forces, including the police, intelligence agencies, and the military. The opposi-
tion exploited this new medium domestically and internationally, engaging with
citizens abroad to influence domestic affairs. They gained new communication
capabilities and access to an independent information source the government

could not control.
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Press freedom restrictions in Iran propelled the Internet to become a vital re-
source. The government heavily scrutinised and often shut down printed press
and other media outlets. The Internet, however, offered a liberated platform for
newspapers banned from printing and served as a political catalyst for reformist
parties facing government suppression of their publications. The first decade of
the 21st century witnessed numerous events across the MENA region where the

Internet was pivotal in their inception and global reporting.

The Iranian online sphere may serve as an example: “The popularity of the presi-
dent of the Islamic Republic, as peddled by the official media, is all on the surface.
Criticism by Iranians floods the Internet even if the authorities block most meth-
ods of getting around censorship available on the network” (Reporters Without
Borders, n.d.-b).

Iran’s conflict between conservatives and reformists spilled over into the online
sphere, with each faction establishing its news websites. To illustrate this digital
divide, authorities blocked the reformist-affiliated website emrooz.ws in February
2003. This action prompted the scathing observation: “In fact, it is now easier to

access pornographic sites than reformist ones.” (Reporters Without Borders 2004a)

All four candidates in Iran’s June 2009 presidential election campaign and their
supporters actively utilised the Internet, particularly various social networks.
This surge in online activity stemmed from recognising the growing importance
of social media and Iran’s high Internet penetration rate. Candidates leveraged
various tools, focusing heavily on platforms like Flickr, Friendfeed, Facebook,
Twitter, YouTube, Delicious, and Google Calendar. These platforms empowered
candidates and their supporters to report on the campaign, recruit bloggers, up-
load photos and videos, and even outline upcoming events. Mir Hossein Mousauvi,
a reformist candidate, emerged as a leader in online engagement. His focus on
Facebook, where he amassed 36,000 supporters, ultimately temporarily led Ira-
nian authorities to block the service in late May. Mousavi’s supporters and many

bloggers also established a dedicated website for him. Over a thousand support-
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ers publicly declared their backing on this platform, even providing their names

and website addresses.

Following the announcement of the election results, mass protests erupted in the
streets of the capital and other cities. Incumbent president Mahmoud Ahmadine-
jad’svictory was met with outrage by supporters of his rival, Mir Hossein Mousauvi,
who viewed it as a stolen election. Domestically and internationally, the demon-
strations were framed as a fight for freedom against a dictatorship. Mousavi’s
supporters, leveraging the power of the Internet, rallied others to their cause and
documented their clashes with security forces. They used their mobile phones to
live-tweet these incidents directly to their Twitter accounts, instantly broadcast-

ing their experiences to a global audience.

Field reports streamed onto Twitter, while YouTube witnessed an almost instantane-
ous upload of hundreds of protest videos from city streets, capturing the events and
attracting a global audience. Mousavi’s supporters flooded their Flickr account with
over 1,500 photos, primarily from the recent demonstrations, creating a daily show-
case of the unfolding events on Iran’s streets. This rapid flow of information on the
Internet powerfully demonstrated its potential in countries with limited freedom of

expression, becoming a mirror reflecting the aspirations of the Iranian people.

The chaotic aftermath of Iran’s June 2009 presidential election dramatically illus-
trated the power of the Internet and mobile phones in challenging centralised re-
gimes like those in the MENA region. These technologies empowered protestors
to communicate, document clashes with security forces, and rapidly disseminate
information - text and visuals - from the streets of Iran to a global audience. A
powerful example emerged with the video capturing the last moments of Neda
Agha-Soltan, a young woman shot by security forces. Uploaded and circulated
rapidly online, this video transformed Neda into a posthumous symbol of Iran’s
reform movement. Beyond Iran, mobile phones became a ubiquitous reporting
tool for bloggers and human rights activists facing detention. These individuals

frequently used their phones to tweet about their arrests, documenting the event
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and providing public “insurance” for their safety. This often-triggered significant

public outcry and expedited their release.

Separatists - Sean McLaughlin investigated how non-state dissidents, also known
as separatist elements within the MENA region, actively used the Internet to influ-
ence political activity against the state. This analysis considered the limitations

imposed by state restrictions on Internet usage (S. W. McLaughlin 2003).

McLaughlin dissected state-imposed restrictions on Internet access, categorising
them into infrastructure limitations and censorship. These limitations aimed to
hinder separatist movements by restricting their online activity. In response, the
author developed a dynamic model of Internet-facilitated separatism. This model
considered the goals of both the state (curtailing separatist efforts) and the sepa-
ratists (leveraging the Internet to gain an advantage). The model also factored in

how separatists would adapt their tactics in response to state restrictions.

The author argued that states primarily sought to limit the effectiveness of sepa-
ratists through Internet controls. These controls included restricting infrastruc-
ture access and imposing censorship to weaken online resistance. Conversely,
separatist factions actively sought to overcome these limitations. They viewed
the Internet as a tool that could potentially tip the power balance in their favour.
Given the absence of formal political avenues in these regimes, separatists re-

sorted to extra-legal means like online dissent to undermine state authority.

McLaughlin’s model analyses three significant components of Internet-facilitated

separatism:

1. Separatist Strategies: This section of the study examined the goals of separa-
tist groups in the MENA region, the political actions they undertook to achieve
them, and the role of the Internet in facilitating these activities. Three distinct
tactics were identified:

- Mobilisation - The research found that separatists primarily used Arabic

messaging with religious and political themes to attract a broad domestic
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audience. These religious appeals transcended national borders, fostering
a broader support base.

Internationalisation - The Internet gave separatists unprecedented access

to a global audience. They communicated their message in English, often
referencing universally recognised principles like human rights.

Undermining Legitimacy - The study observed that efforts to garner sup-

port for the separatists’ positions aimed to deprive the state of legitimacy.
Consequently, the messages associated with their political activities were
predominantly negative. They portrayed the regime as un-Islamic to do-
mestic audiences while emphasising international norms such as human

rights to foreign audiences.

2. State Countermeasures: The study further evaluated the objectives of vari-

ous countries in the MENA region and explored how they could curtail the im-

pact of Internet-facilitated separatist activities. It found that successful Inter-

net utilisation by separatists necessitated unrestricted access for both users

and their target audience. Therefore, states employed two primary strategies

to undermine the effectiveness of these political activities:

Infrastructure Control - Limiting Internet access by controlling the underly-
ing infrastructure.

Legal Constraints - Enforcing legal restrictions on user behaviour and content.

The study acknowledged that combining these approaches was also a common tactic.

3. Separatist Adaptation: The study scrutinised how separatists adapted to

70

state efforts to curtail Internet-based political activities. Three primary strate-

gies emerged:

Message Adjustment - This involved altering the content of political dec-
larations in response to government censorship. While a short-term victory
for the state, it allowed separatists to maintain communication with their
power base, disseminate non-political information, and develop more so-

phisticated countermeasures.
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- Technological adaptation - This refers to the separatists’ use of technolo-
gy to circumvent technical barriers imposed by the state. Examples includ-
ed message encryption, alternative email services, and websites facilitat-
ing anonymous Internet usage.

- Organisational adaptation - involved transitioning to a more networked
organisational structure, which provided an advantage over the state’s hi-

erarchical structure.

The author applied this model to the Muslim Brotherhood in Jordan and Egypt, and
the Movement for Islamic Reform (MIRA) in Saudi Arabia. Each organisation was
analysed across the three components and within the context of the three types of

political activities (mobilisation, internationalisation, and support for drift).

The study concluded that separatist factions in the MENA region primarily target-
ed domestic audiences through Arabic language and Islamic motifs, with limit-
ed international outreach (except for MIRA). Additionally, the author highlighted
the governmental restrictions imposed on these organisations’ websites and the

countermeasures they employed.
The McLaughlin model, however, suffers from several limitations:

1. Limited time frame: The study failed to specify when the information was
collected. This lack of temporal context makes it difficult to assess the find-
ings’ applicability to the present day.

2. Narrow Scope: The model focused on just three countries, examining govern-
ment restrictions solely on the websites of a single organisation within each.
Notably, the organisations in Jordan and Egypt were branches of the same
entity. The research did not delve into a broader analysis of governmental In-
ternet restrictions as a general phenomenon within these countries.

3. Superficial Data Analysis: The model addressed technological restrictions
and website censorship in a rather general way. It simply questioned whether
official restrictions existed and, if so, their nature. It did not consider other

aspects of government control over Internet infrastructure and usage.
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4. Absence of Comparative Analysis: The study lacked quantitative data analy-
sis. It did not present metrics that would allow for a comparative ranking of the
three countries based on the extent of their Internet restrictions. This hinders
our ability to draw clear conclusions about the relative severity of Internet

control across these nations.

Terrorism

The Internet, a powerful tool with broad reach and accessibility, revolutionised
information exchange and public opinion gathering. It provided a platform for di-
verse voices. However, its inherent characteristics also opened doors for various

subversive activities.
Terrorist organisations exploited the Internet for several purposes:

- Recruitment: They used the Internet to recruit operatives.

- ldeological Foundation: The Internet provided a platform to spread their
ideology and justify their actions.

- Operational Guidance: Terrorist groups offered guidance to operatives
through the Internet.

- Educational Materials: They disseminated educational materials on
bomb-making and other violent tactics.

- Fundraising Infrastructure: The Internet facilitated the creation of fund-

raising infrastructure to support terrorist organisations.

Over time, terrorists devised various methods to extract funds from Internet us-
ers. The effectiveness of these methods depended on the user’s awareness that

their contributions financially supported terrorism.

Beyond facilitating legitimate commerce, the Internet emerged as a platform for

terrorist financing, employing direct, indirect, and intermediary methods.

Early Online Fundraising: In their initial foray into the online world, some MENA

terrorist organisations openly solicited donations on their websites. These ap-
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peals included bank account details, check mailing addresses and online dona-
tion forms. Early Hezbollah websites, like Al Manar TV, explicitly requested do-
nations for the organisation or the “Islamic Resistance.” However, these direct

appeals became less common over time.

Shifting Tactics: Terrorist groups swiftly adapted their online fundraising tactics.
Initially, they openly solicited donations on websites, offering bank details, mail-
ing addresses, and online forms. Early examples include Hezbollah websites like

Al Manar TV, which explicitly requested funds for the organisation.

However, terrorist groups later transitioned to more veiled approaches. Websites
focusing on innocuous topics like welfare or social issues sometimes masked
their true affiliations. For example, a website launched a campaign to free a po-
litical figure while funnelling donations for the cause (“Campaign to Free Ahmad
Sa’adat,” n.d.). Another example involved a Hamas magazine offering paid sub-
scriptions (“Majalat Filastin Almuslima (Arabic),” n.d.). Additionally, an organi-
sation affiliated with Hezbollah (“Al-Shahid”) invited website visitors to donate
but did not explicitly mention the group’s name, only providing contact details
(“Mawgie Muasasat Alshahid (Arabic),” n.d.)

In subsequent stages, terrorist organisations exploited established Islamic char-
ities and welfare organisations in the West. These organisations appeared legiti-
mate, raising funds for social causes and aiding the needy in the Arab and Muslim
world. This tactic represented a more indirect method of financing terrorism. These
charities functioned as fronts, redirecting donations intended for welfare and relief
efforts to support terrorist networks. Over time, these groups established various
philanthropic entities with websites designed to raise funds. However, these funds
were diverted from the social goals advertised and channelled towards the organi-
sations’ subversive activities. Unsurprisingly, the activities of some of these organi-

sations were eventually outlawed in various Western countries.

Between 1994 and 1997, two Dallas-based Islamic charities, the Holy Land Foun-

dation (HLF) and the Islamic Association for Palestine (IAP), faced allegations of
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providing significant financial support to Hamas (Middle East Quarterly 1997,
“Islamic Association for Palestine,” n.d.). This activity intensified after the U.S.
designated Hamas a terrorist organisation in 1995, forcing the group to move its

fundraising activities underground.

The HLF, then considered the leading Islamic charity in the U.S., collaborated with
the IAP to raise funds online. They claimed these funds were for humanitarian
aid and to benefit Palestinians in need. However, the U.S. government contended
that the HLF funnelled over USD 12 million to Hamas-controlled social organisa-
tions. The U.S. further accused the HLF of facilitating Hamas activities by dissem-

inating its ideology and recruiting supporters (Department of Justice 2002).

The HLF and the IAP maintained close ties. They shared a web hosting provider,
INFOCOM (InfoCom Corporation, n.d.), which hosted websites for roughly 500 other
organisations, primarily Arab or Muslim (The Guardian 2001). However, the connec-
tion between these three entities went more profound than just location. A senior
Hamas official, Musa Abu Marzouk, played a crucial role in founding both the HLF
and IAP, as well as INFOCOM. Furthermore, Abu Marzouk’s wife was related to the
Elashi brothers, who held leadership positions in both organisations. Hassan Elashi,

for instance, served as INFOCOM’s vice president and the HLF’s chairman.

A joint task force raided the offices of an Internet company in September 2001.
Muslim sources alleged this action stemmed from a Wall Street article calling for
the closure of the company’s website and that of another organisation. This raid
led to the freezing of assets belonging to both the HLF and the Global Relief Foun-
dation (GRF), an organisation suspected of being an Al Qaeda front. The organisa-
tions were ultimately forced to close in December 2001 due to claims that Hamas
received a significant portion of its funding from the United States (Fighel 2006).
However, a month later, KindHearts, a charity organisation, was established in
the USA with the same objective. It encouraged website visitors to donate to es-
tablish clinics and aid for those in need in the West Bank and Gaza Strip. Nev-

ertheless, various documents revealed a close relationship between the organ-
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isation and Hamas, as well as its support for Hezbollah and in February 2006,
the US government froze the organisation’s assets due to its ties to Hamas. In
December 2002, the US Department of Justice charged Abu Marzouk and the five
Elashi brothers with conspiracy to violate state laws prohibiting terrorist financ-

ing (Department of Justice 2002).

In August 2007, the Bush administration released a list of 22 charitable organisa-
tions, predominantly Islamic, accused of affiliations with terrorist organisations
and activities. Several of these organisations, including the HLF, the IAP, Inter-
pal (which primarily raised funds for Hamas from Britain), and the Human Relief
Foundation, were implicated in connections with Hamas. Over time, intricate
connections were unearthed between these organisations and other Islamic or-
ganisations in the US (The Investigative Project on Terrorism 2008). In November

2008, the HLF and its associates were convicted.

A shift in online terrorist financing tactics emerged several years ago. Allegations
surfaced that criminal and terrorist networks in the MENA were exploiting online
transactions to generate funds. This marked a distinct change from the past,

where direct online donations to terrorist organisations were more prevalent.

The new methods involved revenue streams from spam emails and the sale of
counterfeit goods. These goods allegedly included medications (Pitts 2006;
News-Medical.Net 2009). Additionally, reports suggested that the sale of counter-

feit archaeological items also contributed to terrorist financing (Daily Mail 2006).

Society

Numerous MENA regional groups leveraged the Internet to challenge prevailing
social, cultural, religious, and political norms that traditionally silenced them.
This online space empowered women, particularly those living under restric-
tions, to share their experiences and advocate for greater equality. Their activism
manifested in various initiatives, including dozens of MENA-based organisations

promoting women’s rights and maintaining a robust online presence.
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Women actively used the Internet to address issues ranging from broader societal
challenges to specific concerns, such as divorce laws in Saudi Arabia. Additionally,
a women-established radio station in Egypt expanded its reach by maintaining

an online presence.

Human rights organisations in the MENA extensively leveraged the Internet to
document and report human rights violations swiftly and freely. These organi-

sations orchestrated online campaigns advocating for the release of detainees.

Additionally, bloggers and regime critics used the Internet to critique government
policies and expose injustices. They also chronicled their activities online, creat-
ing a widely disseminated record to protect against potential arrest or disappear-

ance by authorities.

Facebook’s most significant social impact in the MENA became evident during the
“Facebook Riots” in Egypt in April 2008. Young people actively used the platform
to support a planned workers’ strike on April 6th. They created groups advocat-
ing for a nationwide strike, attracting tens of thousands of members. This online
mobilisation spurred a broader movement - a substantial portion of the Egyptian

opposition endorsed the strike, and news spread rapidly across the country.

In contrast, pro-government groups on Facebook struggled to gain traction, at-
tracting significantly fewer members. The online activity culminated in street pro-
tests and clashes with security forces. Extensive social media reporting on these
events further solidified the power of the Internet. It served as a recruitment and
mobilisation tool and a vital and sometimes exclusive source of real-time reporting.
Notably, the Egyptian case marked one of the first instances where a direct link
was established between online activity and physical events - an online protest the

government demonstrably translated into real-world street demonstrations.

On April 11,2009, Egyptian human rights activist and blogger Wael Abbas was ar-
rested by police. Demonstrating the growing power of social media for real-time

activism, Abbas used his mobile phone to tweet updates about his arrest directly
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to his 2,500 Twitter followers. His tweets garnered significant attention and were

closely monitored until his release.

Similarly, American student James Buck from Berkeley, California, leveraged
Twitter during his arrest in Egypt on April 10, 2008. Buck, who had documented
a demonstration the previous day, sent a single, powerful tweet - “Arrested” - to
his global network of followers (Buck 2008). This single tweet rapidly spread the
news of his arrest, even reaching his university. Buck, like Abbas, was released the

following day.

A vast body of research explores the factors influencing Internet use patterns

alongside its societal impact, explicitly focusing on the Arab world.

Paul DiMaggio, Eszter Hargittai, W. Russell Neuman, and John P. Robinson exam-

ined the effects of the Internet in five key domains (Dimaggio et al. 2001):

Inequality and the Digital Divide
Community and Social Capital
Political Participation

Organizations and Other Economic Institutions

o M e

Participation and Cultural Diversity

Their research revealed that the Internet generally integrates with existing media
and user behaviours rather than replacing them entirely. This integration occurs
through three primary mechanisms: the adoption of established media tem-
plates, the introduction of specific modifications to existing practices, and the
amplification of certain types of social change. Notably, this integration process

presented a significant challenge to autocratic regimes within the MENA.

The authors argued that the Internet’s social impact in various areas hinges on
external factors like economic, legal, and policy decisions that shape its struc-
ture. They further suggested that the social effects of Internet use, particularly
regarding inequality, are contingent upon the existing societal structures that in-

fluence how people use it.
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The study highlighted a crucial shift in political discourse driven by the Internet:
the emergence of an “engaged public” that actively responds to online informa-
tion. This replaces the traditional model of a passive “informed public.” The re-
search explored how Internet users engage with information through discussion

groups and sharing articles with peers.

However, the study also acknowledged potential drawbacks. Concerns arose
about the Internet fostering political polarisation, potentially fracturing the cul-
tural unity established by traditional media. Additionally, the anonymity provid-

ed online could embolden extremists and facilitate the spread of hate speech.

From a political perspective, the study raised concerns about the Internet’s po-
tential to destabilise centralised regimes. The proliferation of online discourse

could challenge the legitimacy and stability of such systems.

The Internet’s impact on cultural values in the MENA region was multifaceted. On
the one hand, it provided a platform for strengthening cultural identity by unit-
ing individuals with shared religious beliefs and facilitating engagement with new

members. Online communities fostered a sense of belonging and connection.

On the other hand, the Internet also exposed users to a broader range of informa-
tion and cultures, particularly Western culture. This access triggered concerns in
MENA countries about the potential erosion of traditional values. Religious lead-
ers often viewed the Internet with suspicion, fearing its influence on young people
and perceiving it as threatening religious traditions. Consequently, governments
implemented website-blocking policies targeting pornography, gambling, and

even some health-related sites deemed culturally inappropriate.

A high-ranking Bahraini official highlighted the Internet’s potential as a valua-
ble educational and communication tool and emphasised the need for respon-
sible use. He urged authorities to develop strategies to address concerns about
Internet misuse. Specifically, the official expressed worries about the potential

negative influence of chat rooms and web cameras on young people, whom he
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perceived as particularly vulnerable. He warned that such misuse could harm

Bahrain’s social and cultural fabric (Bahrain Tribune 2005d).

In 1997, Jon Anderson argued that the Internet’s significance in the Middle East is

“Not a Technological Revolution ... But a Social One” (J. Anderson 1997).

The Internet’s vast repository of diverse global information fundamentally chal-
lenged state control over information dissemination. The Internet undermined
the state’s monopoly on news and narratives by enabling access to information
outside government-controlled channels. For instance, a 2004 survey in Iran re-
vealed a significant level of trust among Iranians on the Internet compared to oth-

er media forms (Committee to Protect Journalists 2005).

Blogs - During times of crisis and change, these websites emerged as a central
and essential platform for Iranian residents to share news amongst themselves.
Notably, as early as 2002, a vibrant online community of Iranian women writers
flourished on various blogs, enabling them to “talk freely about taboo subjects
such as sex and boyfriends” (BBC News 2002b). For example, “The Diary of a for-
mer prostitute is one of the hottest Web sites in Iran, a strict Islamic society where

the Internet is coveted for the access it gives users to a forbidden world”.

In the lead-up to the February 2004 elections, the Iranian government’s sensitivi-
ty to independent online voices was evident. Authorities pressured local media in
the preceding weeks, blocking a popular independent website in early January.
This crackdown extended to approximately 50 blogs engaged in election discus-
sions and disseminating information about reformist candidates. Iran boasted a

vibrant blogosphere with an estimated twenty thousand active blogs.

Rasha A. Abdulla asserted that the Internet’s emergence presented vast oppor-
tunities for the Arab world across all facets of life, encompassing politics, society,
economics, and culture. It emphasised the critical need to unlock the potential
for political and media reforms. The argument centred on the notion that the free

flow of information would compel Arab leaders to loosen restrictions on individu-
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al freedoms within their countries. This, in turn, would erode censorship, cultivate

more engaged public audiences, and influence government decision-making pro-

cesses. Consequently, the underlying assumption was that Internet access could

pave the way for more accessible and multifaceted communication, fostering a

more democratic, open, and decentralised political system (Abdulla 2005b).

The emergence of the Internet significantly facilitated communication between

diverse segments of Middle Eastern society:

Demography - David J. Atkin, Leo W. Jeffres, and Kimberly A. Neuendorf in-

80

vestigated the compatibility between Internet distribution and demographic
factors. It began with the assumption that Internet users differed demograph-
ically from non-users, typically younger, more cosmopolitan, and possessing
higher education levels, income, interest in innovative technologies, and dis-
tinct communication needs. However, the research argued that demograph-
ics were insufficient to explain Internet reception. The study contended that
other investigations highlighted user needs and media use patterns as more
substantial factors influencing how people received new media, including the
Internet (Atkin, Jeffres, and Neuendorf 1998).

Gender - The Internet empowered previously marginalised groups and individ-

uals, particularly women, to circumvent restrictions imposed by mainstream
media in traditionally conservative societies. This technology provided un-
precedented tools for disseminating their views. Across the Middle East, wom-
en actively engaged online, expressing themselves in Arabic, Persian, Turkish,
and English. They shared personal stories, discussed societal issues, and lev-
eraged the Internet’s anonymity. Some women embraced public platforms,
sharing their thoughts through Twitter blogs and feeds. Conversely, others,
particularly those in regions with stricter social norms like Saudi Arabia, prior-

itised anonymity and carefully curated their online audience.

Their Internet activity encompassed public and private matters, often em-

ploying frank, even critical language typically absent from traditional societal
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discourse. This phenomenon, particularly online dialogue between the sex-
es, held profound significance in societies where communication outside the

family structure was previously restricted (D. Wheeler 2001).

Saudi Arabia served as a prime example of this phenomenon. Several Saudi
women actively leveraged the Internet to advocate forimproved women’s rights
within the kingdom. For instance, Saudi journalist Rim al-Salah emerged as a
prominent voice, championing broader societal reforms alongside advance-
ments for women. She particularly criticised the ease with which men could
obtain a divorce, highlighting instances where notifications were delivered via
fax, potentially without the wife’s knowledge. Al-Salah raised concerns about
the potential for even swifter divorce methods through SMS or email (‘iilaf 2008).
Equally noteworthy were the efforts of Saudi journalist Hifa Khalid. In advocat-
ing for equitable divorce rights for women, she established an Arabic-language
website titled “The Saudi Divorce.” This platform documents her organisation’s
activities and provides a repository of informative materials, including articles
and interviews (Khaldu, n.d.). Another prominent figure was Eman al-Nafjan,
an English lecturer at a Riyadh health sciences university and mother of three.
She actively maintained a year-and-a-half-old blog written in English, which ad-
dressed women’s issues within the kingdom. Al-Nafjan also published various
articles on similar themes (“Saudiwoman’s Weblog,” n.d.). Zaynab Ghasab, in
her writings, explored the motivations of Arab, mainly Saudi, female terrorists,
arguing that their actions stemmed primarily from a lack of education or under-
standing (Ghasiba 2008). Hatun Ajwad al-Fasi, a leading Saudi intellectual, bold-
ly addressed gender inequality during prayers at the Grand Mosque in Mecca
(‘ajwad alfasi 2008). Writing from abroad, liberal Saudi writer Wajiha al-Haydar
took an even more critical stance, advocating for secularism as a potential solu-

tion to many of Saudi society’s problems (Alhuidar 2008).

Around the region, female commentators treat a variety of subjects. The Pales-
tinian journalist Maryam al-Dahar has attacked the forgiving approach towards

Islamist terrorism adopted by Arab satellite television news programs and
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called on the Arab public to forthrightly condemn terrorism (Aldaahir 2007).
In a recent critique, Syrian intellectual Marah al-Baka, living in exile, levelled
her criticism of Arab society. She had explicitly condemned the prevalence of
ignorance and closed-mindedness, arguing that these traits contrasted with
the intellectual openness she had encountered in Western societies (Albigaeiu
2007). In a similar vein, Syrian American psychiatrist Wafa Sultan lashed out
against the absence of freedom of expression in the Arab world during a con-
troversial Al-Jazeera TV interview. This interview coincided with the uproar
surrounding the Danish cartoons of the Prophet Muhammad (itayzil 2006). In
Kuwait, the writer Ibtihal Abd al-Aziz al-Khatib condemned the absence of an
Arab equivalent to Israel’s Winograd Commission, which investigated the gov-
ernment’s and army’s conduct in the 2006 Lebanon War, emphasising the lack
of accountability of Arab leaders (Eabd Aleaziz Alkhutayb 2008).

In pursuing gender equality, Egyptian women strategically employed the In-
ternet. One prominent example is the “We Are All Layla” website. For the past
three years, this platform has emerged as a powerful voice against everyday
injustices faced by women. The organisation’s affiliated Twitter account fur-
ther amplifies this message by providing resources on regional women’s is-
sues ‘Kuluna Laylaa (Arabic)’, n.d.). The esteemed physician and feminist icon
Nawal al-Sa’dawi has a long-standing campaign against female circumcision.
In recent years, she, along with other activists on this issue, has harnessed
the Internet’s power to disseminate her message further. Activist Fatma Na’ot
(Naeuti 2008) and human rights campaigner and blogger Dalia Zaida both ve-
hemently condemned the lack of religious tolerance shown towards Egypt’s

Coptic minority (“Dalia Ziada Blog,” n.d.)

One prominent Iranian blog, “Change for Equality” (“Change for Equality,”
n.d.), emerged as a vital platform addressing the status of women. Their ac-
tivism garnered recognition, earning them an award from Reporters Without
Borders. Notably, the blog spearheaded an initiative to collect one million sig-

natures for a petition demanding reform of discriminatory laws against wom-
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en. This effort reflects the significant price many Iranian female activists have
paid in their fight for women’s rights, facing arrests and imprisonment for their
cause (Reporters Without Borders 2008b).

Organisations like the “Iranian and Kurdish Women’s Rights Organization” and
the “Revolutionary Association of the Women of Afghanistan” (RAWA), among
numerous others, leveraged the Internet to champion minority and women’s

rights and advocate for greater social justice.

The Internet has amplified the impact of diverse women-led local initiatives.
Notably, it facilitated a boycott by Saudi women of lingerie stores staffed
exclusively by men (Middle East Online 2009). It also empowered Egyptian
women to launch and operate a radio station dedicated to their needs and
interests. Similarly, online platforms enabled criticism of Saudi religious pro-
nouncements, seeking to exclude women from the media (Ghashmary 2009).
The Internet has become a multifaceted space for social interaction. While it
facilitates connections between men and women (“Arab Lounge,” n.d.) and
shares details from women’s daily life “under headscarf” (“Love in a Head-
scarf,” n.d.). It plays an even more crucial role for LGBTQ+ communities across
the region. Online platforms provide them with essential social support and
opportunities for personal connections, fostering a sense of community that
may be difficult to establish offline due to social restrictions (“Alwaan - Arab

Lesbian Women & Allies Network,” n.d.)

The Internet undeniably served as a platform for amplifying diverse women’s
voices and perspectives. While gender does not inherently define online ex-
pression, the proliferation of “women’s spaces” online has undeniably broad-
ened the discourse on social change in the region. These online platforms
have challenged the status quo and advocated for shattering the glass ceiling

that restricts women’s fundamental rights (Tucker 2009).

- Virtual Communities - The Internet emerged as a powerful tool for fostering

greater understanding and connection within the Arab world. Websites and

83



ALMA MATER THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA:

84

PRESS A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century

virtual communities dedicated to Islam, Muslims, and pan-Arab discussions
blossomed online. These platforms often functioned as alternative media, fa-
cilitating communication between diverse groups and disseminating informa-
tion to the public. This democratisation of information exchange has fuelled
the potential for a more active and engaged Arab society, even sparking dis-
cussions about the possibility of a “virtual Pan-Arabism” (Alterman 1998; Ab-
dulla 2005a; J. W. Anderson 1997).

Virtual worlds have evolved significantly, blurring the lines between the digital
and physical realms. These increasingly complex platforms allow users to con-
struct 3D environments, embodying themselves through avatars and incorpo-
rating real-world elements. A prime example is Second Life (SL), launched in
2003, where user-created content is copyrighted. This system fostered a thriv-
ing virtual economy, where real-world money could be exchanged for virtual
goods, effectively intertwining the two economies. Notably, Second Life wit-
nessed a surge in user engagement, with usage hoursincreasing by 33 per cent
and the virtual economy growing by 94 per cent in the second quarter of 2009

compared to the previous year.

These virtual worlds extended their influence on the MENA region, impacting
various aspects of life. One prominent example was Muslim Pal (pal.muxlim.
com), launched as the “first Muslim virtual world” offering a family-oriented
online social space. This platform strictly prohibited drugs, alcohol, and inap-
propriate behaviour, aiming to create a safe environment. Muslim Pal fostered
communication and understanding between Western and Eastern cultures,
aiming to unite Muslim communities globally, particularly those in the West.
Reflecting this goal, the platform welcomed Muslims and non-Muslims (Ha-
midoui 2009).

Second Life offered a remarkably diverse range of activities within the MENA
region. Notably, it featured dedicated virtual islands for Saudi Arabia and the

Middle East, attracting roughly 25,000 users each, alongside 34 additional
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Arab islands. These virtual spaces functioned as hubs for social interaction,
cultural exchange, and even business ventures, facilitating communication
and gatherings that might be difficult to achieve in the physical world. Reli-
gious activities flourished online, with virtual pilgrimages to Mecca, mosque
tours across the Arab world, lectures by religious scholars, and discussions
on religious topics. Beyond religious activities, these virtual spaces served
as platforms for demonstrations concerning the Israeli-Palestinian conflict,
fundraising initiatives for Palestinians in Gaza, and even Iranian protests mir-

roring real-world events following their presidential election.

A 2007 survey revealed a regional hierarchy of Second Life users, with Turkey
and Israel leading the way. Egypt, the UAE, and Saudi Arabia followed that or-
der. Notably, Iran, a regional Internet powerhouse, surprisingly ranked eighth
among the twelve countries surveyed. This discrepancy likely stemmed from
the Iranian government’s strict Internet restrictions, including bandwidth
limitations. However, limitations exceeded policy; using Second Life required
specific technological capabilities. Installing and running the software neces-
sitated a modern operating system (XP or higher), robust graphics processing,
and a high-speed Internet connection (broadband only). These technical hur-

dles undoubtedly contributed to the lower user base in Iran.

The 2007 survey revealed a stark disparity between regional Internet penetra-
tion and Second Life usage. While the Middle East boasted Internet users, they
only constituted a meagre one per cent of Second Life’s global user base - half
the regional Internet user proportion. This discrepancy extended to engage-
ment, with actual usage measured in hours even lower. Two primary factors
contributed to this: limited broadband penetration and government restric-
tions. The region’s broadband penetration rate hovered around 2.55 per cent
during that period. This stemmed from inadequate communication infrastruc-
ture in some cases and, in others, deliberate decisions by authorities. These
limitations on high-speed Internet access undoubtedly hampered the wide-

spread adoption and use of virtual worlds like Second Life in the Middle East.
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Tradition - Respect for tribal and religious codes traditionally fostered defer-
ence towards ruling leaders in the region. This social norm often translated
into government censorship practices. Websites deemed critical of the gov-
ernment, the ruling family, or Islam - or offering alternative interpretations of

Islam - were particularly vulnerable to blocking (Singh 2000).

Diaspora - The Internet emerged as a powerful tool for connecting and empow-
ering Arab diaspora communities in the Arab world. In 1997, the Middle Eastern
presence online was primarily comprised of these diaspora groups - immigrants,
expatriates, migrant workers, and students. The Internet provided them with a
platform to connect with others worldwide, fostering the creation of online dis-
course communities that transcended traditional political and religious bounda-
ries (J. W. Anderson 1996). Migration is accompanied by a change in ‘intellectual
technologies’ that challenge accepted religious and social views, the frameworks
of thought, and the social foundation. Migration often entails a shift in “intellectu-
al technologies,” challenging established religious and social views and thought
frameworks. The Internet, typically used in English by these communities, was a
crucial tool for maintaining connections to their home countries and each other.
This was achieved through sharing expatriate experiences, cultural event updates,
discussions about home-country issues, and discourse on religion, politics, and
society - topics that might have been more restricted in their countries of origin.
This online activity led to their portrayal in some home countries as “new barbar-
ians,” seen as bypassing existing restrictions by creating new, intellectually and
practically legitimate frameworks for community and communication. Conse-
quently, Muslim communities in the West felt a lessened sense of minority status
while experiencing a significant increase in the frequency and range of their in-
ternational connections. The Internet thus played a crucial role in boosting their

self-confidence and solidifying their Muslim identity (Sedgwick 1998).

Religious interpretation - The Internet revolutionised access to religious infor-

mation and interpretation. Online platforms offered a multitude of viewpoints

and variations within Islam, which some governments viewed as a potential
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threat to stability. Additionally, the Internet challenged traditional methods
of acquiring religious knowledge. It facilitated exploring diverse and contem-
porary Islamic studies programs, offering alternatives to established learning

methods and degrees (Sedgwick 1998).

- LGBTQ+ - The Internet made it possible for the LGBTQ+ community to “declare
their existence” since “Homosexuals might be the only social group in the Arab
World that was completely unable to declare its existence publicly until the ap-
pearance of the Internet. To declare yourself leftist, Islamist, Shiite or Nasserist
means to expose yourself to some security, cultural or religious problems; to de-
clare yourself homosexual means exposing yourself to every single one of these

problems” (The Arabic Network for Human Rights Information, n.d.-c).

The limitations on Internet freedom in the Arab world, particularly for the LG-
BTQ+ community, are exemplified by the safety guidelines offered on a Saudi
Arabian LGBTQ+ website. These preventive measures highlight the dangers

users face from authorities while browsing online:

1- “Many do not tell the truth.

2- Do not use your real name.

3- Use a private and confidential email address.

4- If someone wants to meet you, it is less cool than you might think.
5- Do not give your address to anyone.

6- Do not give the phone number to anyone.

7- Your name must be fake.

8- The Internet can be great fun, but be careful.

9- If someone hurts you, tell the one you trust” (“Almithliiyn Alearab (Arabic),” n.d.)

- Porn - Similar to users in other cultures, Arab Internet users sought to fulfil
sexual needs online. Due to the region’s conservative, traditional, and religious
nature, social and religious barriers often limit communication between gen-
ders. The Internet, however, offered unprecedented access to information, in-

cluding a vast amount of sexual content. This ranged from online interactions
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for social connection and getting to know each other to passive consumption
of pornography and even active participation in online sex. The Internet un-
doubtedly served as a significant outlet for these user needs, with evidence

suggesting a considerable volume of such activity.

The Internet’s unrestricted access to content, unavailable through traditional chan-
nels, extended to pornography. The quote, “The cultural controls imposed on peo-
ple living in the Arab world make them hungrier to explore the world of dot-com sex-
ual thrills”, suggests that the cultural restrictions imposed on Arab societies fuelled
a heightened interest in exploring online pornography. A 2001 claim, though likely
inflated, highlighted the potential scale of this phenomenon, suggesting that 80 per
cent of Internet traffic in the Arab world may have been directed towards adult web-
sites. Therefore, “The United Arab Emirates, like many other countries in the Arab

world, block users from accessing such content” (Kettmann 2001a).

A 2004 report by a journalist visiting an Internet cafe in Damascus revealed a
significant youth presence, with 90 per cent of users identified as young. The
cafe owner attributed his livelihood to these young patrons, suggesting their

primary online activity was accessing pornography.

This demand for pornography among Middle Eastern Internet users manifest-
ed in two primary categories: general and Western websites and content spe-
cific to Arab society. Unique to the region, the latter category became more

intriguing due to its unexpected nature.

For this purpose, you can find a site with sex videos which will be distinguished
as being active in Arabic as well and claims that all the videos are in Arabic
and were filmed with the participation of hundreds of women from around
the Arab world (“Arabic Sex Movies. Arab Girls - Arab Sex Models - Arabicsex,”
n.d.) Different websites, in a variety of languages, of pornographic videos and
photos of women from the Arab world (“Arab Sex,” n.d.; “Free Arab Sex Movies
| Arabsex Pictures | Arabic Porn Videos,” n.d.; “Bnat-Zone,” n.d.; “Arab-Slut,”

n.d.) All of them are inactive nowadays.



THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA: ALMA MATER
A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century PRESS

A notable trend emerged in which women were photographed engaged in
sexual acts while adorned in traditional clothing, including headwear. This
seemingly paradoxical practice served two purposes, as some scholars have
argued. Firstly, it presented a facade of authenticity, implying that the films
depicted genuine sexual practices within the Arab world. Secondly, it empha-
sised the “forbidden fruit” aspect, potentially appealing to viewers due to the

juxtaposition of traditional attire and sexual content.

Consequently, governments in the Middle East have consistently expressed
concern over pornography and online sex. These anxieties stem from histori-

cal events and the perceived threat to societal, cultural, and religious values.

Non-sexually explicit web content - In a 2002 field study, Jonathan Zittrain and

Benjamin Edelman of Harvard Law School’s Berkman Center for Internet & So-
ciety investigated the prevalence of filtering and censorship on Saudi Arabian
Internet sites (Zittrain and Edelman 2002). Their research involved connecting
to the Internet through servers in Saudi Arabia and attempting to access ap-
proximately 60,000 web pages. This process aimed to determine the extent of
Internet filtering the kingdom employs. The researchers identified roughly 2,000
blocked pages, encompassing content related to religion, health, education,
humour, and entertainment. The study’s conclusions were: The Saudi govern-
mentimplemented a system to filter non-sexually explicit web content for users
within the country. This filtering rendered a significant portion of this content
inaccessible to most Saudi residents. Interestingly, much of the filtered content

originated from websites experiencing a surge in global popularity.
However, this experiment has several drawbacks:

The duration of the experiment - The study’s limitation was its brief dura-
tion. The researchers only modelled the state of the Internet filter in Saudi Ara-
bia over two weeks.

The location of the experiment - conducting field experiments on users’

computers, isolated from the filtering body’s infrastructure, offers more ex-
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cellent reliability than collaborating directly with the Internet Service Unit
(ISU), the entity responsible for Internet filtering in Saudi Arabia. This argu-
ment is supported by the following quote “With the permission and cooper-
ation of ISU staff, we obtained access to the ISU’s proxy servers from 14 May
to 27 May 2002.”

3. Thescope of the experiment - An examination of the study’s description sug-
gests it analysed approximately 60,000 web pages, not entire websites. Web-
sites can encompass numerous web pages, potentially impacting the compre-
hensiveness of the findings. Including a broader range of websites, rather than
focusing on many pages from a limited set of websites, would likely yield a

more reliable and representative picture of Internet filtering practices.

An early 2004 experiment by the OpenNet Initiative in Saudi Arabia investigated
website filtering practices. Researchers used the Google search engine to identify
websites returned when searching for “Gay” (“Bulletin 002” 2004). They then em-
ployed Google’s SafeSearch feature, designed to filter out websites with explicit
sexual content, to verify the results. Subsequently, five separate computers in

Saudi Arabia verified each identified website address.
Also, this experiment has several drawbacks:

- The experiment - This experiment functioned as a one-time assessment of
website accessibility within Saudi Arabia. It focused on determining the acces-
sibility of selected websites at a specific point in time. Consequently, the study
did not examine how accessibility might fluctuate over time.

- Thelocation - Another limitation is the experiment’s geographic scope, which
is limited solely to Saudi Arabia. This and the study’s brief duration restrict the
findings’ generalizability.

- The scope - While the experiment analysed many websites (913), it focused solely
on a single thematic category: the LGBTQ+ community. Additionally, researchers

exclusively employed Google as the search engine for website discovery.
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Economic

To bolster its legitimacy and popularity, the state actively invests in Internet de-
velopment, including establishing high-tech industry zones. This strategy hinges
on the belief that economic growth and modernisation will increase public sup-
port for the regime. However, such growth can inadvertently empower new so-
cial forces. A burgeoning business elite and a strengthening middle class may
eventually challenge the regime’s absolute control by demanding greater polit-
ical participation. These empowered groups can further leverage the Internet’s
unique characteristic - its non-perishable nature - to facilitate collaboration and
information sharing across borders. This potential for regional cooperation, even
within individual states, suggests that the future of Middle Eastern economies

may lie in information-based structures.

- Inter-Arab trade - The Internet has emerged as a powerful communication

facilitator between businesses across the Middle East. Notably, it empowers
Arab companies, particularly those within the Internet sector, to connect di-
rectly with regional customers. This eliminates geographical barriers, allowing
products to reach consumers in other countries instantaneously and often at
a significantly lower cost than traditional methods employed by local govern-
ments. Furthermore, the Internet fosters the creation of e-commerce oppor-

tunities, enabling seamless cross-border transactions (Alterman 1998).

Unlike the Western world, where academics spearheaded the Internet’s de-
velopment, the Arab world witnessed a unique trajectory. Here, commercial
users emerged as the primary drivers of Internet growth. Fueled by their tradi-
tional business understanding and capacity for ambitious investments, these
commercial entities and enterprises outpaced the efforts of government re-
search institutions and universities, which often lacked the resources or vision
to keep up. Consequently, the Internet in the Arab world became synonymous
with fostering communication, commerce, and information exchange (J. An-
derson 1997).
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The Internet’s potential to empower diverse groups in the Middle East and its ca-
pacity to provide a platform for expressing dissent previously suppressed by au-
thorities presented a significant challenge for regional governments. In response,
these governments implemented measures to restrict Internet access and limit
online activity within their borders. The history of Internet adoption in Middle
Eastern countries can be broadly divided into three distinct stages (The Arabic

Network for Human Rights Information, n.d.-c):

1. Initial Promotion: Governments initially encouraged Internet adoption by
promoting its use within government bodies and facilitating computer acqui-
sition for residents.

2. Unforeseen Consequences: This initial enthusiasm was tempered by the re-
alisation that the Internet provided unfettered access to information beyond
government control, including content from opposition parties, human rights
groups, and diverse fringe groups.

3. The Shift Towards Control: In response to these concerns, governments
transitioned towards a more restrictive approach. This involved implement-
ing measures to regulate Internet use and potentially limit access, ostensibly

safeguarding religious, cultural, and political values.
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Chapter 5 - Cyber Threats in the MENA

Examining cyber threats in the MENA region reveals two key dimensions: the mo-

tivations behind the attacks and the attackers’ identities.

Technically - an analysis of website attacks worldwide during the 2005-2007
period revealed that, in many cases, hackers were primarily motivated by a
desire to showcase their technical prowess and expose vulnerabilities in web-
site security. This often involved leaving a warning message on the compro-
mised website, highlighting its weak defences. Sometimes, hackers even of-
fer services to improve the site’s information security. These findings support
the notion that personal prestige, enjoyment of the challenge, and the thrill of
accomplishment were the dominant motivations behind website attacks; for
social and ideological reasons, while present, appeared to be less prevalent
(Almeida, n.d.).

Between countries - online attacks on a country’s websites allegedly carried

out by another country with which itis in conflict. Such attacks were relatively
rare in the Middle East during the period in question.

Political - governmental and opposition organisations within the same coun-
try engaged in online mutual attacks.

Nationalists - residents or supporters from another country launched online
attacks against websites belonging to or associated with a specific country.
These attacks, primarily driven by ideology rather than government direction,
were carried out independently.

Religious - carrying out online attacks for religious reasons both against the
West and Israel and in internal Islamic struggles.

Economic - Unlike most attacks in our region, economic motives primarily

drove online attacks fueled by political, nationalistic, or religious agendas.

Analysis of online attacks revealed a clear division between government and user

targets and between attacker types at each level.
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Government Individual
Attackers Governmental Cyber agencies Script Kiddies, Hacktivists, cyber

terrorists, Cybercriminals

Targets Specific high-profile institutional and | Various websites without any distinc-
individual targets tion. Some may be with high visibility.
Cause Intelligence and information gather- Ego, entertainment, protest, money

ing, Sabotage and Destruction

The Attackers - information warfare in the Middle East is often carried out by ex-
perts, individually or in groups, who contribute their expertise to creating an on-
line layer for physical conflicts. This activity exists in several circles and towards

several arenas.

- Thewest
- Rival parties in the Arab and Islamic world

- lsrael

The West

The rise of Arab and Muslim hackers targeting Western websites in the early 2000s
stemmed from ideological, nationalistic, religious, and personal motivations cen-
tred on enhancing their technical reputations. As the decade began, various West-
ern sources expressed apprehension about the threat of online attacks and website
defacements by extremist Islamic groups, particularly against banking, commerce,
and financial sites. As early as 2002, experts cautioned that Al Qaeda’s warnings of
cyber-attacks on economic targets in the West should be taken seriously. This con-
cern arose from the presence of technically skilled youth within these communities
who had acquired advanced education and proficiency in hacking techniques, as-
serting that “There are millions of Muslims around the world involved in hacking the

Pentagon and Israeli government sites” (News.lt 2002).

In December 2006, a United States government expert issued a warning about

the potential for Al Qaeda to launch cyber-attacks against financial websites. This
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caution followed the appearance of a message on a jihadi forum frequented by
young hackers, which called for such attacks as retaliation for the detainees held
at the Guantanamo Bay detention camp. The expert’s advisory underscored the
credible threat posed by the convergence of extremist ideology and technical ca-
pabilities within this online community. “In a matter of time, you will see attacks
on the stock market” and “I would not be surprised if tomorrow | hear of a big
economic collapse because of somebody attacking the main technical systems
in big companies”. Alongside fear of cyber-attacks against critical infrastructure,
“Cyberwarfare attacks against our critical infrastructure systems will become an
increasingly viable option for terrorists as they become more familiar with these
targets and the technologies required to attack them”. The expert tried to down-
play the importance of the matter and claimed that Al Qaeda hackers are less

sophisticated than their Russian counterparts (D. Kaplan 2006).

Ideological motivations and a desire to enhance their reputations as skilled hack-
ers drove a series of cyber-attacks against Western websites. Operating within
this context, the Turkish hacking group NetDevilz successfully breached the In-
ternet Corporation for Assigned Names and Numbers (ICANN) and the Assigned
Numbers Authority (IANA) websites in June 2008. These two international organ-
isations serve the critical function of regulating the unique identification systems
that underpin the Internet’s infrastructure. The group’s ability to compromise
these pivotal entities demonstrated their technical prowess while aligning with
broader ideological agendas advocating anti-Western sentiments through dis-

ruptive online operations (Almeida and Fernandez Kevin (Siegfr) 2008).

The technical capabilities and ideological motivations of hackers in the Middle
East found tangible manifestation in March 2003, coinciding with the commence-
ment of the U.S.-led coalition’s military intervention in Iraq. During this period,
thousands of Distributed Denial of Service (DDoS) attacks targeted servers in the
United States, the United Kingdom, and the Arab world. These coordinated cy-
ber-attacks served as a compelling demonstration of the region’s hacking profi-

ciency, which was harnessed to advance broader ideological objectives and ex-
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press opposition to the ongoing conflict (Rantanen 2007). In the lead-up to the
attack, hackers defaced an average of 350 websites daily. This number spiked to
2,500 websites per day following the attack, with an additional surge to 1,000 on
weekends (Lemos and Fried 2003).

The publication of 12 cartoons depicting the Prophet Muhammad in the Danish
newspaper Jyllands Posten on September 30, 2005, triggered a wave of online
attacks several months later. In early February 2006, attackers targeted Danish
servers, launching over 600 attacks. European and Israeli servers also came un-
der fire, with more than 400 additional attacks registered (Ynet 2006). In most
instances, the attackers defaced the websites and left condemnatory messages

towards Denmark, with some even including threats of suicide attacks.

Even several years after the controversy surrounding the Prophet Muhammad
cartoons, Danish and foreign websites that displayed messages condemning the
event remained vulnerable to attacks. In July 2009, hackers launched a coordi-
nated assault on hundreds of such websites. These attacks involved defacing the
sites and replacing content with messages critical of Denmark, such as defacing
the Danish flag with a symbolic image (e.g., a foot) and the inscription “AnTi Eu-

ropa and America and Israel” (Abohamza Almohajir 2009).

In response to Israel’s Operation Cast Lead in Gaza (January 2009), Turkish hack-
er group Agd_Scorp launched a cyber-attack campaign. The group, responsible
for hundreds of previous defacements, targeted the websites of the US Army and
NATO Parliament. Breaching these websites, Agd_Scorp defaced them with mes-
sages in Turkish and English condemning Israel’s military actions (R. Preatoni
2009; Agd_Scorp, n.d.)

In a display of nationalist fervour, Turkish hackers targeted Western websites in
August 2008. One such instance involved the defacement of Olympic swimmer
Michael Phelps’ website. The hackers replaced website content with patriotic and
nationalist messages, including a link to a Turkish-language website featuring

national motifs. Security experts attributed the attack to teenagers seeking to
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showcase their technical skills and express nationalist sentiment by targeting a
high-profile website (D. Kaplan 2008).

Arab and Islamic world

The online arena has emerged as another battleground for struggles within the
Arab and Islamic worlds. Like other contested spaces, this phenomenon is driven

by a multitude of factors and plays out at both the state and individual user levels.

Technically - In some instances, website defacements serve as a public display
of technical prowess for attackers. Hackers exploit security vulnerabilities to gain
access to websites and leave messages highlighting the breach. This tactic is a
form of self-promotion, showcasing their capabilities and technological skills. A
well-known example of this approach is the activity of Muslim hacker “altbta,”
who targeted various websites and left messages claiming the attacks were solely

technical warnings (ALTBT, n.d.):

“Hacked By ALTBTA
First Warning That is Bug From Your Servers
Next Time You Must Be Careful And Fixed Your Site Before
Coming Another Hacker And Hacked You Again
Sorry Admin And Don’t Worry Just | changed Index.”

Similarly, Saudi hackers operating under the aliases S4UDI-ZOOM and S4U-

DI-JOK3Rinfiltrated a Saudi government website related to the education system.

ity,” seemingly to raise awareness of the security breach. They further provided a

link to a forum, potentially offering a solution to the exposed vulnerability.

Politically - Between 2007 and 2009, government actors in Tunisia, Libya, and
Mauritania targeted opposition organisations online. Hackers affiliated with these
governments launched attacks that defaced and sometimes even destroyed over
20 opposition websites (Ben Gharbia 2009).
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Tunisia - Between 2007 and 2008, seventeen websites critical of the Tunisian
government were hacked. This included seven website defacements and
three complete website deletions in 2007 alone. The targeted websites pri-
marily consisted of blogs, news outlets, opposition organisations, and pro-
test groups advocating for increased freedoms and reporting on the human
rights situation in Tunisia. The extensive nature of these attacks, impact-
ing nearly all opposition and independent online platforms, led opposition
groups and human rights activists to suspect government involvement (Ben
Gharbia 2008b; Rjiba 2008).

Libya - Six opposition websites were hacked in January 2009. The websites were
defaced, and content from a private website presenting Gaddafi’s activities and
vision was placed on them. Four of the six sites did not resume operation.
Mauritania - Hackers targeted two news websites whose editors had previous-
ly published accusations against the current military regime. The attack also

disrupted the websites of several national and external organisations.

In response, some users engaged in online activism by launching cyber-attacks

against government websites.
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Morocco - On July 18, 2009, a Moroccan hacking group called !TeAm Ra-
BaT-Sale! breached the website of the Arab Water Council (an inter-Arab or-
ganisation headquartered in Cairo). This attack was launched in protest of the
Council’s activities. The hackers defaced the website and posted content in
Arabic condemning governments that sell Arab water resources to foreign en-
tities (ITeAm RaBaT-SalLe!, n.d.-b). In a broader cyber-offensive, the group also
hacked into dozens of other websites, regardless of affiliation. These compro-
mised websites displayed content and images critical of Israel, Denmark, and
the USA (ITeAm RaBaT-Sale!, n.d.-a).

Iran - Following the violent protests that erupted in Tehran’s streets after the
June 12, 2009, presidential election, supporters of Mir Hossein Mousavi and
the Iranian administration engaged in a series of website attacks against each

other. The conflict spilled over to the global web, with various Iranian govern-
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ment websites and international platforms being hacked (DATA ir Security
Group, n.d.) In this context, a hacking group called Freedom. IRAN emerged in
the latter half of July 2009. They targeted dozens of websites, primarily Russian
(including a government site), and defaced them with messages condemning
Iran and Russia’s support for the regime. These messages, written in English
on a green background (symbolic of Mousavi’s campaign colour), were accom-
panied by photos from the Tehran demonstrations (Freedom.IRAN, n.d.).

- Palestinian Authority - A report surfaced on the Fatah movement forum

(alqudsinfo.com/vb) in April 2008, detailing the hacking and takeover of an or-
ganisation’s website by members affiliated with Hamas. The organisation’s In-
ternet radio station reportedly began broadcasting a sudden influx of Hamas
songs (Abu Omar 2005). A similar event was recorded at the beginning of July
2009 when the Gaza Hacker Team hacked the same forum (Gaza Hacker Team,
n.d.-a). On the vandalised website was placed a picture of Ismail Haniya and a
message in Arabic attacking the US and the Palestinian Authority government,
which they say will lead the Palestinians to further division. The announce-
ment was signed with “Your brothers: the pirates of Gaza.”

- Nationalist - In January 2008, Moroccan hackers launched cyber-attacks
against Spanish and Algerian websites in protest of border closures imposed
by Morocco’s neighbours. The Spanish border closure targeted refugees from
Morocco, while the Algerian closure stemmed from the Western Sahara issue
(Shabakat alfaysal nit 2008). Additionally, they hacked into the website of the
Africa Cup of Nations competition hosted in Ghana that same month. They
posted messages of support for the Moroccan team following their defeat to
the host nation (Mahmoud 2008).

During the conflict between Armenia and Azerbaijan, hackers affiliated with
both countries targeted each other’s websites. Azeri hackers vandalised Ar-
menian websites, placing messages condemning Armenia. Turkish hackers
also participated in these online attacks. Similarly, a separate online con-
flict emerged between India and Pakistan, where hackers from both sides

launched attacks against each other’s websites (Barak 2008).
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In protest of the Chinese authorities’ treatment of the Uyghur Muslim minority
and support of their demonstrations, a wave of cyber-attacks targeted Chi-
nese websites, primarily launched by Turkish hackers (1923Turk, n.d.). A prom-
inent Turkish hacker known as “Swan” spearheaded these attacks, compro-
mising hundreds of websites and defacing them with a consistent message:
“Stop the genocide of the Uyghurs.” “Swan” taunted the targeted sites with
messages like “Security - 0, my experience - 1” and “revenge time.” Howev-
er, in June 2009, “Swan” shifted focus, launching similar large-scale attacks
on websites worldwide. These attacks included messages condemning Israel
alongside expressions of support for the Ottoman Empire.

Notably, Turkish hackers appear most frequently among these attackers.
Furthermore, their actions often exhibit more nationalistic influence than
other groups. This is evident in their choice of hacker aliases (“1923 Turk”
and “Ottoman-empire” (ottoman-empire, n.d.)) and the content they place
on defaced websites.

Iranian hackers also exhibit nationalist motivations in their online attacks. The
activity of the “Persian Boys Hacking Team” exemplifies this trend. Document-
ed activity from this group dates to October 2007, when they defaced a web-

site with the following message (PowerDream, n.d.);

“We Are Descent Of Great King Cyrus”
Over the past few days, the design of the corrupt pages has changed. The
following message was posted;

“Islamic Republic Of Iran Is Successful And Powerful In All Of The Subjects”.

- Religious - Two primary fault lines have emerged in online religious conflict
within our region: one targeting Christianity and the West, and another fo-
cused on the Sunni-Shia divide within Islam.

- Islam-Christianity - In response to Pope Benedict XVI’s speech at the Uni-
versity of Regensburg on September 12, 2006, which addressed the com-
plexities of Christian-Islamic relations, a two-week wave of cyber-attacks

emerged. These attacks targeted approximately 5,000 Christian and other
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websites, defacing or destroying them. The motivations behind the attacks
were primarily religious and nationalistic, with a strong emphasis on Islam-
ic protest (R. (SyS64738) Preatoni 2006b).

Following the website defacements, attackers posted messages condemn-
ing Christianity, Israel, and the Iraq War. These messages often included
links to various websites, some containing information about Islam. The
messages varied in length and detail but most directly targeted the Pope.
For instance, H4ck3rsBr’s attacks on Italian sites and the Turkish group
AYYLDIZ VIP TEAM both issued direct appeals to the Pope, urging him to
cancel a visit (presumably to a specific country).

In a separate incident in July 2009, a Turkish hacker known as “King_Wolf”
defaced a website for apparent Islamic missionary purposes. A lengthy
document was uploaded onto the compromised page, with the opening
section providing clues about its content (King_Wolf, n.d.):

“INVITING CHRISTIANS TO DIVINE GUIDANCE AND TRUE SALVATION

(This brochure has been prepared to briefly describe the Islamic belief
in Allah and the status of Jesus (may the peace and blessings of Allah be
upon him (PBUH)) as well as to invite Christians to the path of righteous-
ness and redemption).”

- Sunna-Shia - In October 2008, amid ongoing tensions between Sunnis and
Shias, the Al-Arabiya news website and its associated websites were target-
ed in a cyber-attack. The perpetrators, believed to be Shia hackers, defaced
the websites and posted a warning message. The message threatened that
if attacks on Shia websites continued, retaliation would come in the form of
hacks against Sunni websites (Aleuayjan 2008). To bolster their claims, the
attackers appended a list of over one hundred Sunni websites they asserted
had been compromised. According to the hackers, this action responded to
accusations of bias in Al-Arabiya’s reporting. News outlets also reported that
a screenshot of the defaced website circulated online alongside a message
urging Muslim unity against a common enemy and downplaying the attack

as a mere warning (Alhamdan 2008). Al-Arabiya, on the other hand, coun-
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tered that the attack was part of a more significant cyber conflict between
Sunni and Shia hackers who routinely target each other’s websites. They
pointed to instances where websites of religious scholars from both sects
had been compromised. One article affiliated with the station even argued
that “destroying a website or hacking into it to disable it are acts equivalent
to killing or burning,” highlighting the strong emotions fuelling these online
battles. Thisis an activity that eliminates the other”; these are “acts of virtual
destruction and killing through an attack on websites belonging to religious
people, politicians or the media” (Zaman alwasl 2008).

Online attacks with religious motivations extend beyond targeting rival sects.
Some incidents aim to undermine religious institutions, interpretations,
or moral codes. For example, hackers compromised a forum (alhak.org/
vb containing cultural and religious discussion rooms, where they posted
messages reviling the prophet and his wives (3abdelbasset 2007). In anoth-
er incident, the owner of “The Arab Story” website, hacked in November
2008, condemned the attackers for distorting Islam and using it as a jus-
tification for cyber-attacks. He argued that the Internet can be a power-
ful tool for promoting positive values, tolerance, and interfaith dialogue.
Additionally, he emphasised its potential for disseminating Islamic culture
and language. The owner reassured users of the website’s restoration and
thanked his supporters (admin 2008).

Religious justifications are also cited in some website defacements. For
instance, the “Gaza Hacker Team” (Gaza Hacker Team, n.d.-b) targeted an
Arab forum (9n5.net/vb), defacing it with messages condemning the site for

allegedly hosting pornographic content.

- Economic - Ransom-motivated cyber-attacks, while not a prevalent trend,

have emerged. In a 2006 first for Pakistan, attackers compromised the Center

for Development and Peace Initiative (CDPI) website. The intrusion involved

changing passwords, effectively blocking access to the website’s data. The at-

tackers then demanded a ransom payment to restore standard functionality
(Chickowski 2006).
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Israel

Arab and Muslim hackers frequently target Israel in the online sphere. This readily
accessible and influential platform serves as a tool for their conflict, leading to
routine attacks on both Israeli and international websites. Website defacement
often functions as a means of disseminating messages critical of Israel. Nota-
bly, these attacks extend beyond Israeli websites, encompassing unrelated sites
around the world. Hackers frequently deface these non-Israeli websites with
messages condemning both Israel and the West. During the period under review,
they witnessed a surge in website defacements targeting Israeli sites, with a sig-

nificant escalation during wars and military operations.

- Turkey

- The Ayyildiz Tim - A prominent hacking group, has been linked to over a

thousand attacks since May 2005. According to a report by the Israeli Arab
newspaper Panorama, the group actively targeted Israeli websites during
the Second Lebanon War. Notably, the National Road Safety Authority’s
website was among those compromised (Zargawi 2008).

- dr.militan-53! - A Turkish hacker emerged in late 2008 and has since been
linked to the defacement of hundreds of websites, including those in Isra-
el. These attacks typically involved replacing website content with Dr.mili-
tan-53!’s email addresses and a self-designation as a “Turkish Defacer,” but
lacked any additional messages.

- Morocco

- Team-evil - A hacking group believed to have originated around 2004, first
gained notoriety for targeting Israeli and Jewish websites, as well as gov-
ernment websites globally. However, their most extensive documented ac-
tivity began on June 28, 2006, coinciding with Israel’s “Operation Summer
Rains” in the Gaza Strip. On the first day of the operation alone, the group
compromised and defaced over 750 Israeli websites. This attack marked a
significant escalation in both the scale and sophistication of their targets,

encompassing websites from banking institutions, hospitals, and various
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companies. Additionally, the defaced websites displayed messages with
Islamic themes, composed in improved English compared to previous at-
tacks. Technical reviews of the group’s attacks conducted in July 2006 and
subsequent analyses provide evidence of their activity (Damari, Chayun,
and Evron 2006; Mor and Kinan 2006).

MOu34d - A Moroccan hacker has incorporated anti-Israel and anti-West-

ern content into compromised pages, targeting various websites.

- Algeria

The Moorish - The hacker’s attacks primarily targeted Israeli websites, in-
cluding the English-language website of the Bank of Israel. These attacks
occurred in two major waves: the first coinciding with the conclusion of Is-
rael’s “Operation Warm Winter” in February 2008, and the second near the
end of “Operation Cast Lead” in January 2009.

Dz-Boys Team - A hacking group targeted several Western websites in July
2009, defacing them with messages critical of Israel (Dz-Boys Team, n.d.);

... From The River To Sea, Palestine Will Be Free
Don’t Tell Me To Stop..

you kill kids, and we kill your servers.

- SaudiArabia
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aB0 m0h4mM3d - Ideologically motivated, this attacker launched a series

of website defacements targeting hundreds of sites primarily in the Neth-
erlands, Denmark, and Israel, extending to other countries from Septem-
ber 2008 onwards. Each wave of attacks compromised dozens of websites,
which were then defaced with extensive anti-Israel, anti-Danish (in the case
of Danish targets), and potentially broader anti-Western content in text,
image, and video formats. When targeting Danish websites, the attacker
specifically called for protests Israel and the Danish government’s support
forit. In other instances, the messages issued a more general call to action
against Israeli activities (aB0 mOh4mM3d, n.d.)

The attacker also targeted Iranian websites, which he defaced with an-

ti-Shia content. Additionally, some website defacements were motivat-
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ed solely by the challenge of hacking itself. Beyond these instances, the
overall pattern of website selection suggests an ideological purpose, po-
tentially reflecting a broader Islamic protest in the political climate in the
Middle East.

- lraq

GHOST OF IRAQ - Over several months, this group targeted hundreds of

websites worldwide, including those in Israel. While the primary motivation
appears to be the thrill of hacking and subsequent bragging, there were in-
stances where the defacements also included messages critical of Israel’s
actions in Gaza and its relationship with Denmark. These messages often

incorporate text, images, and videos (Islamic Ghosts Team, n.d.)

- The Palestinian Authority

Gaza Hacker Team - Emerging in mid-2008, a hacking group primarily tar-

geted Israeli websites, defacing dozens over a sustained period. These de-
facements typically included messages condemning Israel, often featuring
the English statement: “We Are Not A T3RRORISTs We are A Freedom Fight-
ers” (Gaza Hacker Team, n.d.-c).

The group also breached Arab websites, seemingly motivated by concerns
over morality and internal Palestinian politics. Additionally, they compro-

mised various websites, possibly to boast about their hacking capabilities.

Guidance

Online calls for attacks against Western and Israeli websites have been docu-

mented for over a decade. As early as 2005, an Arab forum post reportedly dis-

cussed a Lebanese girl who hacked Lebanese, American, and Israeli websites. The

forum user who wrote the message expressed praise and gratitude for the young

woman’s actions (Naeimi99 2004).

Religious Guidance - However, besides words of encouragement, there are

spiritual qualifications for performing these actions. In August 2008, it was an-

nounced that Egypt’s Al-Azhar Institute’s fatwa committee issued a fatwa allow-
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ing the hacking of American and Israeli websites that harm Islam and Muslims
as part of “electronic jihad” (The Middle East Media Research Institute (MEMRI)
2008). In addition, in January 2009, several Moroccan halachic scholars spoke out
and stated that these actions of the Moroccan hackers are included in what is
known as “electronic jihad”. According to them, these are acceptable actions as
part of the duty of every Muslim to do everything in his power to face the aggres-
sion in front of them. Therefore, according to them, war through the Internet is
one of the 12 types of Jihads “by Allah’s will.”

During Israel’s Operation Cast Lead in January 2009, the Az ad-Din Al-Qassam
Brigades, Hamas’ military wing, issued a warning on their forum. The message
targeted websites masquerading as Islamic content providers. The author, ac-
cording to the forum post, accused these websites of harbouring anti-Islamic ma-
terial disseminated by Jews and Christians. The message urged users to cease
patronising these deceptive websites and to further disseminate the call to action
(Albikri 2009b).

Technical guidance - A network of Arabic-language websites and individual mes-
sages readily provided instructions, technical assistance, and even tools for con-
ducting cyber-attacks. The Arabic Mirror website (Arabic-m.com) offered a plat-
form for accessing hacking methods and resources, including a ranking system
for prominent attackers. Similarly, the “Muslim Hacker Group” website (mslamh.
jeeran.com) facilitated participation in online attacks. Users gained access to re-
al-time information and dedicated pages for launching attacks by joining their
mailing lists. Notably, targets were explicitly detailed. Websites deemed offensive
to Islam, particularly those promoting “moral corruption,” homosexuality, and
pornography, were prioritised. This included Danish Jewish websites, especially
those with political affiliations, and any website critical of Islamic content. Anoth-
er platform, al-jinan.org, once offered detailed information, attack manuals, and
simple cyber-attack software. However, this website is no longer operational (R.
(SyS64738) Preatoni 2006a).
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The online environment provided a wealth of technical resources to facilitate cy-
ber-attacks. Detailed instructions and manuals were readily available. Notably,
a prominent figure known as BrOkeN-PrOxy compiled a comprehensive 33-page
guide in Arabic. This step-by-step manual offered instructions on hacking wire-
less networks (api-3801794 2008).

During the final days of Israel’s Operation Cast Lead in January 2009, the web
forum of Hamas’ military wing, the Az ad-Din Al-Qassam Brigades, published de-
tailed technical instructions. These instructions specifically guided users on how

to carry out cyber-attacks against Israeli websites (Albikri 2009a; 2009c).

Beyond dedicated websites and forums, the online environment offered more
resources for aspiring attackers. Numerous books and publications provided var-
ying levels of technical instruction on website hacking (Scambray, Shema, and
Sima 2006; Beaver 2006). Additionally, many defaced websites (websites altered
by hackers) served as advertisements, referencing the hackers’ websites. These
referenced sites exhibited inconsistent activity levels, with some remaining oper-
ational and others defunct (e.g., dz-boys.com, attackerz.com, turkhackteam.org,

imhatimi.org, turkdevils.org, kanunordusu.com, spysecurity.org).

This proliferation of resources extended beyond mere technical knowledge. No-
tably, in November 2006, an Islamic website launched the first issue of “Tech-
nical Mujahid Magazine” (Al-Mujahid Al-Tagni), demonstrating the integration
of technical hacking skills with ideological motivations. The journal dealt with
various technical topics with the aim of “preventing acts of online aggression
against Muslims and assisting the Mujahideen in their efforts”. In the introduc-
tion, it is explained that “the Internet provides a golden opportunity... for the
mujahideen to break the siege placed upon them by the media of the Crusaders
and their followers in the Muslim countries, and to use [the Internet] for [the
sake of] jihad and the victory of the faith” (The Middle East Media Research Insti-
tute (MEMRI) 2006).
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The second issue of “Technical Mujahid Magazine” (Al-Mujahid Al-Tagni), pub-
lished in March 2007, further underscored the convergence of technical skills
and ideological messaging. The issue featured articles on a variety of topics,

including:

- Information encryption using images

- Techniques for establishing a jihadi website

- Information on types of surface-to-air missiles (a potentially concerning inclusion)
- Avideo question-and-answer segment

- Subtitles for jihad films (potentially for wider dissemination)

- Areview of “Asrar Al-Mujahidin” encryption software (Bakier 2007).

Extremist Islamic organisations actively exploited the internet to transmit mes-
sages securely. In this context, a group known as the Global Islamic Media Front
released a new version of their encryption tool, “Asrar Al-Mujahidin,” in early
2008. This software supported encrypted communication across chat platforms,
forums, and instant messaging (IM) applications. The updated version boasted
improved capabilities, including a more robust 256-bit encryption standard.
While various programs like PGP exist for general Internet communication en-
cryption, “Asrar Al-Mujahidin” held a unique distinction: its development by and

for militant Islamic groups (Tung 2008).

Conclusions

- The Rise of Online Warfare in the Middle East - Mirroring a global trend, the In-

ternet emerged as an additional battleground in the Middle East. Online warfare
became prominent in various conflicts involving diverse actors and objectives.

- Website Defacement: A Propaganda Weapon - In this context, Website de-

facement emerged as the primary tool for online warfare. Hackers exploited
this technique for its effectiveness as a propaganda tool. Defacement allowed
them to alter website content and deliver messages directly to the target au-

dience without completely shutting down the site. This approach starkly con-
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trasted with Distributed Denial-of-Service (DDoS) attacks, which aimed to
overwhelm a website with traffic, rendering it inaccessible and causing signif-
icant disruption for the website owner and its users.

- Motivations for Online Warfare in the Middle East — Unlike online attacks ob-

served elsewhere, financial motivations such as information or identity theft
were relatively absent in the Middle East. Additionally, the use of online warfare
as a tool by terrorist organisations or governments against each other was not a
prominent feature. Instead, online attacks primarily stemmed from ideological,
political, religious, and technical motivations. The content of defaced websites
overwhelmingly reflected the Israeli-Palestinian conflict. Spiritual messages un-
related to this conflict, such as missionary activity, were rarely encountered.

- The Actors: Hacktivists Take Centre Stage - Unlike some regions where gov-

ernments dominated online warfare, the Middle East primarily witnessed ac-
tivity by individual hackers and groups, often called hacktivists. While a few
instances of state-sponsored attacks emerged in North Africa and Iran, these
targeted domestic opposition parties and news websites, not neighbouring
countries. However, these incidents did highlight the potential for govern-
ments in the Middle East to escalate conflicts by deploying online attacks
against enemy states.

- Hotbeds of Hacktivism: Freedom and Expression - Analysis of online attacks

revealed a concentration of activity in countries with greater Internet freedom
and freedom of speech than other regional actors. Turkey, Morocco, and Alge-
ria emerged as prominent hubs for these hacktivist groups and individuals.

- Targets: Beyond Borders - Hacktivist activity in the Middle East extended be-

yond their region. They targeted specific countries, primarily Israel and Den-
mark, likely due to perceived political and religious grievances. Additionally,
they defaced a more comprehensive range of websites globally, using them as
platforms to disseminate their messages.

- Targets of Opportunity: Focus on Mass Defacement - Unlike targeted attacks

on specific websites, hacktivists in the Middle East often focused on mass de-

facement campaigns. They exploited readily available vulnerabilities in servers
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to deface many websites simultaneously. The targets themselves varied in im-
portance and security complexity. State-owned websites and those deemed
critical infrastructure presented a more significant challenge due to their height-
ened security measures and the potential consequences of a successful attack.

- Evolution of Defacement Techniques: Beyond Text — The content of defaced

websites in the Middle East underwent a significant transformation over time.
Early attacks typically involved inserting short text messages. This approach
has evolved, with contemporary defacements frequently incorporating exten-

sive text, images, audio, video files, and elaborate graphic elements.

Like the region’s broader Internet adoption, online attacks in the Middle East ap-
peared to be in a developmental stage during the period under review. This phe-
nomenon’s full potential and dangers were likely not fully realised or identified.
The perpetrators were diverse, often driven by a desire to voice dissent or gain
personal recognition for their technical skills. Notably, the involvement of gov-
ernments, criminal organisations, and terrorist groups was relatively limited in

this timeframe.
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PART C - RESTRICTION: THE MEASURES

Chapter 6 - Methods of Internet Restrictions

The intersection of the Internet and freedom of expression in the Middle East rais-

es several critical questions:

- Privacy and Freedom: Do Arab users enjoy online privacy and freedom of ex-
pression in a comparable way to other regions?

- Circumventing Restrictions: Does the Internet offer these users greater free-
dom than traditional media outlets, often subject to government control?

- Legal Ambiguity: Under which legal frameworks are Internet-related offences
prosecuted in the Middle East?(The Arabic Network for Human Rights Informa-

tion, n.d.-c)

Theinherent structure and characteristics of the Internet create opportunities for
governments to employ various monitoring, blocking, and filtering techniques.
Centralised control allows for a multi-layered approach, categorised into two
main strategies: preventing and controlling existing access. At the highest lev-
el, the state can prevent access to the Internet through technological, regulato-

ry, and economic means:

Technology

There are four levels of government censorship to blocking the Internet and filter-

ing its content (Parry et al. 2003):

1. Independent Filtering: ISPs offered users optional filtering services; govern-
ment involvement in this model was minimal.

2. Government-Guided Filtering: Governments actively defined inappropriate
content and encouraged ISPs to offer filtering services. However, ISP partici-

pation remained voluntary.
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3. Mandatory Filtering: Governments mandated ISPs to provide filtering soft-
ware to users, blocking access to unwanted content. Legislation defined the
scope of restricted content, while ISPs and users were obligated to comply.

4. National Filtering: Governments implemented filtering programs directly at
the Internet backbone level, bypassing ISPs and user control. The government
defined and updated the list of restricted content, with no option for users or

ISPs to opt-out.

Alexander Gruhler’s research explored various approaches to regulating Internet

access and identified five levels of restriction (Kirchner 2001):

1. Voluntary Measures: This level emphasises self-regulation and user control
over Internet content.

2. Legal Enforcement: This approach involves law enforcement and judicial
bodies intervening to address illegal online activity.

3. Website Indexing: This level focuses on cataloguing specific websites for po-
tential monitoring or restriction.

4. Content Filtering: Filtering systems selectively block access to predefined
categories of online content.

5. Internet Access Restriction: This most restrictive level involves limiting or even

entirely severing Internet access within a specific region or for certain user groups.

In his research, Gruhler identified restriction levels 3-5 (website indexing, content
filtering, Internet access limitations) as prevalent in Arab countries. However, the
current analysis highlights a limitation in Gruhler’s model: its exclusive focus on
administrative restrictions and their consequences. This framework overlooks
the potential impact of economic factors, such as poverty, infrastructure de-
ficiencies, and high Internet connectivity costs, which can significantly restrict

user access in the region.

While seeking to control online content, authoritarian regimes in the Middle East
also recognised the Internet’s potential as a tool to serve their agendas. They

adopted a “proactive” approach, utilising the Internet for several purposes:
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- Propaganda Dissemination: Regimes exploited the Internet to disseminate prop-
aganda and promote their narratives to domestic and international audiences.

- Closed Networks: Some governments developed state-controlled intranets,
offering a curated online experience as a substitute for the broader Internet.

- E-Government Services: Regimes implemented e-government services to en-
hance efficiency and improve citizen satisfaction with government performance.

- Information Warfare: Certain governments engaged in international infor-
mation warfare, targeting websites critical of their regimes and potentially de-

ploying malicious software.

Authoritarian regimes in the Middle East navigate the Internet through reactive
and proactive policies. Reactive policies address immediate challenges and
threats posed by Internet use. In contrast, proactive policies aim to cultivate an
Internet environment that aligns with the state’s interests. This two-pronged
approach allows these regimes to manage the potential dangers of the Internet
while simultaneously leveraging it to bolster their authority and promote nation-
al development (Kalathil and Boas 2001).

Methods of Internet Restrictions

Authoritarian regimes in the Middle East employ various techniques to restrict
access to online information. These methods fall under two main categories: fil-

tering and blocking.

- Filtering involves selectively blocking specific types of content across vari-
ous websites. This allows the government to control the flow of information
without entirely shutting down websites. Examples of filtered content might
include gambling sites, political dissident websites, or religiously offensive
content (Greenfield 2001; “Documenting Internet Content Filtering World-
wide” 2004).

- Blocking takes a more drastic approach, restricting access to entire websites
or Internet services. This can be achieved by manipulating server configura-

tions orimplementing more comprehensive measures limiting Internet access
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within a specific region or for certain user groups. In extreme cases, govern-
ments may restrict access entirely, allowing only a predefined list of approved
websites (“Fact Sheet on Internet Filters” 2003).

The vast and readily available information on the Internet, surpassing any other
media source, has prompted efforts by various actors to restrict online access
and content. These restrictions aim to prevent diverse populations, particularly
vulnerable groups like children, from accessing potentially harmful content such

as violence, pornography, or gambling websites.

However, the scope of restrictions can extend beyond protecting specific audi-
ences. In some countries, governments have implemented measures to restrict
access to culturally or religiously inappropriate content, even if such content is
freely available elsewhere. These restrictions may encompass various topics,
including religious materials, health information, social commentary, and polit-
ical activism, potentially limiting access to music, cultural expression, and other

forms of creative content.

In response to concerns about children’s exposure to inappropriate content on-
line, the US Congress passed the Communications Decency Act (CDA) in 1996.
This law aimed to prohibit the presentation of such materials to minors. Howev-
er, the CDA faced immediate legal challenges. Critics argued that it violated the
First Amendment’s guarantee of free speech. Some proposed parental filtering
software as an alternative to government censorship, suggesting it could empow-
er parents to restrict access to specific websites without state intervention. Op-
ponents of this approach countered that while parental controls could mitigate
the need for government censorship, they effectively transferred the power of

censorship to private companies.

Initial Internet filters relied on content ratings assigned by publishers or third par-
ties, categorising websites based on suitability for different audiences. However,
the Internet’s rapid growth and dynamic nature rendered this method increas-

ingly ineffective. Filter companies struggled to keep pace with the sheer volume
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of websites and their constantly evolving content. This led to the development
of “mechanical blocking” techniques using pre-determined keywords or phras-
es to identify and block target websites. This automated approach resulted in
over-blocking (inadvertently blocking legitimate content) and under-blocking
(failing to block inappropriate content). Filter companies countered these criti-
cisms, claiming extensive manual review processes to refine their filtering crite-
ria. Critics remained sceptical, arguing that such practices were resource-inten-

sive and beyond the capacity of these companies.

Beyond concerns about overreach, many opposed censorships based on politi-
cal or ideological content. Free speech advocates strongly objected to Internet
service providers or legislation imposing mandatory filtering without allowing us-
ers to turn off the filter. These arguments were sometimes bolstered by personal

accounts of activists challenging government censorship efforts (Wallace 1998).

Authoritarian regimes in the Middle East utilise various software and hardware
solutions to filter and block access to specific websites. These solutions can be

categorised into four primary approaches:

- Client-Based Filtering Software: This software is installed directly on user de-
vices, allowing individuals or organisations to control access to specific content.

- Server-Based Web Filtering Software: This approach deploys filtering soft-
ware on Internet servers, enabling administrators to manage content access
for a broader user base.

- Turnkey Filtering Servers: Combining hardware and software, turnkey filter-
ing servers offer a pre-configured content filtering and blocking solution.

- Dedicated Filtering Appliances: These standalone hardware devices per-
form filtering and blocking functions independently of additional software
installations (“Web Filtering Appliances Heat Up the Hardware vs. Software
Debate” 2005; “Internet Filtering Alternatives,” n.d.)
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Types:

Inclusion Filtering (Whitelist): This method only grants access to a pre-ap-

proved website list (whitelist). While offering a high degree of control, it is rarely

used due to the significant effort required to compile and maintain an exhaus-
tive whitelist. In contrast, most website blocking techniques employ a blacklist
approach, restricting access to specific websites deemed undesirable.

Exclusion Filtering (Blacklist): This more common approach blocks access to

a predefined list of websites (blacklist). While offering greater flexibility (specific

pages, websites, or IP addresses can be targeted), blacklists are prone to errors:

- Under-blocking: Filtering technology based on content analysis may fail
to capture all targeted content, sometimes allowing unintended access.

- Over-blocking: Due to the nature of these lists (often a combination of
manual and automated creation), filters may unintentionally block legiti-
mate content. This can empower blocking parties (private companies or
authorities) to control access and limit transparency, especially when col-
laborating with undemocratic regimes. For instance, content containing
the word “breast” (even in a medical context, like “breast cancer”) or words

like “Sussex” and “Essex” might be inadvertently blocked.

An examination of websites censored by filtering software revealed a critical
flaw: these programs over-block legitimate content they should not restrict
(e.g., medical websites containing “breast cancer”) and under-block web-
sites they intend to restrict (e.g., bypassing filters with minimal effort). This
highlights the limitations of blacklist-based filtering and the potential for un-
intended consequences (Heins and Cho 2001; Akdeniz 1998; Edelman 2003;
Sims 1998).

The limitations of blacklist filtering are evident in its tendency to over-block
legitimate content. For instance, these programs may block websites related
to the LGBTQ+ community, even those containing purely informational con-

tent unrelated to sexuality (C. S. Kaplan 1997; “Access Denied Version 2.0: The
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Continuing Threat Against Internet Access and Privacy and Its Impact on the
Lesbian, Gay, Bisexual and Transgender Community” 1999). A2005 experiment
in Tunisia further demonstrates this phenomenon, where filtering software
employing blacklists inadvertently blocked non-sexual websites associated
with the LGBTQ+ community (Human Rights Watch 2005a).

The challenge for governments in the Middle East lies in crafting effective web-

site-blocking policies. This involves choosing between two primary approaches:

- Limited Filtering: This strategy prioritises minimising false positives
(over-blocking) by restricting blocks to a carefully curated list of websites
deemed genuinely objectionable. However, this approach may leave some un-
desirable content accessible.

- Comprehensive Filtering: This method blocks a broad range of potentially
harmful content. However, it carries a significant risk of over-blocking legiti-
mate websites, inadvertently restricting access to information and potentially

infringing on free speech principles.

The issue of website blocking in the Middle East can be illustrated by examining
contrasting policies within the Persian Gulf region. Bahrain exemplifies a limited
filtering approach. ISPs in Bahrain restricted access only to a specific list of pre-

defined websites deemed objectionable by the government.

The UAE implements a contrasting strategy. The UAE employs broader content
filtering mechanisms to block a more comprehensive range of potentially prob-
lematic content. However, this approach risks inadvertently blocking legitimate
websites based on content analysis. This can have a chilling effect on free speech

and restrict access to information (Palfrey 2005).

Methods: Countries wishing to block access to certain websites can do so in sev-

eral ways:

DNS Filtering - DNS filtering, a method where ISPs configure their servers to pre-

vent requests to specific websites, presents several limitations:
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- Ease of Circumvention: Users can bypass DNS filtering by entering a website’s
IP address directly or utilising alternative DNS servers (l0gic 2005).

- Over-blocking: Blocking an entire domain through DNS filtering also re-
stricts access to all its subdomains, even if they contain legitimate content.
This “over-blocking” can significantly hinder user experience (Zittrain and
Palfrey, n.d.).

- Logistical Challenges: AOLs experience in Pennsylvania exemplifies the
logistical hurdles associated with DNS filtering. Implementing the filter
across its vast network of DNS servers proved impractical (“Why Block by IP
Address?” 2005).

IP Filtering - is a standard method for website blocking employed by governments,
particularly those new to Internet content control. This method involves identifying
the IP address associated with a specific URL (Uniform Resource Locator) and con-

figuring routing equipment to block all traffic directed to that address.

While appealing for its simplicity and speed of implementation, IP filtering suffers

from several limitations:

- Limited Effectiveness: Websites can easily change IP addresses, rendering
the block obsolete.

- Collateral Damage: Blocking an entire IP address can inadvertently restrict
access to other legitimate websites hosted on the same server.

- High Maintenance: Monitoring and updating blocked IP addresses can be re-

source-intensive.

Although a cost-effective initial approach, IP filtering’s limitations necessitate ex-

ploring alternative methods for robust content control strategies.

Even countries with sophisticated Internet infrastructure, such as South Korea
and China, often prioritise IP-based website blocking over more targeted URL
or content filtering methods. This approach prioritises blocking entire websites

associated with a specific IP address, even if it results in the unintended conse-
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quence of over-blocking legitimate content hosted on the same server. While this
strategy aligns with the content control objectives of these governments, it sacri-

fices user access to potentially valuable information.

URL Filtering - offers a more precise approach to website blocking than IP filter-
ing. This method involves examining the requested URL (website address) against
a blacklist and blocking access if a match is found. However, URL filtering pre-

sents significant challenges:

- Technical Infrastructure: Implementing URL filtering necessitates addition-
al equipment or complex router reconfigurations for ISPs. The sheer volume
of hardware required can be cost-prohibitive, potentially leading to perfor-
mance degradation.

- Scalability: The effectiveness of URL filtering diminishes as the number of us-
ers and targeted websites increases. Maintaining an accurate and up-to-date
blacklist becomes a significant technical hurdle.

- Government Control: Effective URL filtering relies on ISP cooperation or gov-
ernment control over these entities. This approach can raise concerns about

censorship and Internet access limitations (Palfrey 2005).

A study cited the inefficiency of IP blocking, highlighting a case where over 3,000
websites were blocked to restrict access to only 31. However, as exemplified by
Saudi Arabia’s delayed public Internet access due to filter implementation chal-

lenges, URL filtering presents its complexities.

Content Filtering - extends beyond website blocking by analysing the nature of

information on web pages. This approach employs various techniques.

- File-TypeFiltering: This method scans requested pages for pre-defined file types,
such as audio or video, to restrict access based on file format rather than content.
- Keyword Filtering: Content analysis can involve searching for specific key-
words within a webpage. While basic, this technique offers some level of con-

trol compared to blocking entire websites.

119



ALMA MATER THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA:
PRESS A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century

- Advanced Content Analysis: More sophisticated content filtering goes be-
yond simple keyword matching. These techniques attempt to analyse a web-
page’s content’s overall meaning and context.

- Link Analysis: This method examines the links on a requested page, assuming
thematic relevance to the content it hosts. This allows for potential filtering
based on the broader website ecosystem.

- Image Analysis: Technological advancements enable the analysis of images’
content, potentially restricting access based on visual elements.

- Profile-Based Filtering: This technique analyses web pages based on pre-de-
fined characteristics associated with specific page types. This allows for tar-

geted filtering within categories like social media or news websites.

Content filtering offers greater precision than website blocking, but it also pre-

sents challenges:

- Accuracy: The effectiveness of content filtering hinges on the accuracy and so-
phistication of the analysis techniques. False positives (inadvertently blocking le-
gitimate content) and false negatives (missing intended targets) remain a concern.

- Complexity: Implementing advanced content filtering requires significant
technical resources and expertise.

- Subjectivity: Defining appropriate filtering criteria can be subjective and raise

concerns about censorship.

Overall, content filtering offers a nuanced approach to content control but re-

quires careful implementation to balance user access with filtering objectives.

Content filtering products offer governments a range of tools to monitor and con-
trol Internet activity:

- User Identification: These systems can identify users by associating their IP
addresses with usernames or personal data.
- Traffic Monitoring: Governments can leverage content filtering products to

monitor Internet traffic through ISPs. This may involve intercepting communi-
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cations (phone calls, emails, web traffic) to track user activity, including web-
sites visited, pages accessed, and files downloaded.

- Content Blocking: The core function of content filtering products is to restrict
access to specific websites, groups of websites, or online activity deemed un-
desirable by the government.

- Data Collection and Analysis: These systems can collect and store data on
user activity, including websites visited, browsing history, and time spent on
specific sites. This data can generate reports and inform further content con-
trol measures.

- User Tracking and Regulation: By monitoring and analysing online activity,
governments can potentially identify and target users for arrest, legal ac-
tion, or other restrictions on their Internet use. Additionally, pressure may be
exerted on ISPs and Internet cafes to enforce government-mandated moni-

toring practices.

Acknowledging the potential downsides of such comprehensive monitoring
and control is essential. These practices raise concerns about user privacy
and freedom of expression. The ability to anonymously access and share in-
formation online is fundamental to a free and open Internet. Content filtering
products can threaten these core principles when deployed without proper

oversight and safeguards.

Website blocking efforts are often met with countervailing measures. Users may

attempt to circumvent restrictions through various methods:

- Anonymized Services: These services allow users to mask their IP addresses,
potentially bypassing filters based on geographical location.

- Proxy Servers: Proxy servers act as intermediaries between users and web-
sites, potentially enabling access to blocked content.

- Virtual Private Networks (VPNs): VPNs encrypt internet traffic and route
it through a remote server, offering another method for bypassing content

restrictions.
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The effectiveness of website blocking strategies is often debated. While such

measures can achieve some level of control, the availability of circumvention

tools highlights the ongoing struggle between content control and user access

to information.

Location: Website blocking and content filtering can be implemented at various

levels:

- End-User (Local): Software installed on individual devices (home comput-

ers, work computers, or public terminals in Internet cafes) can restrict access

to specific content. Users may have some control over blocking parameters,

such as blacklists and whitelists, depending on the software configuration.

This approach is often used to limit access to pornography or other sensitive

content. Some countries mandate the installation of such filtering software

in Internet cafes.
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Organizational (Corporate): Organizations (workplaces, schools, or In-
ternet service providers) can deploy content filtering and blocking mech-
anisms within their networks. This typically involves utilising routers, fire-
walls, or proxy servers. Proxy servers act as intermediaries between users
and websites, allowing easier control and filtering of user requests. Routers
and firewalls can be configured to block access to specific websites or IP
addresses, further restricting potential workarounds (Radding 2004).

National: Governments can implement content filtering and website
blocking nationally. This approach often involves packet filtering, which in-
spects data packets for source and destination IP addresses. By controlling
the flow of data based on IP addresses, governments can block specific
websites or even monitor network traffic for pre-defined keywords. This
national-level filtering raises significant concerns about user privacy and

freedom of expression.
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Regulations

Governments employ various methods to regulate and control online content,
with website blocking and filtering being prominent strategies. Here are two fun-

damental mechanisms:

- State Control of ISPs: In many countries with widespread Internet use, gov-
ernments leverage their influence or direct control over ISPs and telecom-
munication companies to implement content control measures. This control
can persist even after privatisation, as government regulations and laws can
mandate specific actions from ISPs regarding Internet access. This approach
is efficient in regions where governments control traditional media, as existing
infrastructure and regulatory power can readily apply to ISPs. Furthermore,
even in partial privatisation, state oversight of international network access
points often remains (Human Rights Watch 1999d; C. S. Kaplan 1997).

- Regulatory Blockage: Governments can restrict Internet access through leg-
islative and licensing measures. This may involve limitations on obtaining the
necessary equipment or infrastructure to connect to the Internet or enacting

laws restricting online activity.

Government control over online content raises complex questions regarding the
balance between national security, public morality, and freedom of expression.
While governments have a legitimate interest in regulating harmful or illegal con-

tent, overly broad restrictions can hinder access to information and innovation.

The MENAregion has a long history of government attempts to control media con-
tent. This is evident in the early efforts to regulate new communication technol-
ogies. For instance, the government imposed strict restrictions upon introducing
fax machines (facsimile devices) in Syria. Owning a fax machine or even register-
ing a personal computer required approval from military and security authorities.
Syrian citizens initially could not possess fax machines at all. This policy shifted
only when the government acquired technology to intercept fax communications

without disrupting transmissions. Furthermore, authorities could disconnect the
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phone lines of individuals found using fax machines without authorisation (The

Arabic Network for Human Rights Information, n.d.-e).

Many governments worldwide use legal and regulatory frameworks to control
Internet access and content. These regulations often encompass various areas
of law, including media, communication, national security, and Internet use. The

aim is to restrict citizens’ ability to access or publish certain online content.

A particularly stringent approach involves licensing ISPs. Governments can ex-
ert significant influence over the online environment by controlling who can of-
fer Internet access. This approach is exemplified by several countries, including
Burma, Cuba, and North Korea, where the government severely restricts Inter-
net access. In extreme cases, like Burma, citizens face legal repercussions (up
to 15 years in prison) for owning a computer without government registration
(C.S. Kaplan 1997).

Arrests and Harassment - In some countries, governments may use intimida-
tion tactics to discourage citizens from freely using the Internet. This can include
arresting or harassing Internet users to create a climate of fear and self-censor-
ship. While such methods may seem more practical than legal restrictions on on-

line activity, they raise significant concerns (Human Rights Watch 1999d).

- Chilling Effect: The threat of arrest or harassment can have a chilling effect
on free expression. Users may be more cautious about expressing themselves
online, fearing government reprisal. This self-censorship can stifle online dis-
course and limit the free flow of information.

- Human Rights Concerns: Government practices of intimidation and harass-
ment violate fundamental human rights, including freedom of expression and
privacy. These tactics can create fear and distrust, hindering open communi-

cation and civic engagement.

Acknowledging that governments have legitimate interests in regulating certain

online content is essential. However, alternative approaches, such as robust legal
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frameworks and content filtering mechanisms, can be more effective in achieving

these goals without resorting to intimidation tactics.

Economic

Several economic factors limit widespread Internet access in MENA countries
(Kirchner 2001).

- High Equipment Costs: The hardware required for Internet access, often
imported, can be expensive due to import duties or classification as luxury
goods. This puts ownership of computers and mobile devices out of reach for
many citizens.

- Software Costs and Legality: Essential software for Internet use can also be
costly and not readily available through legal channels. This discourages users
who cannot afford licensed software and creates ethical dilemmas for those
considering piracy.

- Expensive Internet Connections: The cost of Internet access, including sub-
scriptions and fees, can significantly burden many people in MENA countries.
This applies even to public Internet cafes, often considered more affordable.
These high costs limit the affordability of Internet access for a large segment
of the population.

- Socioeconomic Disparity: The pricing structures employed by ISPs and me-
dia organisations can exacerbate existing socioeconomic inequalities. Tiered
pricing plans and limited access for lower-income groups can create a digital
divide where certain socioeconomic strata have preferential access to the In-
ternet. This approach has been described as an “acceptable model” for limit-

ing overall Internet access within a population.

Addressing these economic barriers is crucial for expanding Internet access in
MENA countries. Affordable equipment, software, and Internet connection fees
are essential for bridging the digital divide and ensuring equitable access to infor-

mation and communication technologies.
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Religious

Religious institutions and authorities can play a role in limiting Internet access in

some societies. This approach can take several forms:

- Clerical Pronouncements: One of the ways that the government in a tradi-
tional society can limit access to the Internetis through religious restrictions.
Whether through religious orders or calls and warnings from clerics. Some
religious communities view pornography with concern due to its potential
spiritual consequences. An illustrative example is a website called “Hunting
al-Fua’d” (Arabic for “Hunting the Heart”), which discourages pornography
use by warning viewers that such actions will be recorded as harmful deeds
in the afterlife and could lead to shame if death occurs while accessing the
content. According to a user testimonial, encountering such warnings on
“Hunting al-Fua’d” motivated them to stop visiting pornography websites
(Sayd Alfawayid, n.d.).

- Religious Teachings on Online Conduct: Religious authorities may offer
guidance on appropriate online behaviour regarding topics like sexuality and
gender relations. This guidance can range from rulings against pornography
to extreme measures like advocating for complete Internet disconnection to
strengthen one’s faith and resist temptation.

- Gender-Based Restrictions: Religious interpretations can also influence
access based on gender. The example provided mentions a potential ban on
women using the Internet without a chaperone who could “monitor their ac-
tivities.” This approach reflects specific cultural norms and gender roles with-

in a particular religious framework.

A study of various religious websites revealed a range of user queries concerning

Internet use and religious obligations:

- Pornography: Users sought guidance on navigating pornography websites,

particularly for young people (Islam Online 2003b).

126



THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA: ALMA MATER
A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century PRESS

- Internet Cafes: The appropriateness of operating Internet cafes was ques-
tioned, with concerns raised about their potential for “negative purposes” ex-
ceeding positive uses (Islam Online 2005b).

- ISPs and Content Filtering: Users debated the responsibility of ISPs regard-
ing content filtering. One viewpoint argued against censorship, placing the
onus on users to avoid “immoral websites.”

- Gender Representation in Media: The permissibility of publishing magazines
that portray women negatively was another topic of inquiry.

- Marital Issues and Online Behaviour: Users sought guidance on navigating
online behaviour within marriage, specifically regarding online chat and por-
nography use by spouses.

- Overall Attitudes Towards the Internet: The broader question of the Inter-
net’s influence was raised, prompting users to consider whether it represents

freedom or a form of restriction (Islam Online 2004)

Areview of online resources revealed several queries regarding online communi-

cation and relationships between men and women:

- Online Chat: The permissibility of online chat between genders was a topic of
discussion (Islam Online 2005a).

- Muslim Guidelines for Chat Rooms: Specific guidance was sought for Mus-
lims navigating online chat rooms. Tips for Muslims when communicating in
chat rooms (Islam Online 2003a).

- Online Dating and Marriage: Women could register on dating websites and
specify desired qualities in a spouse (Islam Online 2008).

- Restrictions on Online Matchmaking: Users inquired about potential limita-
tions associated with online searches for spouses

- Online Communication within Marriage: The permissibility of using web-
cams for intimate conversations between spouses was explored, mainly when

they are geographically separated.
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Two key questions emerged regarding children’s education and Internet safety:

- Balancing Children’s Awareness and Protection: Users grappled with stay-
ing informed about online content while shielding their parents from poten-
tially harmful material. The question highlighted the difficulty of balancing
children’s knowledge and Internet safety for younger generations.

- Protecting Children from Online Risks: Another concern focused on safe-
guarding children from exploitation on the Internet, particularly in the context
of the proliferation of pornographic websites. This question underscores the
broader issue of online safety for children and the need for parental vigilance

in specific online spaces.

In September 2004, Saudi Arabia’s Grand Mufti issued a religious edict against
exchanging messages on cell phones between young men and women. This
prohibition was reportedly motivated by concerns about potential immorali-
ty and social problems arising from such communication. The Mufti reportedly
cited an incident where girls were photographed without their consent, leading
to what he termed “grave moral harm” to their modesty and dignity. He urged
young women to avoid this “abyss”. He called for a complete ban on such com-
munication, arguing that it was the most effective way to prevent “moral hu-
miliation,” which he perceived as the goal of many young men (“International
Islamic News Agency (IINA) Bulletin” 2004).

The widespread adoption of the Internet in the Middle East presents significant
challenges to established social and political structures. These concerns can be

broadly categorised as follows:

- Moral and Cultural Impact: Some in the region are anxious about the
potential for online content to undermine traditional morality, cultural
values, and religious beliefs. This concern stems from the perception that
the Internet can expose users to ideas and behaviours contradicting estab-

lished norms.
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- Political Change and Legitimacy: Some see the Internet’s ability to facilitate
communication and information sharing as a threat to the existing political or-
der. Governments may fear the Internet could empower dissident voices and
challenge their legitimacy.

- Social Fabric and Change: Another concern is the Internet’s potential to
disrupt traditional social structures and norms. Some worry that increased
online interaction could weaken established social bonds and community

values.

Due to the historically conservative social norms in many Middle Eastern coun-
tries, issues related to sexuality are susceptible. This translates into a heightened
focus on regulating online content, particularly pornography and websites de-
picting sexual activity. Governments often implement website blocking measures
in response to concerns about the potential corrupting influence of such content

on public morality.

It is essential to acknowledge alternative perspectives on these concerns. Some
argue that government restrictions on online content amplify its appeal by cre-
ating a “forbidden fruit” dynamic. They say that open access to information and
diverse viewpoints could be crucial for promoting social progress and responsi-

ble online behaviour.
Press, Personal and Internet Freedom in the MENA -

Researchers have developed various indices to assess press freedom, media free-
dom, and overall levels of freedom in MENA countries. These indices quantify and
compare Internet connectivity and government restrictions on Internet access
across different nations. Some of these indices face limitations due to their re-
liance on a limited set of parameters. These parameters may focus on specific
aspects of Internet freedom rather than providing a more comprehensive picture.

Forinstance:
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Freedom House -

Methodology:

The annual “Freedom of the World” index by Freedom House categorises coun-
tries and territories as “Free,” “Partly Free,” or “Not Free” in terms of overall free-
dom. While relevant, this broad categorisation may not capture each country’s
nuanced variations in Internet freedom. Additionally, the cited appendices (Al
and A2) focus on a specific timeframe (2000-2009) and may not reflect the current

state of Internet freedom in the MENA region.
Conclusions:

1. Limited Freedom: An analysis of Internet freedom in 21 Middle Eastern coun-
tries revealed that none achieved the “Free” designation between 2000 and
2009. Instead, all countries fell into the categories of “Not Free” (68 per cent
average) or “Partly Free” (27 per cent average).

2. Israel as an Outlier: Israel was the sole exception within the region, consist-
ently classified as “Free” throughout the period.

3. Limited Movement: Overall, changes in Internet freedom rankings were rel-
atively minor. Three countries experienced fluctuations between “Not Free”
and “Partly Free” statuses.

4. Stagnation and Decline: A significant majority (62 per cent) of countries re-
mained classified as “Not Free” for ten years. Similarly, 19 per cent remained
“Partly Free” throughout.

5. Lebanon’s Improvement: Lebanon is the only country with consistent pro-
gress. Its ranking improved from “Not Free” (2000-2004) to “Partly Free”
(2005-2009).

6. Regression in Bahrain and Yemen: Both Bahrain and Yemen initially showed
improvement by transitioning from “Not Free” to “Partly Free” in 2002 and 2004,

respectively. However, both countries regressed to “Not Free” by 2009.
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Reporters Without Borders: World Press Freedom Index - Data on press free-
dom in 21 MENA countries was collected from the annual “World Press Freedom”

index published by Reporters Without Borders, which began in 2002.

Methodology:

1. Data Collection: Data points for the 21 MENA countries were extracted from
the annual Reporters Without Borders reports and compiled in Appendix B1.
2. Data Presentation: To facilitate analysis, trends and changes in press free-
dom for these countries have been visualised in three separate charts within
the appendices:
a. Appendix B2: This chart presents data for Algeria, Bahrain, Egypt, Iran,
Iraq, Israel, and the Israeli-Occupied Territories.
b. Appendix B3: This chart focuses on Jordan, Kuwait, Lebanon, Libya, Mo-
rocco, Oman, and Qatar.
c. Appendix B4: This chart displays data for Saudi Arabia, Sudan, Syria, Tuni-
sia, Turkey, the UAE, and Yemen.

Conclusions:

The “World Press Freedom” index by Reporters Without Borders corroborates the
findings of the “Freedom of the World” index regarding the limited press freedom
in MENA countries. However, the Reporters Without Borders data offers a more
nuanced understanding by examining specific trends within each country from
2002 to 2009.

1. Press Freedom Decline in MENA - The analysis reveals a negative trend
across most MENA countries, with nearly all surveyed nations experiencing a
decline in their press freedom ranking between 2002 and 2009.

2. Limited Improvement - Only a few exceptions emerged, with Kuwait, Qatar,
and the UAE demonstrating some improvement in their press freedom rank-

ings during the analysed period.
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Centre for Systemic Peace (CSP) -

The Center for Systemic Peace (CSP) “Polity5 Project” provides data on the level
of autocracy or democracy for countries worldwide from 1800 to 2018. The pro-
ject employs a scoring system where +10 indicates a strongly democratic regime

and -10 signifies a strongly autocratic one (Marshall and Gurr 2020).

Methodology:

1. Data Collection: Data points for the 21 MENA countries were extracted from
the CSP “Polity5 Project” and compiled in Appendix C1.

2. Data Presentation: To facilitate analysis, trends and changes in democrat-
ic characteristics for these countries have been visualised in three separate
charts within the appendices:

a. Appendix C2: This chart presents data for Algeria, Bahrain, Egypt, Iran,
Iraq, Israel, and the Israeli-Occupied Territories.

b. Appendix C3: This chart focuses on Jordan, Kuwait, Lebanon, Libya, Mo-
rocco, Oman, and Qatar.

c. Appendix C4: This chart displays data for Saudi Arabia, Sudan, Syria, Tuni-
sia, Turkey, the UAE, and Yemen.

Conclusions:

An analysis of data from the Center for Systemic Peace (CSP) reveals a predomi-

nance of autocratic regimes in the MENA region.

- Autocracy Prevails: From 2000 to 2009, 76 per cent (16 out of 21) of MENA
countries were classified as autocratic and non-democratic.

- Limited Democratic Representation: Only four countries - Israel, Algeria,
Lebanon, and Turkey - achieved a democratic designation at some point dur-
ing the analysed decade. However, data availability limitations for some coun-

tries may obscure a more nuanced picture.
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- Stagnant or Worsening Regimes: Nearly half (48 per cent) of MENA coun-
tries exhibited no improvement in their democratic character throughout
the period.

- Restricted Regimes: A significant majority (57 per cent) of countries fell with-
in the lowest range of the CSP scale (-6 to -10), reflecting highly restricted and
autocratic forms of governance.

- Limited Signs of Improvement: Only Egypt and Sudan demonstrated any
improvement in their democratic scores despite remaining classified as auto-

cratic overall.

Multiple international indices were employed to assess and rank Internet free-
dom across countries, with data coverage typically spanning the 2000-2009 peri-
od (Lokot and Wijermars 2023):

Ranking/Index Organisation Start-End year
Freedom of the Net Freedom House From 2009
Web Index World Wide Web Foundation 2012-2014
Corporate Accountability Index | Ranking Digital Rights From 2015

Citizen Lab, University of Toronto, Berk-
OpenNet Initiative man Klein Center for Internet & Society, 2007-2013
Harvard University, SecDev Group

Keep It On Internet Shutdowns

Access Now From 2016
Annual Report
Press freedom's digital predators | Reporters Without Borders From 2020
Press freedom predators Reporters Without Borders From 2016

Internet Freedom - Freedom House’s “Freedom on the Net” index, launched in
2009, provides another perspective on Internet freedom in the MENA region. The
initial iteration of this index assessed 15 countries worldwide, including four from
the MENA region:

- Turkey and Egypt: These countries were classified as “Partly Free” regarding

Internet freedom.
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- Iran and Tunisia: These countries were categorised as “Not Free.”

It is important to note that, except for Egypt, these classifications mirrored
the corresponding designations in Freedom House’s “Freedom of the World”
index. While Egypt received a “Partly Free” designation for Internet freedom in
2009, it remained classified as “Not Free” in terms of overall freedom through-
out 2000-2009.
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Chapter 7 - Internet Restrictions in the MENA

The widespread adoption of the Internet presents governments worldwide with
a complex challenge. On the one hand, the Internet offers undeniable benefits,
including democratising information through widespread accessibility across di-
verse communication channels. This accessibility has fuelled a significant infor-

mation revolution.

On the other hand, this same accessibility can be a concern. The Internet pro-
vides unfiltered and direct access to vast information, including content that
some governments may deem undesirable for specific audiences. Examples in-
clude pornography, gambling sites, and violent content. This abundance of po-
tentially harmful material creates complex dilemmas for governments, particu-
larly regarding the appropriate level of Internet regulation and the need, if any, to

control online behaviour.

The challenges of Internet regulation are particularly acute in centralised gov-
ernments lacking individual and media freedoms. These characteristics are often
coupled with a sense of diminished government legitimacy within conservative
and traditional societies. The Middle East is prominently featured in this category,
with many countries displaying these characteristics. Consequently, it is unsur-
prising that this region is well-represented among those perceived as restrictive

of Internet freedom.

Several Middle Eastern countries have implemented various measures to restrict
citizens’ Internet access. These restrictions are motivated by a combination of

political and moral concerns.

- Legislative Controls: Governments have enacted legislation to regulate on-
line activity.

- Content Monitoring and Surveillance: Authorities monitor and supervise
user conduct and online activity. In some cases, this monitoring has led to ar-

rests.
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- Website Blocking and Censorship: Governments have blocked access to spe-

cific websites and censored online content deemed objectionable.

The Facebook website was blocked in Syria because it allows accessible communica-
tion between Syrians and Israelis. The site has been blocked in the country for about
three years. In the UAE, an application enabling acquaintance between spouses was
blocked on the website. Some of the governments have gone one step further, such

as some in North Africa who infiltrated opposition websites and disabled them.

Levels of Internet freedom vary significantly across Middle Eastern countries.
These variations can be partially attributed to a nation’s openness to communi-

cation and its progress towards democratisation.

It is important to note that these variations exist even within countries that em-

ploy tactics like arresting Internet users.
Blocking

An analysis of legislation and Internet testing in MENA countries reveals two pri-

mary categories of website blocking and filtering:

- Political Content: Restrictions on political content emerged as the most con-
sistent form of filtering across the region. This finding aligns with the observa-
tion that “political filtering continues to be the common denominator across
the region”.

- Social Content: The Gulf countries, along with Sudan, Tunisia, Gaza, and Yemen,
implemented stricter social filtering practices. These practices targeted content
deemed socially unacceptable, including pornography, nudity, LGBTQ+ content,

escort services, dating services, and websites displaying revealing clothing.

Interestingly, while most MENA countries acknowledged social filtering, they of-
ten employed obfuscation tactics for political filtering. This involved presenting
users with misleading error messages, making it difficult to discern the valid rea-

son for blocked access (OpenNet Initiative, n.d.-b).
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Bahrain - Following the introduction of the Internet in 1995, Bahraini residents
adopted it as a crucial platform for expression in a context where the government
tightly controlled traditional media outlets. Blogs emerged as a popular forum
for discussing various topics, including domestic politics, and disseminating in-

formation beyond national borders.

However, the Bahraini government exerted significant control over Internet ac-
cess and content. This control manifested in blocking opposition websites and
those deemed to promote sedition or contain offensive material. Government
justifications for these restrictions centred on maintaining public morality and

preventing online content from inciting unrest.

A specific example occurred in March 2002, when the government blocked web-
sites associated with the Bahraini opposition and others accused of “inciting sec-
tarian divisions and containing offensive material”. The Minister of Information
at the time claimed that Bahrain welcomed constructive criticism but would not
tolerate content promoting sectarianism or inciting violence. He further asserted
that only four websites had been blocked and that this number could fluctuate
depending on the content moderation practices employed by the website admin-
istrators. One prominent casualty of these restrictions was BahrainOnline.org, a
highly active website known for facilitating discussions on Bahrain’s social and
political landscape, publishing human rights reports, and offering a forum for us-

ers to exchange information and opinions.

Unlike other countries in the region, Bahrain’s approach to Internet regulation
exhibited a degree of pragmatism. The government appeared to recognise the
Internet’s potential role in fostering economic development and attracting in-
vestment. This awareness was reflected in their decision to refrain from imple-
menting overly restrictive measures. In some instances, the government even
directed citizens towards resources for obtaining filtering software, suggesting a

preference for self-regulation when possible.
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nlike other countries in the region, Bahrain's approach to Internet regulation ex-
hibited a degree of pragmatism. The government appeared to recognise the In-
ternet's potential role in fostering economic development and attracting invest-
ment. This awareness was reflected in their decision to refrain from implementing
overly restrictive measures. In some instances, the government even directed cit-
izens towards resources for obtaining filtering software, suggesting a preference
for self-regulation when possible. The issue of pornography in schools exempli-
fies the government's approach to content filtering. A school official, concerned
about students accessing inappropriate websites in the computer lab, criticised
the Ministry of Education for inadequate supervision. This criticism implied sup-
port for filtering software restricting student access to certain online content.
Furthermore, the official advocated granting Internet access only through gov-
ernment-controlled connections, presumably allowing online activity monitoring
(Bahrain Tribune 2005e).

A 2004-2005 OpenNet Initiative (ONI) test revealed that Bahrain blocked a rela-
tively small percentage of websites - only 8 out of 6,000 tested. Of these blocked
sites, three contained pornographies, while the remainder addressed religious
and political topics deemed sensitive by the Bahraini government (OpenNet In-
itiative 2005a).

It is noteworthy that compared to similar ONI testing conducted in other Arab
countries, Bahrain did not exhibit website blocking in several categories, includ-

ing content related to:

- The LGBTQ+ community

- Regional news sources

- TheBaha'i Faith

- Strong criticism of Islam, Israel, opposition groups, or leaders

- Human rights

While Bahrain’s technical capabilities allow for stricter Internet controls, recent

years have witnessed a trend towards a more symbolic level of website blocking.
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These restrictions appear to be less about hindering citizens’ Internet access and

more about sending a message.

This observation is supported by the limited content filtering observed in the
country and the lack of widespread restrictions on Internet access for citizens.
Furthermore, government officials’ tendency to deflect responsibility for Internet
monitoring and blocking suggests a reluctance to adopt a more aggressive ap-

proach in these areas (OpenNet Initiative 2005a).

Egypt - Like Syria, Egypt faced challenges in maintaining government legitimacy.
However, unlike Syria, where religious factors played a significant role, Egypt’s
primary concern stemmed from the potential threat posed by powerful religious

opposition groups.
Egypt’s approach to the Internet reflected this duality.

- Economic and Technological Ambitions: Egypt aspired to leverage the In-
ternet’s economic and technological benefits. This ambition was reinforced
by Egypt’s position as a leader in the Arab world in terms of communication
and technology. Egypt was among the first Arab countries to connect to the
Internet, driven by the goal of integrating into the global economy. This vision,
championed by the president himself, aimed to establish Egypt as a region-
al Internet hub and software exporter. The government implemented various
measures to achieve this objective, including promoting the domestic tech-
nology market, fostering competition through reduced communication costs,
and launching a government initiative for free Internet access. These efforts
resulted in a significant rise in Internet penetration rates despite the countries’
relatively low human capital base, which continues to hinder broader Internet
use compared to other Arab nations.

- Maintaining Political Stability: Concurrently, the government prioritised
maintaining political stability, even if it meant restricting content deemed
harmful to religion and its values. Government oversight of Internet activity

began as early as 2001, with a focus on filtering content related to:
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- Politics: This included bans on content promoting terrorist organisations, hu-
man rights violations within Egypt, and criticism of senior government officials.
- Religion: This included content addressing Coptic-Muslim relations and

the promotion of modern interpretations of Islam.

Egypt’s Internet regulation approach shares characteristics with Syria and Saudi

Arabia but exhibits unique elements.

- Similarities with Syria: Like Syria, Egypt prioritised monitoring Internet ac-
tivity to safeguard its political system. In both countries, content critical of
the government, human rights abuses, and terrorist organisations was sub-
ject to restrictions.

- Similarities with Saudi Arabia: Egypt, like Saudi Arabia, established a dedi-
cated unit to investigate Internet crimes. Additionally, both countries placed
some responsibility on Internet cafe owners to identify and monitor users.

- Egyptian Uniqueness: Egypt’s approach diverged from Saudi Arabia’s focus
on religious content. The Egyptian government restricted content related to
interfaith relations and specific interpretations of Islam, reflecting its con-
cern about challenges posed by religious opposition groups. Furthermore,
unlike Saudi Arabia, which primarily targeted “immoral” content, Egypt
maintained relatively high Internet access costs, potentially limiting Internet
penetration.

While Egypt’s Internet regulation exhibits some overlap with Syria and Saudi Ara-
bia, its specific focus on religious content and its economic approach to Internet

access distinguish it as a unique case.

Jordan - Jordan’s approach to Internet regulation has been characterised by a
degree of tolerance compared to its control of other media outlets. This stance
has drawn criticism from conservative elements within the country who advocate
for blocking pornography and gambling websites. Despite this pressure, the Jor-
danian authorities have generally granted preferential treatment to the Internet

regarding content restrictions.
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Two events exemplify this distinction:

- 1998 Magazine Ban and Online Availability: In 1998, Jordanian authorities
banned the import of the London-based magazine “Al-Quds al-Arabi,” citing
articles deemed critical of the government. However, the magazine’s full text
remained accessible online, with advertisements for the website appearing in
Jordanian newspapers. This incident highlights the government’s seemingly
relaxed approach to online content compared to traditional print media (Hu-
man Rights Watch, n.d.-b).

- 2002 Blocking of Anti-Government Website: A notable exception to this
trend occurred in 2002, when Jordanian authorities blocked access to “Arab
Times,” an anti-government website. This action suggests that the govern-
ment retains the capacity to restrict online content, particularly when it per-

ceives a direct threat to its authority (Gomes 2002).

Jordan’s Internet regulation exhibits a more nuanced approach than other coun-
tries in the region. While some level of content control exists, the government
generally displays greater tolerance for online content than for content dissemi-

nated through traditional media channels.

Iran - Iranian authorities justify Internet censorship as a means of safeguarding
public morality. However, this justification has been accompanied by a growing
focus on restricting political content. Iran currently implements a policy to limit

Internet access, with specific categories of websites targeted for blocking.
These blocked categories include:

- Pornography: Consistent with the stated goal of moral protection.

- Reformist Party Websites: Indicating an effort to control political discourse
online.

- News and Religious Websites: Suggesting broader censorship beyond purely
political content, although the specific criteria for blocking in these categories

are unclear.
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- Women’s Rights Websites: Highlighting potential restrictions on content re-

lated to social issues.

The Iranian government implements a multi-faceted strategy to regulate Internet
access and user activity. These restrictions have positioned Iran among countries
perceived as hostile to Internet freedom. The intensity of these restrictions ap-
pears to correlate with national election cycles, with periods of heightened filter-

ing observed around:

- Local council elections in February 2003

- Parliamentary elections in February 2004

- Presidential elections in June 2005

- Local council and Assembly of Experts elections in December 2006

- Presidential elections in June 2009

Estimates of the number of websites blocked by Iran vary considerably. Sources
from the early 2000s suggest a range of 10,000 to 15,000 blocked sites. However, a
mid-2004 report claimed that Iran blocked over 100,000 foreign and 200 domestic
websites. This significant discrepancy highlights the difficulty of obtaining relia-

ble data on Internet filtering practices in Iran.

The process of website blocking reportedly involves the Iranian government
transmitting lists of targeted sites to local communication companies, who then

relay these instructions to ISPs within the country.
Iranian authorities block a wide range of websites, including:

- News websites

- Blogs

- Online communities

- Pornography websites

- Websites of reformist groups

- Websites addressing women’s rights issues
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Interestingly, websites containing Farsi (Persian) content appeared more suscep-
tible to blocking than identical content in English (Persian Journal 2005b; Open-
Net Initiative 2004a).

This observation is supported by Iranian blogger Hossein Derakhshan’s (hoder.
com/weblog) claim that Iran does not have a specific policy targeting English-lan-

guage websites. Derakhshan cites two pieces of evidence:

- The occasional lifting of blocks on some English-language websites after a
short period.
- The accessibility of certain websites in English while their Farsi counterparts

remain blocked.

These observations suggest a degree of inconsistency in Iran’s website-blocking

practices. The rationale behind this inconsistency, however, remains unclear.

Iranian authorities implemented website blocking measures to target a variety of

content, including:

- Reformist Party Websites: The online sphere mirrored the competition be-
tween political conservatives and reformists in Iran. During election cycles,
websites associated with reformist parties were frequently blocked. Examples
include website blocks preceding the 2003 local council elections, the 2004
parliamentary elections, and the 2006 local council and Assembly of Experts
elections. These blocked websites sometimes included content critical of the
government’s treatment of women.

- Foreign Websites: Foreign websites were also blocked, particularly those per-
ceived as promoting viewpoints critical of the Iranian government (BBC News
2003; Scullion 2003a). Early targets included Voice of America and Farda Radio
websites, known for broadcasting in Farsi and catering to Iranian audiences.
In the lead-up to the 2006 local council elections, reports indicated blocking
several Western websites, including Amazon, YouTube, Wikipedia, IMDB, and
the New York Times (Tait 2006).
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The rationale behind website blocking in Iran sometimes appeared inconsist-
ent. For instance, some blocked English-language websites were occasionally
unblocked after a short period. Additionally, certain websites remained accessi-
ble in English while their Farsi counterparts were blocked. These inconsistencies

highlight the complexity of Iran’s Internet filtering practices.

The Iranian government’s approach to website blocking lacked complete trans-
parency. In July 2003, a list allegedly containing dozens of targeted political web-
sites, blogs, and circumvention tools reportedly circulated, instructing Internet
and content providers to block them (EDITOR: MYSELF 2003).

However, the effectiveness of these blocking efforts remained unclear. Testing
conducted in August 2003 revealed discrepancies between reported blocked

websites and actual accessibility (The Hacktivist 2003).

A more extensive experiment in October 2005 identified 718 blocked websites out
of 3,146 tested in Iran. This included:

- 129 out of 643 blogs: Suggest filtering online political discourse.

- 21 outof 54 opposition websites: Highlighting the government's targeting of
content critical of the regime.

- 16 out of 40 anonymity services: Indicating an interest in restricting access

to tools that could circumvent online censorship.

Recognising the growing influence of user-generated content on blogs, Iranian
authorities implemented measures to restrict access to platforms that facilitated
blogging activity. In August 2005, the local communications company reportedly
directed ISPs within the country to block access to “blogrolling.com.” This web-
site was a popular tool for bloggers to track updates on other blogs, making it a

valuable resource for the Iranian blogging community (Stop Censoring Us 2005a).

Irag - A 2006 test conducted at the Internet service provider Uruklink did not de-
tect any evidence of Internet filtering in Iraq during that period. Furthermore, no

documented government activity was aimed at restricting unrestricted Internet
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access within the country during the second half of the first decade of the 21st
century (2004-2006). However, it is essential to note that the absence of evidence
for filtering in 2006 does not guarantee complete Internet freedom throughout

the entire timeframe (OpenNet Initiative 2007; Hassan 2005).

Qatar - The Qatari government officially prohibits website blocking or content
censorship. This stance is supported by the fact that Qatar boasts relatively high
Internet accessibility for users in the MENA region, with pornography being the
primary category of blocked content (The Arabic Network for Human Rights Infor-
mation, n.d.-d). However, there have been allegations of a more nuanced reality.

These allegations suggest that Internet filtering may occur through:

- Blacklists: A list of prohibited websites potentially maintained and updated
by the Qatari Telecommunications Company (Q-Tel).

- Filtering Software: Software designed to restrict access to unwanted web-
sites.

- ISP Monitoring: Potential government oversight of private Internet service

providers.

Uncertainties and Inconsistencies: Reports also suggest inconsistencies in any

potential filtering practices. These inconsistencies may manifest in the following:

- Temporal Fluctuations: Websites blocked at one point may become accessi-
ble later due to external pressure.
- Geographic Variations: Blocking practices may differ depending on the ISP

used and the user's location within Qatar.

The available information regarding Internet censorship in Qatar presents a
mixed picture. While the government officially rejects censorship, some evidence
suggests a more restrictive approach may be implemented, with potential incon-

sistencies in its application.

Libya - The growing popularity of the Internet in Libya coincided with a height-

ened awareness of its potential among opposition groups. These groups recog-
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nised the Internet’s value as a communication tool, enabling them to connect

with various parties domestically and internationally.

The rise of Internet use in Libya prompted a response from the authorities, who
implemented stricter regulations on online activity. These restrictions were so
severe that Libya was classified as one of the world’s 15 worst offenders regarding
Internet freedom (Reporters Without Borders 2005g).

Saudi Arabia - Saudi Arabia exhibits significant restrictions on freedom of ex-
pression in traditional media and online. The country consistently ranks among
the lowest in press freedom within the MENA region, often placing alongside Iran
and Libya at the bottom of these rankings. Similarly, Saudi Arabia is positioned

among the world’s worst offenders regarding Internet freedom.

Focus on Religious and Moral Content: The primary justification for Internet
monitoring in Saudi Arabia stems from religious and cultural concerns rather
than a focus on political opposition. This approach reflects the tension within the
Saudi government between upholding traditional values and embracing the po-
tential benefits of widespread Internet access. Unlike the Syrian regime, which
prioritises economic benefits over political considerations, Saudi Arabia prioritis-
es protecting its citizens from perceived social challenges that could undermine

religious and moral values.

Focus on Content, Not Political Dissent: Consequently, Internet censorship in
Saudi Arabia primarily targets content deemed religiously or morally offensive, as

opposed to content critical of the government itself.

In 2004, Saudi Arabia implemented one of the world’s most extensive Internet
filtering systems. Official statements claimed that nearly 400,000 web pages were
blocked, with the goal of “protecting citizens from offensive content and content
that violates the principles of Islam and the social norms” (Reporters Without
Borders 2004c).
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This approach reflects a broader challenge many conservative regimes face in the
digital age: balancing traditional censorship practices with the desire to partici-
pate in the global information society. The effectiveness of Saudi Arabia’s filtering
and monitoring measures in achieving their stated goals remains unclear. Some
critics argue that these measures aim to restrict access to “inappropriate” mate-

rials and create the illusion that such content is entirely unavailable online.

Saudi Arabia’s Internet censorship extends beyond pornography. The govern-
ment also restricts access to websites that address sensitive topics or potentially

conflict with religious or social norms. These categories include (Whitaker 2003):

- Women’srights
- Civil liberties
- LGBTQ+issues

- Non-Islamic religions

The terrorist attacks of September 11, 2001, perpetrated primarily by Saudi na-
tionals, triggered a significant shift in public discourse within the country. In the
wake of these attacks and a subsequent wave of internal terrorism, discussions
surrounding religious extremism, societal violence, terrorism, and incitement

rose to prominence.

This newfound openness manifested in public forums beyond traditional media
outlets. These discussions, characterised by a willingness to confront sensitive
topics and challenge conventional norms, represented a poignant and honest at-
tempt to grapple with complex issues. However, a reluctance to directly criticise

the government or its leadership remained evident.

The Internet Service Unit (ISU) is the primary body responsible for Internet cen-
sorship in Saudi Arabia. This entity manages the country’s technical infrastruc-
ture, including the “.sa” country code top-level domain. Furthermore, the ISU’s
control over the gateway used by all ISPs in the country grants it broad monitor-

ing capabilities over online activity within Saudi Arabia.
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Content Filtering and Blocking: The ISU implements content filtering and block-

ing through intermediary proxy servers between Saudi and global Internet users.

These proxy servers intercept website requests from local ISPs, filtering or block-

ing them based on a regularly updated list of prohibited website addresses.

Rationale and Oversight: The stated justification for blocking websites centres
on content that violates Islamic traditions or national regulations. A committee
overseen by the Minister of the Interior reportedly selects websites for blocking
and supervises the overall process. The King Abdullah City for Science and Tech-
nology (KACST) has also been authorised to block pornography websites directly.
However, blocking other websites remains less transparent, with security agen-

cies sometimes issuing direct blocking instructions to the ISU.

Transparency Claims: Despite this lack of transparency in certain areas, Sau-
di Arabia’s Internet monitoring and filtering policy is relatively straightforward.
Users encountering a blocked website reportedly receive a notification and may

even suggest websites they believe merit blocking to the ISU.

Alongside Internet censorship efforts, Saudi authorities have undertaken initia-
tives to close Internet cafes. An April 2005 report documented the closure of 25
Internet cafes within a single neighbourhood. These closures were reportedly
part of a broader operation targeting criminal activity in the area, which included

apprehending drug dealers and pickpockets.

The mechanism - According to Brian Whitaker, Saudi Arabia’s Internet content

filtering system reportedly operates in two stages (Whitaker 2000):

1. Initial Filtering: Upon receiving a user’s request for a webpage, the King
Abdullah City for Science and Technology (KACST) system automatically
evaluates the content against a predefined list of approximately 30 blocking
categories. Approved pages are cached within the system’s memory to avoid

excessive delays caused by repeated evaluations of the same content.
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2. Content Caching: When a user requests a previously approved website, the
system retrieves the cached copy stored on its special servers instead of
directing the request to the original website. This approach expedites ac-
cess to frequently visited websites by eliminating the need for real-time

content evaluation.

Ina unique approach, the Internet Service Unit (ISU) established an email address
(abuse@isu.net.sa) and an online form for users to report websites they believe
warrant blocking. This initiative reportedly receives hundreds of daily inquiries

from a dedicated team within the ISU.

The level of public participation appears to be significant, although not always
aligned with the authorities’ decisions. For instance, news reports documented
the dissatisfaction of some citizens whose requests to block a website teaching

“sorcerers, spells, and fortune-telling” were not fulfilled.

The content - The Internet Service Unit (ISU) filters and blocks websites across

various categories:

- Sexual Content: This includes websites with explicit sexual content and those
associated with the LGBTQ+ community.

- Political Content: Website censorship has targeted political opposition for
many years. Examples include the Movement for Islamic Reform (MIRA) web-
site (miraserve.com), which has been blocked almost since the Internet arrived
in Saudi Arabia. Similarly, websites advocating democratic reforms have been
blocked, such as saudhouse.com (since 1999), belonging to the Committee
against Corruption in Saudi Arabia. The censorship extends beyond direct op-
position to include websites promoting reformist views, even if not explicitly
critical of the government.

- Religious Content: To maintain a state-sanctioned interpretation of Islam,
the ISU blocks websites associated with Shia Islam (e.g., shiaweb.org, yaho-
sein.com, alshi3i.cjb.net) and those offering alternative interpretations to the

dominant Wahhabi school of thought, including Sufi and Ismaili websites.
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Human Rights Content: Websites promoting human rights are also subject
to blocking, including the Association for the Protection of Human Rights
websites in the Kingdom of Saudi Arabia and The Arabic Network for Hu-
man Rights Information (HRinfo). A further example is the blocking of the
Jordanian website amanjordan.org (August 5, 2003) due to articles on vio-
lence against women in Saudi society. This block was only lifted in Septem-
ber 2003 (Bashtahi 2003).

Economic Content: The ISU has also implemented website blocking, motivated

by financial considerations. For instance, the websites of competing telecommu-

nication companies are blocked to maintain the government-owned company’s

monopoly in the telecommunications market. This approach is justified by the

argument that services like Internet telephony (VOIP) could harm the revenue of

state-controlled communication companies.

A three-year study by the OpenNet Initiative examined the nature of website

blocking in Saudi Arabia, analysing approximately 60,000 website addresses. The

study revealed the following breakdown of blocked website categories (Report-
ers Without Borders 2004c¢):

Pornography: This category exhibited the highest blocking rate, with 98 per
cent of tested websites inaccessible. The Saudi government’s sensitivity to
pornography is further evidenced by the ISU’s independent identification and
blocking of new pornographic content at a significantly faster rate than the
update frequency of the American filtering software used by the system.
Gambling: Websites associated with gambling were blocked in 93 per cent
of cases.

Drugs: Websites related to drugs were blocked in 86 per cent of cases.
Religious Conversion and Circumvention Tools: Websites promoting re-
ligious conversion and those offering tools to bypass Internet filtering were

blocked in 41 per cent of cases
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The OpenNet Initiative study also revealed the distribution of blocking efforts
across different website categories. Significantly lower blocking rates were ob-

served for:

- LGBTQ+ Content (11 per cent)

- Political Content (3 per cent)

- Israel-Related Content (2 per cent)

- Religious Content (Less than 1 per cent)
- Alcohol-Related Content (1 website)

These findings suggest a more targeted approach to website blocking than
previously assumed. The data may indicate that, beyond pornography, most
blocking actions stem from user reports to the authorities, resulting in a fo-
cus on specific content deemed inappropriate rather than a comprehensive

filtering strategy.

However, the study also identified instances of over-blocking, potentially linked

to the heightened sensitivity surrounding pornography within Saudi Arabia.

Syria - The OpenNet Initiative, an organisation advocating Internet freedom,
has designated Syria the “biggest prison in the Middle East” for Internet users
and bloggers (2007). In 2009, the organisation also ranked Syria among the ten
worst countries globally for bloggers. These designations reflect the Syrian
government’s harsh treatment of online activity, including the detention and
imprisonment of users for several years in some cases (Committee to Protect
Journalists 2009).

Government Control and Monitoring: An essential element of Syria’s Internet
censorship strategy hinges on the government’s control over the two primary ISPs
operating in the country. This control enables the authorities to monitor Internet

traffic, including email messages, to identify and track users’ online activity.

The Syrian authorities maintain a continuously expanding blacklist of websites

deemed inappropriate for access. These websites fall into two primary categories:
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- Morally and Religiously Objectionable Content: This category encompass-
es websites offensive to local moral and religious values and traditions, such
as pornography.

- Politically Dissenting Content: Websites categorised as “hostile” target the

Syrian regime’s legitimacy and are subject to blocking.

Internet cafes in Syria have reportedly served as a means for some young peo-
ple to access pornography, a category of content restricted by the government.

Some cafe owners have even cited this usage as a significant source of income.

A reporter’s account from a Damascus Internet Cafe suggests a prevalence of
young users, with estimates claiming that 90 per cent fall within this age group.

However, it is essential to acknowledge that this is a single anecdotal account.

The potential for accessing restricted content through Internet cafes has re-
portedly led some parents to cancel Internet subscriptions and increase their
supervision of children’s online activity. In response, the Ministry of Communi-
cations has disseminated messages through media outlets, possibly reflecting
parental concerns, urging vigilance and caution when using the Internet (The

Arabic Network for Human Rights Information, n.d.-e).

The Syrian government’s blacklist of “hostile websites” encompasses a broad range

of content deemed critical of the regime or its policies. This category includes:

- Israeli Websites: All websites with the “.il” domain extension are blocked,
along with websites hosted outside of Israel but associated with the country.

- Human Rights Websites: Organizations promoting human rights, such as
the Syrian Human Rights Committee (shrc.org) based in London, are subject
to blocking.

- Minority Websites: Websites affiliated with the Kurdish minority and those

providing information about their situation are also blocked.
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- Dissenting Media: Local and international websites offering news and arti-
cles critical of Syrian government actions and opposition websites are tar-
geted for blocking.

- Webmail Services: Certain webmail services have also been blocked in Syria.

Like Internet censorship practices in other MENA countries, Syria’s website
blocking policy fluctuated over time, with periods of stricter or looser controls.
Rorts suggest that “the policy of blocking websites narrowed and expanded
from time to time” (Gooya news 2004; The Arabic Network for Human Rights

Information, n.d.-e).

While Syria and Saudi Arabia restrict Internet access, the underlying motiva-
tions differ. In Syria, the government’s censorship efforts likely stem from con-
cerns about maintaining regime stability and controlling dissent. In contrast,
Saudi Arabia’s focus seems to be on preserving traditional moral values and

religious principles.

Government Control and Monitoring: Both countries delayed introducing pub-
lic Internet access until they established technological capabilities for monitoring

online activity and identifying problematic users.

Western Service Restrictions: In addition to government-imposed website
blocking, some Western companies have also restricted access to their services
in Syria. For instance, LinkedIn temporarily blocked access in April 2009, citing
human error, but lifted the ban shortly after that due to user protests, including
those expressed on Twitter. However, other companies, such as Google and Sun
Microsystems, have implemented more permanent restrictions on specific ser-

vices, citing compliance with US regulations on trade with Syria.

Tunisia - Similar to other countries in the region, criticism of the government
is a sensitive topic for Tunisian media, including online platforms. The gov-
ernment has implemented measures to restrict access to critical or political-

ly sensitive websites. The nature and extent of these restrictions remain un-
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clear, although filtering software like SmartFilter (used by Iranian authorities)

may be employed.

A 2005 analysis suggested that Tunisia may utilise SmartFilter software for web-
site blocking. However, unlike other countries that employ this software, Tuni-
sia reportedly does not display a notification page informing users of blocked
content. This lack of transparency makes it difficult for users to distinguish be-
tween blocked websites, technical difficulties, and unavailability (Reporters
Without Borders 2004b).

Reports indicate that website blocking in Tunisia extends to various categories,

including:

- Local and foreign news websites
- Websites of local and foreign human rights organisations

- Websites associated with opposition groups

Additionally, some webmail services, such as Hotmail, have reportedly been sub-
ject to blocking in the past. The justification for blocking these services may be
related to the perceived challenges associated with monitoring traffic on such

platforms compared to email services like Outlook Express.

Two independent analyses conducted in September 2005 shed light on the extent

of website blocking in Tunisia.

- Private ISP Test: A private ISP test examined 1,947 websites within Tunisia. The
results indicated that 184 websites (approximately 9.5 per cent) were blocked.
Additionally, 39 out of 48 proxy servers (81 per cent) were found to be inaccessi-
ble, potentially hindering attempts to circumvent Internet restrictions.

- OpenNet Initiative (ONI) Study: In the same year, the ONI also conducted a
website blocking analysis in Tunisia. Their investigation tested 1,923 websites,
revealing that 187 (approximately 9.7 per cent) were blocked. The study fur-
ther found that 95 per cent of tested pornography websites and 87 per cent of

websites facilitating anonymous Internet access were blocked.
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These analyses suggest that website blocking in Tunisia in 2005 primarily target-

ed pornography and tools for bypassing Internet censorship.

United Arab Emirates - The UAE filters and blocks websites primarily for cultural
and religious reasons, with political and media considerations playing a lesser
role. This approach may seem contradictory given the UAE’s aspirations to be-
come the economic and technological leader of the Middle East, actively promot-
ing the IT industry and Internet access.

However, the UAE government appears to be balancing technological advance-
ment and preserving traditional societal values. Some segments of Emirati so-
ciety are concerned that unfettered cultural openness could undermine Islamic
principles and empower political extremists. Website blocking thus serves as a

tool to manage this perceived tension.
The UAE prioritises website filtering based on concerns related to:

- Pornography

- Gambling

- Homosexuality

- Interfaith relationships

- Religious conversion (mainly targeting Muslims)
- Activities of extremist groups

- Criticism of Islam

- Political criticism of the government

An analysis of website accessibility within the UAE suggests that approximate-
ly 15.4 per cent of tested addresses were blocked. This filtering is reportedly
achieved through a centralised system utilising SmartFilter software, similar to

the filtering systems employed by Iran, Tunisia, and Saudi Arabia.

Most of the blocked sites are pornography, gambling, hacking, alcohol, an-
onymised services, religious conversion, matchmaking sites in the English lan-

guage and sites with the .il suffix. It can also find a blanket blocking of sites that
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contain the word fuck regardless of the nature of the site. Because of this, pages
and websites that have nothing to do with the stated goals of the UAE in blocking

sites are blocked.

In July 2005, the UAE blocked access to the Armenian news website Hetq Online
(hetg.am). This action stood out because the UAE tolerated websites critical
of its internal politics and news. The block seemingly stemmed from an arti-
cle Hetq published that exposed the trafficking of Armenian women into the
UAE. Users attempting to access the website from within the UAE encountered a
message stating: “Sorry, the site you are trying to connect to has been blocked
because of content which infringes religious, political, cultural and moral val-

ues in the United Arab Emirates.”

The UAE’s blocking of Hetq Online in 2005 demonstrates two points. First, it
confirms the UAE’s practice of website censorship. Second, it reveals a degree
of transparency as users receive a message explaining the block. This contrasts
with some countries where users encounter inaccessible websites without any
explanation, leaving them unsure if the site is blocked or malfunctioning (Report-
ers Without Borders 2005d).

Self-Censorship

Etisalat, the dominant communications company in the UAE, operated through
its subsidiary EIM. While EIM theoretically facilitated easier monitoring of on-
line activity, there was no evidence of this being actively practised. However, a
combination of strict social and political limitations, coupled with the potential
for email and online monitoring, fostered a culture of self-censorship among In-
ternet users. This self-censorship extended to topics deemed sensitive, includ-
ing religion, morality, government allies, and members of the ruling families.
Local journalists practised self-censorship, and foreign residents depended
on state-issued work permits for their livelihoods (Human Rights Watch 1999c;
OpenNet Initiative 2005b).
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The UAE prioritised website censorship for content deemed critical of Islam, tar-
geting Muslims (although English-language Christian websites remained accessi-
ble), and discussions of homosexuality in the Middle East. Interestingly, author-
ities did not appear to identify and block all potentially objectionable content
systematically. For instance, they made few attempts to block Arabic-language
matchmaking sites, even those containing content about Israel (including Israeli

sites without the “.il” suffix) or references to the “.il” domain itself.

The Reporters Without Borders organisation did not classify the UAE as either an “En-

emy of the Internet” or a nation requiring Internet surveillance due to resistance.

Despite claims that censorship targeted only pornography, the UAE shared sim-
ilarities with Saudi Arabia in its online content restrictions. Both countries re-
stricted websites deemed harmful to their values and culture, including those
promoting pornography, disrespecting Islam or its holy sites, criticising govern-

ment officials, disrupting public order, or inciting violence.

Lack of uniformity in blocking websites in the same country - There are many

examples of the phenomena of geographical unevenness in the blocking of websites:

- Iran - Concerns arose about the lack of uniformity in website blocking in Iran.
A senior official from Delta Global, a local company that won a government
tender to manage the Internet censorship system, expressed a desire to cen-
tralise the filtering system. He argued that the existing system, managed by
hundreds of ISPs, resulted in inconsistencies. Websites could be accessible in
one city but blocked in another (Reporters Without Borders 2005f). A possible
explanation may be found in the following remark: “Not only has its approach
been scattershot, diffused across duplicative and often competing power cen-
tres, but it has also often been reactive as it seeks to address problems posed

by the public embracing new technologies” (Rubin 2019).

- Saudi Arabia - Saudi Arabia’s website blocking practices exhibited incon-

sistencies. Evidence existed of previously blocked sites becoming accessible
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again, and conflicting reports emerged regarding the status of specific web-
sites (TheHacktivist 2003; Miller 2004). Users could sometimes access certain
services within a blocked website while the rest remained inaccessible. Occa-
sional technical failures even allowed access to all typically blocked sites. A
foreign reporter in Riyadh described the censorship system as “clumsy”. He
highlighted the challenge for users seeking current news due to the slow up-
date of cached content, citing outdated BBC information as an example. Fur-
thermore, the system failed to block intrusive marketing messages displayed

in pop-up windows despite their seemingly censorable nature (Whitaker 2000).

Additionally, reports suggested a gradual increase in the availability of

non-Muslim religious websites compared to the past (Miller 2004).

In 2003, Saudi Arabian authorities appeared to exercise discretion in website
blocking, considering international requests. They blocked GayMiddleEast.
com in June but lifted the restriction a month later following a request from
the International Press Freedom Organization. The organisation reportedly
argued that the website did not contain pornography after a review by Saudi
authorities (IFEX, n.d.).

- United Arab Emirates - A study in the UAE revealed inconsistencies in website
blocking across different communication networks. The study compared the fil-
tering results of two networks, particularly regarding websites originating from
Israel. The discrepancies likely stemmed from variations in the filtering software
version or its configuration. The study also aimed to analyse these differences
across various blocking categories comprehensively. However, the specific de-

tails of this breakdown were not provided (OpenNet Initiative 2005b).

Pornography - Across the Middle East, website blocking practices varied in their
focus. Some countries, like Egypt and Syria, prioritised blocking politically sen-
sitive content. Others, particularly Gulf nations and Saudi Arabia, focused on re-
stricting access to socially sensitive material. However, officially, most countries
aimed to limit access to pornography.
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Analyses revealed a range of approaches. Algeria, Jordan, and Lebanon rarely
blocked websites containing pornography. Egypt implemented limited block-
ing but focused its Internet police on monitoring users who accessed such sites.
Tests in Iraq did not detect website blocking, although reports suggested a sin-
gle cellular network operator in Basra independently censored violent and por-

nographic content.

Finally, some countries like Libya and Morocco prioritised blocking opposition

websites and news content.

Across the Middle East, website blocking practices varied in their focus. Some
countries, like Egypt and Syria, prioritised blocking politically sensitive content.
Others, particularly Gulf nations and Saudi Arabia, focused on restricting access
to socially sensitive material. However, most countries, at least officially, aimed

to limit access to pornography.

Analyses revealed a range of approaches. Algeria, Jordan, and Lebanon rarely
blocked websites containing pornography. Egypt implemented limited block-
ing but focused its Internet police on monitoring users who accessed such sites.
Tests in Iraq did not detect website blocking, although reports suggested a sin-
gle cellular network operator in Basra independently censored violent and por-

nographic content.

Finally, some countries like Libya and Morocco prioritised blocking opposition
websites and news content (vigilant tv 2002).

Website blocking in the Middle East encompassed various content categories
beyond pornography. Tunisia, for instance, blocked a wide range of websites in
2005, including those related to human rights, opposition groups, and news out-
lets, alongside a significant portion (95 per cent according to a 2005 test) of por-

nography sites.

Similar restrictions on pornography emerged in other countries. Hamas in the

Gaza Strip reportedly ordered a local Internet provider to block such websites in
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2008 (Reuters 2008). Iran has also maintained a long-standing focus on blocking
pornography. A regional network was shut down in 1995 due to concerns about
its use for sex chat (Human Rights Watch 1996), and government officials have
consistently defended website-blocking policies targeting “pornographic and im-

moral” content (Scullion 2003b).

Syrian website blocking targeted two main categories: content deemed harmful
to society and morality (primarily pornography) and content critical of the state
and government (opposition, human rights, and news websites). Public exposure
to pornography reportedly led to a rise in parental concern. Parents cancelled
subscriptions and increased supervision of their children’s Internet usage. The
Ministry of Communications, possibly responding to this public pressure, issued
warnings about the need for vigilance and caution online (The Arabic Network for

Human Rights Information, n.d.-e).

Saudi Arabia implemented a website blocking system that focused heavily on
content deemed immoral, particularly pornography. The Internet Service Unit
(ISU) was responsible for blocking pornographic websites, achieving a near-per-
fect success rate in tests. This censorship was stricter than for other categories.
The ISU reportedly based its actions on targeted monitoring and public reports
of inappropriate websites. However, Saudi Arabia’s emphasis on moral control
sometimes led to over-blocking, resulting in the censorship of websites with inof-

fensive content.

An analysis in Bahrain found that website blocking for morality, religion, and pol-
itics was uncommon. However, a specific incident highlighted public concerns
about online pornography. Students accessed such websites from a school com-
puter lab, causing tension. The school criticised the Ministry of Education for in-
adequate supervision and urged them to implement solutions, such as blocking

software, to prevent inappropriate computer use in the lab.

Social Networks - The rise of social media coincided with increased Internet ac-

cess, fundamentally changing how citizens receive and transmit information.
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These platforms allowed users to bypass government restrictions on free speech

and engage with various organisations. Consequently, online pressure groups

emerged, advocating for social and economic reforms within the country.

Facebook - In Syria, hundreds of Facebook groups focused on various topics
emerged, attracting memberships ranging from a handful to several thousand.
These groups catered to diverse interests like tourism, student life, business,
technology, arts, music, cars, and sports. They served both Syrian residents
and the diaspora, fostering a sense of community.

Beyond social interaction, Facebook groups in Syria functioned as platforms
for online activism, sometimes leading to real-world change. A public outcry
erupted on Facebook regarding child sexual exploitation after the rape of
a young girl. This online campaign fuelled a public debate and potentially
influenced the authorities. Similarly, an online fight against a proposed mar-
riage law, believed by some to be instrumental in its cancellation, highlight-
ed the groups’ influence. Facebook activism even extended to advocating
for lifting website restrictions and a personal appeal to the president by one
group. Locally, bloggers used Facebook to call for a boycott of cellular pro-
viders due to high costs and poor service quality. Additionally, Syrian groups
campaigned for the release of detained bloggers, expressing protest against
government actions.

In 2009, the Syrian government escalated tensions with Facebook, calling for
a boycott of the platform. This move stemmed from Facebook’s decision to
designate the Golan Heights as part of Israel and register users from these
settlements as Israeli residents. The Syrian government had previously con-
sidered these users Syrian residents. Reports also indicated plans to block
Facebook entirely within Syria. However, the website had already been inac-
cessible for roughly two years. This broader Internet censorship effort also
targeted other social networking sites and tools that allowed users to cir-
cumvent government restrictions, including those facilitating anonymous

Facebook access.
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YouTube - Since its launch in 2005, YouTube has faced frequent website block-
ing in many countries worldwide. The platform’s reliance on video content
makes it susceptible to hosting material deemed offensive from religious,
moral, cultural, or political perspectives. Consequently, several Arab and Is-
lamic countries have implemented various forms of YouTube censorship.
Several Arab and Islamic countries have censored YouTube content that is
deemed objectionable. The UAE blocked the platform in mid-2006 following
a seven-part documentary exposing a prostitution ring involving Armenian
women in Dubai. Iran followed suit in December 2006, citing concerns about
immoral content on YouTube and other video-sharing websites (Tait 2006). In
Egypt, reports emerged in November 2007 of a local user’s YouTube account
being blocked (Al Hussaini 2007). Similarly, Morocco blocked YouTube for five
days in May 2007 in response to videos critical of the government’s treatment
of the people in Western Sahara (MOTIC 2007). Syrian authoritiesimplemented
a series of YouTube blockages in the second half of 2007. All Internet providers
blocked the site in late July, resulting in a blank page upon attempted access
(Moey 2007). This initial block was followed by another targeting a specific vid-
eo in late August. The footage, deemed offensive, depicted the First Lady in
a revealing outfit resembling Marilyn Monroe, welcoming her husband at the
airport (Curt 2007). Finally, in late November, YouTube became part of a more
significant censorship effort targeting 109 websites critical of the government
(Reporters Without Borders 2007). This broader blocking campaign highlight-
ed a growing trend of Internet censorship in Syria, with the number of blocked
sites doubling in just two weeks. Tunisia also censored YouTube content on
multiple occasions. In early November 2007, authorities blocked the site with-
out any explanation. They implemented another block in May 2008, targeting
a video containing testimonies from former political prisoners and human
rights activists. This incident suggests that content critical of the government
triggered censorship (Ben Gharbia 2008a). A Sudanese blogger also reported
that the website was blocked in July 2008, though the reasons remain unclear
(Too Huge World 2008).
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Unlike other countries with one-time blocks or blanket censorship, Turkey
employed a strategy of repeated YouTube blockades. A court order in March
2007 instructed the media authority to block the platform for several years,
marking another instance of government censorship (Cashmore 2007). Tur-
key’s system differed because legal authorities directed the block, not the
government itself. The primary justification for these blockades centred on
videos deemed harmful to the image of Mustafa Kemal Atatirk, the founder
of Turkey, and national unity (Reporters Without Borders 2008d; Ben Gharbia
2007; Zaharov-Reutt 2007).

A distinct pattern emerged in the approach of Arab and Islamic countries to-
wards YouTube. While website blocking occurred globally, it was most preva-
lent in this region. Like website blocking, motivations for YouTube censorship
fellinto two main categories: moral and cultural concerns and concerns about
protecting government legitimacy. Countries with moral or cultural justifica-
tions blocked content deemed inappropriate. Others, fearing criticism of past
or present rulers or discussions of human rights abuses, targeted content crit-
ical of the government.

The duration of blocking also varied. Some countries implemented temporary
blocks lasting a few days, typically in response to specific videos. Others opt-
ed for permanent or long-term blocks. Unlike Turkey, where court orders trig-
gered YouTube bans, most countries relied on government or media authority
decisions. Interestingly, YouTube sometimes complied with government re-

quests, removing targeted videos.
Regulations

Regulation of the Internet and its usage is widespread across most countries in
the MENA. This trend gained momentum in the early 21st century, with a surge in
regulations implemented between 2000 and 2009. These regulations often aimed
to bring online publishing under the purview of existing press and publication
laws. Additionally, they frequently required local websites to register with gov-

ernment authorities before launching (OpenNet Initiative, n.d.-b).
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Bahrain - In 2004, five members of Bahrain’s Shura Council introduced a bill advo-
cating for regulations on multimedia communication in the country. The legisla-
tion aimed to adapt to advancements in various fields and technological changes.
Proponents of the bill emphasised the importance of freedom of communication
in a democratic society, highlighting its role in facilitating the expression of public
opinion and ideas. They envisioned a law that embraced the spirit of the modern

era, free from restrictions or penalties on information dissemination.

In December 2005, Bahrain’s parliamentarians passed a bill restricting unsuper-
vised Internet access for young people in cafes. This legislation envisioned meas-
ures like website blocking or access limitations to protect children. The proposal,
approved by the parliament’s services committee, called for increased govern-
ment oversight of Internet cafes. This included the removal of existing partitions,
ensuring physical separation between genders, and limiting operating hours,
particularly at night. The proposed law also mandated license revocation for ca-
fes violating these regulations. Notably, this legislation marked a significant shift,

as Bahrain had no restrictions on website access or Internet cafe operations.

In April 2005, Bahrain mandated the registration of all websites, including private
ones, with the Ministry of Information within six months. Unlike online registra-
tion common elsewhere, this process required in-person visits to government of-
fices for verification and the issuance of an identification number. Website owners
were then obligated to display this number on their sites. Despite assurances of
automatic registration and content neutrality, the new regulations arguably nar-
rowed Internet freedoms. The requirement for website administrators to register
and potentially face liability for content mirrored the responsibility of newspaper
editors, raising concerns about potential censorship (Reporters Without Borders
2005e).

Egypt - In December 2002, an amendment to Section 65 of the Communications
Law in Egypt created a potential tension between citizen privacy and government

surveillance. While the amendment reaffirmed the right to privacy, it also grant-
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ed security authorities the legal power to violate communications confidentiality
with a court order limited to 30 days. These orders could only be issued on suspi-

cion of serious crimes punishable by more than three years in prison.

Further restrictions on Internet freedom emerged in February 2005. The Min-
istry of the Interior launched a campaign targeting Internet cafes, demanding
owners maintain records of customers’ names and ID numbers. Refusal to com-
ply and submit such documents to the police resulted in cafe closures. These
measures reportedly led to declining Internet cafe users, negatively impacting

owners’ income.

Jordan - Before September 2001, Jordan stood out among Arab countries due
to its relatively unrestricted Internet environment. The lack of legislation or
website blocking contributed to this freedom. However, signs of tightening reg-
ulations emerged in 2004. Reports indicated plans to incorporate the Internet
into radio and television broadcasting laws. This draft law raised concerns, as
it potentially criminalised students who posted songs or poems online without

explicit permission.

Despite the proposed restrictions, the Jordanian government also enacted meas-
ures to facilitate public Internet access. One such decision lowered the age re-
quirement for Internet cafe use with parental approval from 16 to 13. Additionally,
Internet cafe location and size regulations were introduced (The Arabic Network

for Human Rights Information, n.d.-a).

Iran - In Iran, the initially unregulated Internet landscape experienced a shift
towards increased government oversight as its popularity grew. Despite official
claims of protecting public morals, censorship efforts quickly expanded to tar-
get political content. This deliberate policy of Internet control involved legisla-

tive restrictions.

In January 2003, a government committee comprising representatives from cul-

tural, intelligence, and media ministries was established. This committee com-
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piled a list of unsuitable websites and forwarded it to the Ministry of Communi-
cations and Internet providers for blocking. This action marked a turning point
towards a more restrictive Internet environment in Iran (Reporters Without Bor-
ders 2004a).

In May 2003, following the February local council elections in Iran, Prosecu-
tor-General Abd Allenbi Namazi announced the formation of a committee dedi-
cated to tackling online offences. Namazi stated that individuals uploading con-
tent to Iranian websites could be prosecuted for violating the constitution and
press laws, even without a specific Internet law (Committee to Protect Journal-
ists 2005).

In June 2004, the Iranian Ministry of Justice Spokesperson, Oulam Hossein Il-
ham, revealed that the Supreme Council of the Cultural Revolution was drafting
a law to regulate Internet content. This legislation aimed to restrict criticism of
the government and its officials, the sale or purchase of alcohol online, and con-
tent deemed disrespectful to President Khatami or Ayatollah Khamenei. The pro-
posed law included harsh penalties, with sentences of up to three years for pub-
lishing information threatening state security and six months for spreading “false

information” about government officials.

Later that year, the Chairman of the Committee for Internet Crimes, Reza Parvi-
zi, announced the finalisation of the Penal Law for Internet Crimes. While Parvizi
claimed the revisions primarily focused on penalties rather than crime defini-
tions, he also acknowledged changes to ISPs’ role in content filtering. This sug-

gested a potential shift in enforcing censorship (Stop Censoring Us 2004b).

A legal expert from the Isfahan Ministry of Justice, Kamran Zamanifar, re-
ferred in December 2004, in the period between the parliamentary elections
and the presidential elections, to the need to legally deal with the new offenc-
es involving the Internet, emphasising Hackers (Islamic Republic News Agency
(IRNA) 2004e).
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In January 2005, the communication department director at Tabatba’i University
identified a regulatory gap regarding blogs in Iran. He argued that existing written
media laws were inadequate for the burgeoning blogosphere, containing thou-
sands of active blogs. He called for specific legislation to regulate online content
(Stop Censoring Us 2005b). In response to the upcoming local council elections in
December 2006, the Iranian government implemented regulations in November
of that year. These regulations mandated website registration with the authori-
ties. The move faced criticism, but the Culture and Islamic Orientation Minister
defended the policy in February 2008. He emphasised that websites failing to reg-
ister with the ministry would be shut down (Reporters Without Borders, n.d.-b).
On November 17, 2008, the Minister of Culture and Islamic Guidance reiterated
the government’s stance. He declared that any local website not registered with

his office would face closure (Reporters Without Borders 2008c).

In April2009, the Iranian Parliament passed a significantamendment to the 1986 Press
Law. Thisamendment extended the application of the Press Law to online media and
websites. The revised law aimed to establish a clear framework for online content by
outlining the “rights, duties, legal protection, crimes, punishments, jurisdiction and

hearing procedures” applicable to online platforms (OpenNet Initiative 2009a).

ISPs - Private ISPs emerged in Iran in 1994. However, their operation was subject
to stringent government oversight. The Ministry of Intelligence and the Ministry of
Culture and Islamic Guidance required ISPs to implement filtering systems. These
filtering systems aimed to restrict access to websites deemed “political” or “im-
moral” by the authorities. The criteria for filtering were not publicly disclosed, but

ISPs received extensive blacklists of websites to block.

Furthermore, authorities reserve the right to determine additional continuous fil-
tering criteria (Stop Censoring Us 2004a). The Iranian government enforced com-
pliance with these regulations. In 2004, at least twelve ISPs nationwide were shut
down for failing to implement the mandated filtering systems (Reporters Without
Borders 2004a).
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The Iranian government imposed strict eligibility criteria for ISP managers. These

requirements, as outlined on the website of the Data Communications Company

of Iran, mandated that managers possess the following qualifications:

Iranian Citizenship and Loyalty: Hold Iranian citizenship and demonstrate
loyalty to the Islamic Republic>s constitution.

Religious Affiliation: Belong to one of the religions recognised by the Iranian
constitution.

Educational Background: Possess a relevant academic degree.

Technical Expertise: Demonstrate the necessary technical skills for managing an ISP.
Age Requirement: Be at least 25 years old.

Clean Criminal Record: Have no criminal convictions or moral blemishes.
Political Affiliation: Hold no affiliation with or support for organisations

deemed “anti-revolutionary” by the government.

Iranian regulations imposed significant restrictions on online content, applica-

ble to ISPs and individual users. These restrictions, as outlined in the regulations

(Bensedrine, n.d.), prohibited the following:

Religious and Political Content:

- Dissemination of anti-Islamic material or content deemed harmful to Islam.

- Information violating the constitution, undermining state independence,
orinsulting the supreme leader.

- Content damaging Islamic values, the Islamic revolution, or the political
ideology of Ayatollah Khomeini.

- Material undermining national unity or the legitimacy of the Islamic system.

- Promotion of illegal groups or parties.

Security and Privacy:

- Publication of government documents or information related to national
security, the military, or law enforcement.

- Unauthorized access to private websites or attempts to crack computer

passwords.
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- Attacks on other websites to disrupt their activity.
- Attempts to monitor network information without authorisation.
- Establishing unauthorised radio or television networks.

- Social and Moral Content:
- Postingimmoral images or content promoting drugs or cigarettes.
- Defamation of public officials or law enforcement officers.
- Disclosure of private information or violation of individual privacy.
- Posting computer passwords or methods for obtaining them.

- Financial and Commercial Activity:
- Engaging in illegal online commerce, including forgery, embezzlement, or

gambling.

- Selling, buying, or advertising illegal goods.

The regulations also mandated ISPs to:

- Hold User Information: Maintain user data, including IP addresses.
- Provide Information to Authorities: Disclose user information to the Minis-

try of Communications upon request.

Internet Cafe - In May 2001, Iranian authorities in Tehran shuttered over 400
Internet cafes, constituting a significant portion of the city’s 1,500 cafes. This
closure coincided with a new mandate requiring cafes to obtain licenses for
continued operation. However, reports suggested that these licenses were
unavailable at that time (Nua Internet Surveys 2001). Interestingly, a letter
published in November 2002, approximately 18 months later, indicated that
the number of Internet cafes in Tehran had rebounded to 1,500 (Nua Internet
Surveys 2002).

This action sparked conflicting justifications. While officials cited economic con-
cerns, claiming the closures aimed to combat losses incurred by the Telecommu-
nications Company of Iran (TCI) due to discounted international calls offered by

cafes, the TCl denied involvement.
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Adding to the confusion, a media company representative claimed the closures
targeted cafes hosting content deemed “anti-Islamic.” This suggests a poten-
tial secondary motive - content control - alongside the economic justification.
Furthermore, reports indicate that users were required to sign a commitment
to avoid accessing “non-Islamic” websites. The closures in Tehran were not an
isolated event. On August 25, 2004, reports documented the closure of three In-
ternet cafes in Bushehr, suggesting a broader trend of government oversight of

Internet cafes in Iran (Reporters Without Borders 2004e).

Websites - In December 2004, representatives from a consortium of cultural
and security organisations in Iran petitioned the Ministry of Islamic Guidance.
Their request urged the Ministry to implement a system for identifying and reg-
istering all websites operated within the country. This initiative, they argued,
was necessary to establish a mechanism for monitoring and regulating domes-

tic websites (Gooya news 2004).

Iraq - Despite pronouncements from the Iraqgi government during the second half
of the first decade of the 21t century, indicating plans to control “immoral” con-
tent, monitor Internet activity, and regulate cafes, evidence suggests a period of

relatively unrestricted Internet access in Iraq between 2005 and 2009.

- AnAugust 2009 OpenNet Initiative report found no official national Internet fil-
tering policy or evidence of filtering by the state ISP (OpenNet Initiative 2009b).

- Independent tests conducted during this period (2005-2009) further corrob-
orated the lack of technical filtering for various content categories (OpenNet
Initiative 2009b).

Saudi Arabia - The government implemented regulations to control Internet ac-
cess and activity in Saudi Arabia. The Council of Ministers Resolution of February
2001 established the initial framework, followed by additional regulations target-
ing Internet cafes in July 2003 and Internet Cafe in July 2003 (Arab Media 2001b).
These regulations aimed to exert greater control over users of public Internet ca-

fes within the Kingdom.
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The 2001 Resolution focused on restricting content deemed harmful to Islam, the
nation, and its officials (Qutsi 2003). It imposed limitations and obligations on

various actors within the Internet ecosystem, including:

- ISPs
- Internet Cafe Operators

- Individual Users

The decision from February 2001 consists of the following (all emphasis is in the
original) (Arab Media 2001a):

“All Internet users in the Kingdom of Saudi Arabia shall refrain from publishing

or accessing data containing some of the following:

1. Anything contravening a fundamental principle or legislation, infringing the
sanctity of Islam and its benevolent Shari’ah, or breaching public decency.

2. Anything contrary to the state or its system.

3. Reports or news damaging to the Saudi Arabian armed forces without the
approval of the competent authorities.

4. Publication of official state laws, agreements or statements before they are
officially made public unless approved by the competent authorities.

5. Anything damaging to the dignity of heads of state or heads of credited dip-
lomatic missions in the Kingdom or harms relations with those countries.

6. Any false information ascribed to state officials or those of private or public
domestic institutions and bodies liable to cause them or their offices harm
or damage their integrity.

7. The propagation of subversive ideas or the disruption of public order or dis-
putes among citizens.

8. Anything liable to promote orincite crime or advocate violence against oth-
ersin any shape or form.

9. Any slanderous or libellous material against individuals.

- Furthermore, specific trade directives stipulate that all companies, organisa-

tions and individuals benefiting from the service shall observe the following:
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Not to carry out any activity through the Internet, such as selling, advertising,
or recruitment, except by the commercial licenses and registers in force.

Not to carry out any financial investment activity or offer shares for sub-
scription except when in possession of the necessary licenses to do so.
Not to promote or sell medicines or foodstuff carrying any medicinal claims,
or cosmetics, except those registered and approved by the Ministry of Health.
Not to advertise, promote, or sell substances covered by other internation-
al agreements to which the Kingdom is a party, except for those with the
necessary licenses.

Not to advertise trade fairs or organise trade delegations visits or tourist

tours or trade directories except with the necessary licences.

- All private and government departments, and individuals, setting up websites

or publishing files or pages, shall observe and ensure the following:

1.
2.

Respect commercial and information convention.

Approval of government authorities for setting up websites or publishing
files or pages for or about themselves.

Approval of the Ministry of Information for setting up of media-type web-
sites which publish news on regular basis, such as newspapers, magazines
and books.

Good taste in the design of websites and pages.

5. Effective protection of data on websites and pages.

All government and private bodies, and individuals shall take full responsi-

bility for their websites and pages, and the information contained therein.

- The Resolution refers to a set of regulatory and technical procedures aimed at

ensuring the safety of the constituents of the national network (the Internet

inside the Kingdom) through effective programming and mechanical means.

These include the following:

1.
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vestigation programmes that record the time spent, addresses accessed or
to which or through which access was attempted, and the size and type of
files copied, whenever possible or necessary.

2. The use of anti-virus programmes and protection against concealing ad-
dresses or printing passwords and files.

3. Endeavour to avoid errors in applications that may provide loopholes that
may be exploited for subversive activities or to obtain data not permitted
for use for whatever reason.

4. Restriction of the provision of Internet services to the end-user through the
Internet service unit at King Abdulaziz city for sciences and technology.

5. Keep a manual and electronic register with comprehensive information
on end-users, their addresses, telephone numbers, purpose of use, and
private Internet access accounts, and provide the authorities with a copy
thereof, if necessary.

6. Not to publish any printed directories containing subscribers’ and end-us-

ers’ names and addresses without their agreement.”

The Council of Ministers Resolution of February 2001 prioritises the protection of
religion, tradition, and morality within Saudi Arabia’s online sphere. This prioriti-
sation is evident in the document’s structure: The first section prohibits content
deemed harmful to these values, followed by a subsequent section addressing

content targeting the state and its institutions.

In October 2002, SaudiArabia became the only country to outlaw cell phones with
built-in cameras. This ban stemmed from concerns that men might misuse the
technology to photograph women and share the images online without consent.
Despite the official ban, authorities initially exhibited leniency towards these de-

vices, with camera phones still found for sale in stores.

A turning point arrived in June 2002 following the arrest of three individuals (two
Saudis and one Nigerian) accused of raping a young woman. The crime was re-

portedly filmed and transmitted via the cellular network. This incident prompted
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a stricter enforcement of the ban. Authorities began confiscating camera phones
at entry points like airports and prohibiting their use in specific locations like hos-
pitals. However, the ban’s effectiveness remained questionable. Camera phones
continued to be available for purchase, with some reports suggesting a surge in

sales due to fears of a complete sales ban (BBC News 2004a).

In July 2003, Saudi Arabia implemented stricter regulations governing Internet
cafe operations within the Kingdom. This move aimed to enhance government
oversight of Internet cafe users. Security bodies received instructions to enforce
more stringent rules regarding monitoring user activity by cafe owners. The au-
thorities also distributed a comprehensive list of regulations to all Internet cafes,

mandating their strict adherence (Qusti 2003):

1. “Users must be informed of fines and possible imprisonment for those who
violate these regulations.

2. Usersunder 18 are not allowed to access the Internet. Exceptions will be made
for those accompanied by their guardians and for trainees and students in
computer science. Those in charge of trainees and computer centres will be
held fully responsible for any misuse of computers by those under 18.

3. Public places will be held fully responsible for any failure to identify a person
who has violated these conditions or for any misuse of their equipment.

4. Users must be guided to use the Internet positively, which is consistent with Is-
lamic teachings and government laws. They should avoid anything that infringes
on the regulations for public Internet usage, which include Material that violates
Islamic Shariah in principle or anything that abuses the sacredness of Islam and
its teachings; material used to exchange information, either sending or receiv-
ing, that contradicts Islam or Saudi government laws; material that runs counter
to public security; material that propagates destructive ideas or the spread of
anything that might be a danger to public order or that might lead to disunity
among citizens; material that advocates crime calls for it or stimulates it in any
way as well as anything that supports an assault or attack on others in any form

and material that involves the exploitation of individuals.”
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Newly implemented regulations in July 2003 significantly increased user identifi-
cation and monitoring requirements for Internet cafes in Saudi Arabia. These reg-
ulations mandated that all customers provide their ID numbers and names upon
entry. Additionally, cafe owners were required to document user connection and
disconnection times, maintaining these records for six months and making them

available to authorities upon request.

The stricter regulations stemmed from concerns about some Internet cafes’ lax
enforcement of existing rules. This concern was heightened following the May
2003 arrest of terror suspects during a raid on a Medina Internet Cafe. Authorities

suspected the suspects used the Internet to communicate with other terrorists.

Saudi Arabia’s Internet regulations saw further development in January 2008 when
a new law on technology use was implemented. Defining “penalties of ten years in
prison and a fine for Web site operators who advocate or support terrorism; three
years and fine for financial fraud or invasion of privacy; and five years and a fine for
those guilty of distributing pornography or other materials that violate public law,
religious values and social standards of the kingdom. Accomplices of the guilty par-
ties and even those proven to have only intended to engage in unlawful IT acts can

receive up to half of maximum punishments” (OpenNet Initiative, n.d.-b).

Sudan - For several years, Sudan restricted Internet access. These restrictions
likely stemmed from a combination of factors: general media limitations, a desire
to control content deemed offensive to Islam, and, potentially, a lack of initial
government interestin Internet development. However, local pressure eventually
led to a policy shift towards Internet access. Despite this change, widespread In-
ternet adoption remained hindered by the monopoly control of Sudatel, the sole

communications company in Sudan (El Fatih El Tigani, n.d.; Balancing Act, n.d.)

Tunisia - Tunisia has a complex position regarding Internet censorship within the
region. While often cited as one of the first countries to implement Internet re-

strictions, the details paint a more nuanced picture.
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On the one hand, Tunisia possesses some of the most detailed and restrictive
legislation governing online activity compared to its neighbours. This legislation,
coupled with government oversight and website blocking practices, reflects a
historical tendency to limit freedom of expression and individual rights, including

access to the Internet.

However, it is essential to acknowledge the enforcement mechanisms. Tunisia
uses a combination of legal frameworks, security forces monitoring, and web-
site blocking to discourage access to government-deemed undesirable content.

While arrests occur, they may not be as prevalent as the overall system suggests.

Tunisia established the Agence Tunisienne d’Internet (ATI) in 1996, tasked with
developing the Internet and overseeing online activity. This dual role meant that
the ATI also functioned as a form of “Cyber Police” that monitored Internet usage
and users. All Internet communication in Tunisia was funnelled through the ATI, a
semi-governmental body under the Ministry of Communications. This structure

facilitated close government supervision and enforcement of Internet regulations.

Limited access to the Internet stemmed from two key factors: economics and
strict regulations. High usage rates made Internet access expensive for many
Tunisians. Additionally, registration requirements were demanding, including
mandatory identity card deposits with the police, effectively discouraging wide-

spread Internet adoption.

Tunisia stands out as one of the first countries in the region to implement Inter-
net restrictions. It established a detailed legal framework governing online activity.
Two key decrees published in March 1997 laid the foundation for regulating com-
munication and Internet use within the country (“Journal Officiel de La République
Tunisienne” 1997). Further regulations specifically targeting Internet cafes followed
in December 1998 (“Journal Officiel de La République Tunisienne - N° 100” 1998).

ISP - The limited number of ISPs operating in the country restricted early In-

ternet access in Tunisia. While the state-run Agence Tunisienne d’Internet (ATI)
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provided Internet services to government bodies, only two private ISPs exist-

ed, reportedly owned by individuals with close ties to the president (Human

Rights Watch, n.d.-a). The Tunisian government further restricted Internet ac-

cess through legal limitations imposed on ISPs. The following section details

these legal restrictions:

1.

Licensing and Oversight: All ISPs in the country required a license from the
Ministry of Communications. The licensing process involved scrutiny by a com-
mittee, which included representatives from the Ministries of Defense and In-
terior and communication and technology specialists. This structure ensured
close government oversight during the ISP authorisation process.

Content Responsibility: Tunisian law mirrored the press code, holding ISP
managers personally responsible for content hosted on their servers. This re-
sponsibility mirrored that of a traditional journal editor, imposing a significant
burden on ISPs to ensure content adhered to vague notions of "public order
and good morals".

User and Website Owner Responsibility: The legal framework extended ac-
countability beyond ISPs. Internet users and website owners also faced poten-
tial repercussions for unlawful online activity.

Monitoring and Reporting: ISPs must provide the Agence Tunisienne d’In-
ternet (ATI) monthly lists of all Internet subscribers. This practice facilitated
extensive user monitoring by the government agency.

Data Encryption Restrictions: Encryption, a standard security practice, was
heavily restricted. ISPs could only use encryption methods pre-approved by
the Ministry of Communications, and even then, they were required to surren-
der decryption keys to the Ministry upon request. This regulation significantly
weakened online privacy protections.

User Instructions: ISPs were required to prominently display user guide-
lines outlining potential legal consequences for violating Internet regula-
tions. This requirement served as a constant reminder of the limitations

placed on online activity.
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Institutional users in early Tunisia faced additional limitations beyond general
Internet regulations. These users must sign a restrictive agreement before receiv-
ing Internet access from the Agence Tunisienne d’Internet (ATI). This agreement

significantly curtailed their online activities:

1. Limited Use Cases: Users were contractually bound to restrict their Internet
usage to “scientific, technological, and commercial” purposes directly related
to their field of operation. This definition effectively excluded many other po-
tential uses of the Internet.

2. Strict Reporting Requirements: Institutional users must provide the ATl with
detailed information about all Internet accounts created within their organisa-
tion. Additionally, they were prohibited from granting remote access to their
networks without explicit ATI permission and had to report any changes in
address, equipment, or user details. These requirements placed a significant
administrative burden on institutions.

3. Suspension and Monitoring: The ATl reserved the right to suspend Internet
access without notice for violating the agreement’s terms. Furthermore, the
agency could conduct on-site inspections to verify Internet regulations and
compliance with equipment usage. This created a climate of uncertainty and

fear of reprisal for institutional users.

Tunisia’s approach to Internet regulation extended beyond technical limitations.
By applying press laws to online activity, the government further restricted free-
dom of expression in the digital sphere. This approach, uncommon in the region
at the time, effectively imposed a form of self-censorship on Internet users wary

of potential legal repercussions.

Internet Café - Legislation enacted in October 1998 formally introduced In-
ternet cafes, known locally as “Publinets,” to Tunisia. This move marked a
shiftin government policy, paving the way for rapid growth in the sector. Over
200 Publinets opened within two years; by 2004, their number had reached

300 nationwide.
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The government adopted a two-pronged approach to promote Publinet devel-

opment:

- Financial Incentives: To encourage entrepreneurship, the government of-
fered a grant covering 50 per cent of the investment for the first 100 Publinet
establishments. The remaining investment could be financed over two years
at a favourable interest rate. These financial incentives aimed to stimulate the
growth of Internet cafes.

- Limited Competition: Despite private ownership, all Publinets were subject
to regulations issued by the Ministry of Communications in December 1998.
Notably, 70 per cent of private users connected to the Internet through Planet,
an ISP reportedly owned by a president’s relative. This potential conflict of
interest raised concerns about limitations on genuine competition within the
Publinet landscape (“Service d’assistance Aux Centres Publics d’Internet En
Tunisie” 1998).

The Agence Tunisienne d’Internet (ATI) established a website, SOS Publinets (sos-
publinet.tn), to assist Internet cafes in the country. However, a closer look reveals

a focus on regulatory control.

A vital element of this control is a decree issued by the Ministry of Communi-
cations outlining specific regulations for Publinet operations. While the decree

seemingly aims to establish operational standards, it also imposes limitations:

- Physical Space Requirements: The decree divides Publinets into categories
and dictates minimum space requirements for each computer and cafe, along
with a minimum number of waiting chairs. It also mandates accessibility fea-
tures for disabled users and ventilation/air conditioning systems based on the
cafe’s category.

- Limited Functionality: The decree restricts Publinet computers by requiring
them to lack disk drives. However, an exception allows one computer with a disk
drive to receive technical assistance and printing, actions limited to staff con-

trol. This limitation potentially hindered users’ ability to save or transfer files.
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- User Data Collection: The decree mandates that Publinet managers maintain
user databases to track Internet usage charges. However, this data collection
raises privacy concerns, as authorities could request access to user informa-

tion and browsing history.

While presented as guidelines, these regulations reveal a government intent to
exert significant control over Internet cafe operations and potentially restrict

user activity within these establishments.

Syria - Unlike other countries in the region, Syria initially lacked legal restrictions
on Internet usage. However, Internet access itself was limited by factors beyond

legal constraints.

- State Monopoly on Infrastructure: Syrian law mandated that only the state-
owned Syrian Telecommunications Establishment (STE) could possess the
technological infrastructure for Internet connectivity. This monopoly effec-
tively limited the potential for widespread Internet access.

- Technological and Economic Barriers: Limited infrastructure and economic
constraints further hindered Internet adoption beyond the initial restrictions

placed by the STE monopoly.

The Syrian government’s approach to technology adoption manifested in a cau-
tious and controlled rollout of new services. This caution stemmed from con-
cerns about “cultural infiltration” through external influences. Examples of this
approach include (Zenklo 2003):

- Restrictions on Fax Machines: The use of fax machines was initially prohibit-
ed until the government developed technology to intercept messages without
disrupting communication. This episode highlights the government's prioriti-
sation of control over new communication technologies.

- Delayed Email Access: The Syrian government reportedly delayed the introduc-
tion of email services due to a lack of monitoring capabilities. This further exempli-

fies the government's desire to maintain control over communication channels.
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Sudan - In a notable move for a nation with a strong Islamic tradition, Sudan
adopted a “free Internet” policy in late 2002. This policy stood in contrast to the
approach of many neighbouring countries and represented a commitment to

open Internet access.

Early indications suggest a remarkable lack of censorship during this initial pe-
riod. There were no reported instances of website blocking or content restric-
tions, including access to pornography, even from Internet cafes. This hands-
off approach to Internet regulation stands out in the regional context (maykal
2003; El Fatih El Tigani, n.d.)

United Arab Emirates -

Providers - The UAE initially lacked specific legislation governing the Internet.

However, existing regulations tempered this apparent openness.

- Contradictions and Control: The Telecommunications Act of 1996 enshrined
freedom of expression across media outlets. However, these guarantees con-
tradicted Law No. 1 of 1991, the Communications Law. This earlier law estab-
lished the state-owned Emirates Telecommunications Corporation (Etisalat)
as the sole ISP and granted it exclusive control over the nation’s communica-
tions infrastructure. Additionally, the law stipulated that at least 60 per cent of
Etisalat’s shares must remain under government control. This emphasis on a
state-run monopoly limited competition and potentially foreshadowed future
restrictions on Internet access.

- Early Enforcement Actions: Despite lacking specific Internet regulations,
the UAE was willing to enforce control measures. A case involving two indi-
viduals sentenced to prison and fined for making Internet calls using Voice
over Internet Protocol (VoIP) technology highlights this point. This inci-
dent suggests the government’s intent to regulate online communication
methods beyond traditional phone networks (Reporters Without Borders,
n.d.-a).
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Content - Like its control over traditional media, the UAE implemented limita-
tions on online content. Freedom of expression in the digital sphere was curtailed

through a series of legal restrictions:

- Censorship Criteria: The law prohibited content deemed offensive to Islam,
the government, or national security, potentially restricting public discourse
on sensitive topics. Additionally, disclosing classified information, military
data, or government agreements before official publication was forbidden.

- Ministry of Information Oversight: The Ministry of Information held signifi-
cant control over media production. Printers and broadcasters required min-
istry licenses, and all published or broadcasted materials must be deposited
with the Ministry.

- Website Registration: Mirroring a practice implemented in Bahrain, the UAE
introduced website registration with the Ministry of Information in mid-1999.
The government justified this requirement to prevent commercial counterfeit-
ing and copyright infringement. However, an anonymous Ministry official in
1998 downplayed the regulation, claiming it was a formality to verify business
legitimacy and not a means for content monitoring. The veracity of this claim

remains unclear.

The UAE officially maintains a policy of censoring only pornography on the Inter-
net. However, this stance appears to diverge from the observed practices. Re-
ports indicate that a broader range of online content is subject to government

oversight, including seemingly innocuous topics (Human Rights Watch 1999¢):

- Restricted Topics: Examples of censored content include websites related to
Buddhism, Girl Scouts, religious sects, dating services, and even health web-
sites displaying uncovered body parts. This suggests a more expansive defini-
tion of inappropriate content than just pornography.

- Political and Social Issues: Despite claims from unnamed sources denying
censorship of political, social, or economic content, the lack of transparency

surrounding Internet restrictions makes it difficult to verify these assertions.
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Websites with content critical of the government or addressing sensitive social

or political issues might also be blocked.

Monitoring

Jordan - Evidence suggests that Jordan began monitoring online activity rela-
tively early in its Internet adoption. As early as 1996, reports emerged of intelli-
gence services summoning individuals for questioning about politically charged
messages posted on forums or chat platforms. This suggests a keen government
interest in controlling online discourse from the outset. The establishment of the
Higher Media Council in December 2001 marked a further step towards online
regulation. This body, tasked with overseeing media policy changes in the King-
dom, also assumed responsibility for monitoring online behaviour. Their activi-
ties included observing Internet service provider and questioning their owners
about access to prohibited websites. This development solidified a system of gov-
ernment oversight over Jordan’s early Internet landscape (Privacy International
and the GreenNet Educational Trust 2003).

Tunisia - The government tightly controlled early Internet access in Jordan. Pub-
lic access points primarily existed in state-owned Internet cafes, known as “Pub-
linets”. These cafes operated under close supervision (Reporters Without Borders
2004b; MacFarquhar 2004):

- Managerial and Governmental Oversight: Publinet managers were tasked
with monitoring customer Internet usage alongside broader oversight from
the Ministries of Communications, the Interior, and the police. This multi-lay-
ered approach ensured high government control over online activity within
these cafes.

- Spyware Monitoring: The government further tightened its grip by installing
spyware on cafe computers. This software, controlled by the Ministry of Com-

munications, allowed real-time user activity monitoring.
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The government’s focus on monitoring extended beyond Internet cafes.

- Prioritization of Controllable Communication: Jordan reportedly priori-
tised the development of private communication methods, likely due to their
perceived ease of monitoring compared to open Internet access. This policy
decision arguably contributed to a decline in Publinets nationwide, dropping
to around 260.

- Cyber-Police and Website Blocking: In 2002, the Jordanian government es-
tablished a “Cyber-Police” unit dedicated to Internet control. This unit’s ac-
tivities included blocking access to specific websites, monitoring attempts to
access blocked sites, taking down servers, and even arresting Internet users
deemed to be in violation.

- Alleged Targeting of Human Rights Groups: Furthermore, there have been
claims that the Jordanian authorities deployed viruses to attack the email sys-

tems of human rights organisations operating within the country.

Technical Limitations
Speed Limitations

Iran - In the lead-up to the December 2006 local council elections in Iran, the
government implemented significant restrictions on Internet usage, includ-
ing drastic reductions in Internet speed. This action effectively transformed
the Internet from a versatile communication tool capable of sharing audio,
video, and images into a limited and text-based platform. This throttling sig-
nificantly hampered the Internet’s potential and rolled back its functionality

by several years.

The timing of these restrictions suggests a deliberate attempt to manipulate
the political landscape. The announcement of Internet speed limitations at the
end of October 2006, just weeks before the elections, raises concerns about the

government’s motives. Two potential objectives can be identified:
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- Limiting Exposure to Western Media: By throttling Internet speeds, the
government may have aimed to restrict access to Western audio and video
content, potentially seen as a source of influence for reformist movements.

- Hobbling Reformist Communication: Slower Internet speeds could have sig-
nificantly hampered reformist parties’ online dissemination of their messages

and publications, potentially hindering their campaign efforts.
Accessibility

Syria - Government control extended beyond Internet access in Iran. The availa-
bility of personal computers themselves was also restricted. Reports in 2003 sug-
gested that despite approximately 300 personal computers in the country, the vast
majority belonged to government institutions. This limited access to personal com-
puters likely served as another tool to restrict individual user freedom and Internet
adoption in Iran (The Arabic Network for Human Rights Information, n.d.-e). Syrian
users reported encountering various restrictions. Attempts to access blocked web-
sites sometimes resulted in the inability to type in Arabic or English. Additionally,
thefiltering system reportedly prevented users from accessing websites containing
the word “search” on specific domains. While demonstrating the extent of govern-
ment control, these measures also highlight the technical limitations of early fil-

tering systems, which often produced unintended consequences (Al’ustuani 2005).
Software

Iraq - In February 2009, Irag’s Ministry of Communications announced a collab-
orative effort with a French company to implement an Internet security system
for the nation’s network. The Minister stated that the new system “it will be
possible to monitor the Internet and to block access to specific online content,
especially if there is a concern over national security information or information

related to public morals” (OpenNet Initiative 2009b).

Iran - Iran employed website filtering to control access to online content. Howev-

er, the exact source of the filtering technology remains unclear.
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- Domestic Products - Alireza Manafi, director of the Information Technology

Laboratory at the Informatics Research Center, highlighted the capabilities

of a domestically developed filtering software called “Delta Global”. This

software boasted features like identifying unauthorised Persian and foreign

websites, optimising review algorithms based on user feedback, and per-

forming rapid website scans. Manafi also reported that Delta Global iden-

tified 572 prohibited websites out of 6,500 analysed in domestic Internet

traffic. This made Iran the only country, apart from China, that blocks the

Internet extensively using domestic technology. This suggests that filtering

may not have been as extensive as in other countries like China (Iranian Stu-

dents’ News Agency 2004).

- Foreign Products -
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SmartFilter: In 2005, reports emerged that Iran utilised SmartFilter, soft-
ware produced by an American company, for website blocking. However,
the CEO of SmartFilter publicly denied selling the software to Iran, casting
doubt on these claims. (OpenNet Initiative, n.d.-a)

Nokia Siemens Networks (NSN): Reports indicate that NSN installed a

communication system in Iran that year, allegedly granting the govern-
ment the ability to monitor users’ cellular and online activity. This de-
velopment raised concerns about government surveillance capabilities.
These concerns were seemingly corroborated by accounts from arrested
individuals who reported being confronted by authorities with details
of their phone conversations and text messages during interrogations.
This suggests the potential use of the monitoring system to target spe-
cific users. A study around the same period revealed a significant drop in
Internet traffic entering and leaving Iran following the 2008 presidential
elections. This 50 per cent reduction suggests a deliberate government
intervention to throttle Internet traffic. The study further indicates that
this throttling may have been selective, targeting specific applications

rather than completely severing Internet access (Kamali Dehghan 2010).
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Saudi Arabia - From the outset of Internet access in Saudi Arabia, the government
exercised significant control over online content. Even the initial Internet connec-
tion established in the Kingdom routed traffic through an American company that
filtered content before it reached Saudi Arabia. This practice ensured govern-
ment oversight from the very beginning (Privacy International and the GreenNet
Educational Trust 2003). Website blocking relied on American-made SmartFilter
software, like Iran’s and other regional countries’ approaches. A dedicated team
within Saudi Arabia maintained a list of prohibited websites alongside updates
provided by SmartFilter’s supplier (Internet Services Unit 2006). The government
invested heavily in state-of-the-art surveillance equipment from Germany and
the Netherlands. These systems boasted capabilities like website blocking, user

activity monitoring, and email tracking.

Arrests

Bahrain - The Internet’s early days in Bahrain witnessed government crackdowns on

online activity. These cases highlight the potential risks associated with online dissent.

- 1997: Engineer Arrested for Online News Transmission: In 1997, an engi-
neer working for the local telecommunications company Batelco faced arrest.
The charges against him stemmed from transmitting news via the Internet to
the opposition group “Bahrain Freedom Movement”. However, the authorities
eventually released him without charges after two years of detention (Human
Rights Watch 1999; Human Rights Watch 1999a).

- 2005: Forum Managers Detained for Alleged Emir Insult: Another incident
occurred in 2005 when the administrators of the online forum “Barhainonline.
org” were arrested. The government accused them of “insulting the Emir”.
They refused to pay a fine in exchange for release but were freed two weeks
later (Reporters Without Borders 2005h).

Egypt - Egypt’s approach to Internet regulation has been characterised by close

government control and monitoring. This approach has led to its inclusion on Re-
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porters Without Borders’ “Internet Enemy” list throughout the analysed period.

Several factors contributed to this designation:

- Content Monitoring and User Surveillance: The Egyptian government
implemented measures to monitor Internet content and user activity with-
inits borders. This fostered an environment of online censorship and limit-
ed free expression.

- Early Website Registration: Egyptian authorities mandated the early regis-
tration of all domestic websites. This requirement likely served as a tool to
identify and potentially control online content.

- Crackdown on Sensitive Topics (2001-2002): In 2001, Egyptian authorities
warned Internet users, explicitly discouraging them from engaging with sen-
sitive topics online. These topics included Coptic-Muslim relations, content
linked to terrorist organisations, discussions of human rights violations, crit-
icism of the government, and advocacy for modern interpretations of Islam
(Reporters Without Borders 2008a).

- Arrests of Homosexuals (2001-2003): Coinciding with the online restrictions,
Egyptian authorities conducted a large-scale arrest of homosexual individuals
between 2001 and 2003. Estimates suggest the number arrested ranged from
several dozen to several hundred. These arrests stemmed from online activity,
with authorities reportedly using a bait advertisement to target individuals.
Homosexuality is illegal in Egypt, and convictions can result in up to five years
in prison (Sodomylaws.org 2007; Human Rights Watch 2003).

- Establishment of Internet Monitoring Unit (2002): The government further
tightened its grip on online activity in September 2002 by establishing the
“Computer and Internet Crime-fighting Unit”. This unit’s activities included
real-time monitoring of Internet traffic, with a reported focus on identifying
users visiting pornography websites. This focus was possible because Egypt’s
ISPs connect through a government-controlled communications company.
The unit’s first publicised case involved the arrest of a man who allegedly at-

tacked a government official and his family on a website he created.

188



THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA: ALMA MATER
A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century PRESS

- Arrests and Acquittal of Activists (2003): A case involving five members of
the “Revolutionary Socialist” group in April 2003 demonstrates the limitations
of government control. These activists were arrested for using the Internet to
publish information about human rights violations, particularly against Cop-
tic Christians. The government accused them of attempting to undermine the
state and disseminating “false news”. However, the accused were ultimately
acquitted in March 2004, highlighting the challenges for authorities in sup-
pressing Internet-based activism, especially when evidence is easily accessi-
ble online (Human Rights Watch 2005a).

The 2008 report by Reporters Without Borders provided further evidence of press
freedom violations in Egypt, particularly during 2007. The report documented the
use of fatwas against journalists, a tactic likely intended to silence regime crit-
ics. It also detailed the prosecution of a dozen journalists and President Hosni
Mubarak’s passage of controversial constitutional amendments, seen by some as

a threat to media freedom.

Jordan - Despite its reputation as one of the most liberal countries regarding
Internet access, Jordan witnessed a press freedom controversy in 2002. Toujan
el-Faisal, a television journalist and former sole female member of parliament,
faced arrest in May 2002. The charges stemmed from an open letter she pub-
lished on the news website Arab Times (arabtimes.com) in March of that year. In
the letter, she accused the Prime Minister of corruption, an act deemed harmful
to “the integrity of the state and its honour” by Jordanian authorities. Sentenced
to the maximum penalty of 18 months in prison, el-Faisal went on a hunger strike
that lasted 29 days. In June, King Abdullah Il granted her a pardon, ending the
ordeal (Reporters Without Borders 2002b; 2002a).

Morocco - In December 2009, Moroccan authorities cracked down on online dis-
sent. A blogger faced trial for “spreading false information that harmed the image
of the kingdom on the issue of human rights,” according to the charges. The ac-

cusations stemmed from photos, information, and a statement the blogger pub-
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lished regarding police raids during student demonstrations. Additionally, the In-

ternet cafe owner who provided the blogger with a platform was sentenced to up

to a year in prison on similar charges, including the accusation of offering a plat-

form for activities that oppose the government (“Un Blogueur et Un Propriétaire

de Café Internet Condamnés a de La Prison Ferme” 2009).

Iran - An analysis of Iranian Internet user arrests reveals several vital patterns:

Focus on Reformist Voices and Bloggers: Beyond large-scale arrests, Iranian
authorities targeted two main groups: journalists publishing content on re-
formist websites and editors/bloggers (both men and women) posting on their
blogs. Notably, Iran often arrested the writers and technical staff operating
these websites, seemingly avoiding action against the political leaders poten-
tially backing these outlets. Iranian authorities exhibited sensitivity towards
blogs, especially those created by Iranian users (Reporters Without Borders
2004a).

Sensitivity to Cultural and Moral Issues: The government’s heightened sen-
sitivity to cultural and moral issues is evident in the arrest of approximately
seventy young people on March 3,2003. These individuals met through an un-
authorised dating website, leading to speculation in Iranian newspapers that
authorities may have been monitoring online chat rooms (Sedarat 2003).
Arrests Spiked Around Elections: The Iranian government displayed a height-
ened focus on Internet activity during political change, particularly elections.
Most arrests occurred between September and October 2005, eight months af-
ter the parliamentary elections and eight months before the presidential elec-
tion. Following the June 2005 presidential election, no arrests were reported
until the end of the analysed period. This pattern is further illustrated by the
arrests of bloggers leading up to and around the February 2004 elections (E.
McLaughlin 2003). A second wave of arrests began in May 2004 (after the Feb-
ruary parliamentary elections), targeting a blogger who wrote for a reformist
newspaper shut down by the authorities (Reporters Without Borders 2005c).

This wave continued until a few months before the June 2005 presidential elec-
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tion. A similar pattern emerged in early 2009, with another wave of arrests co-
inciding with various Internet restrictions implemented roughly a year before
the June 2009 presidential election. Bloggers and online journalists were often
sentenced to imprisonment for several years during these periods.

- Reported Harsh Conditions and Torture: Reports suggest that most detain-
ees endured harsh prison conditions and torture despite being released after

a few weeks or months (Human Rights Watch 2005b).

Libya - In January 2005, Libyan authorities arrested an Internet journalist for
publishing critical articles about Libyan society and government on the British
website Akhbar-libya.com. The journalist reportedly authored around 50 articles

throughout the previous year (Reporters Without Borders 2005b).

Saudi Arabia - In early August 2004, a landmark case emerged in Saudi Arabia.
Three Internet users belonging to the Ismaili Shiite sect were sentenced to two
years in prison and 750 lashes each. The charges stemmed from their “participa-
tion in forums that harm security and the homeland,” according to Saudi author-
ities. This case marked the first instance in Saudi Arabia where individuals were
arrested and tried solely for their online activity. No further documented arrests
of Internet users or journalists were found within the kingdom during the ana-
lysed period (Alshaga’i 2002).

Syria - Syrian authorities implemented a series of crackdowns on online activity
between 2002 and 2004, targeting users who expressed dissent or shared infor-

mation deemed sensitive.

- Mass Arrests and Harsh Sentences (2002-2004): In September-October
2002, four Internet users were arrested by Syrian authorities. Three of them
were later sentenced in July 2004 to prison terms ranging from two to four
years. The charges included “spreading false information online,” possessing
classified information, sharing information with a foreign country, and pub-
lishing content without approval that could potentially damage Syria’s rela-

tions with another nation (Reporters Without Borders 2004g).

191



ALMA MATER THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA:

PRESS A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century

E-mail with Banned Website Content (2003-2004): In February 2003, anoth-
er Internet user faced arrest for sending an email containing content from the
banned website thisissyria.net. He was sentenced in June 2004 to two and a
half years in prison on charges of “publishing lies” online that “damaged the
image and national security” of Syria (BBC News 2004b).

Kurdish Journalist Targeted (2003-2005): In July 2003, a 29-year-old
Kurdish journalism student was arrested after posting pictures of a Kurdish
demonstration on a German website focused on Kurdish culture (amude.
net). While he claimed the website had 5,000 daily visitors, authorities ac-
cused him of belonging to an “illegal organisation” and sentenced him to
three years in prison in October 2004. Paradoxically, he was awarded the
“Cyberdissident” prize by Reporters Without Borders in December 2005 (Re-
porters Without Borders 2006).

Journalist Detained and Released (2004): A local journalist was briefly de-
tained in November 2004 for 33 days without charges being filed. He believed
his arrest stemmed from creating a political forum (liberalsyria.com) and his
critical articles tackling corruption and religious extremism, as well as advo-
cating for democratisation and freedom of expression (Reporters Without
Borders 2004d).

Tunisia - Beyond website blocking and Internet monitoring, Tunisian authorities

employed a systematic strategy to discourage online dissent. This strategy in-
cluded:

Arrests: Tunisian authorities targeted journalists and Internet users who pub-
lished online content critical of the president or human rights abuses, such
as the torture of political prisoners. These individuals faced arrest because of
their online activity.

Harassment: Beyond arrests, journalists and Internet users who were critical
of the government were harassed. This likely aimed to silence potential critics
and instil fear in others considering online activism (Reporters Without Bor-
ders 2004f; 2005a; 2003).
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Economic Restrictions

Egypt - Government policies in Egypt hindered widespread Internet access. One
example involved penalties imposed on ADSL companies that offered discount-
ed Internet service. High Internet access prices effectively restricted usage to a
wealthier population segment. This approach limited affordability and prevented

the broader public from joining the online community (IFEX 2008).

Jordan - In the late 1990s, Jordan’s approach to Internet access created a barrier

to widespread adoption. This resulted from a combination of factors:

- High Call Rates Dictated by Government: Private ISPs were subject to high
call rates set by the state-owned telecommunications company. This inflated
the final cost for consumers, making basic Internet browsing expensive com-
pared to the relatively inexpensive cost of email.

- Limited Affordability for Average Citizens: In the late 1990s, the com-
bined cost of Internet access and phone charges placed Internet use be-
yond the reach of the average Jordanian citizen. At the beginning of 1999,
an average Internet subscription, including phone charges, could reach
around USD 70.

- State Monopoly on Communication Lines: Despite multiple ISPs, the state-
owned telecommunications company maintained a monopoly on communi-

cation lines, hindering efforts to lower prices.

This combination of factors effectively created a form of economic censorship
in Jordan. While email remained relatively affordable, full Internet access was a

luxury for many citizens (Human Rights Watch, n.d.-b; Dahan, n.d.)

Qatar - A wave of discontent concerning Internet access emerged in Qatar.
Many citizens expressed anger toward the 15-year monopoly granted to the
Qatari Telecommunication Company (QTC) as the sole ISP. This frustration
stemmed from the perception that the QTC had unrestricted control over In-

ternet pricing.
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In response to these concerns, several Qatari business ventures expressed inter-
est in offering Internet services within the country. This local competition aimed

to challenge the QTC’s pricing structure.

Meanwhile, the QTC defended its practices by citing the Gulf States’ relatively small
user base. The company argued that Internet service costs would naturally decrease

as users increased (The Arabic Network for Human Rights Information, n.d.-d).

Syria - Syrian authorities implemented a combination of economic restrictions
that limited early widespread Internet access in the country (The Arabic Network

for Human Rights Information, n.d.-e).

- Prohibitive Initial Costs (1998): The costs were extremely high in 1998, just
one year after Internet access arrived in Syria. These included a USD 40 month-
ly fee, a USD 2 per-hour usage charge, and a USD 100 one-time installation
cost. To encourage adoption, the government reduced the monthly fee by 5
per cent in July of that year, but other charges remained unchanged.

- Limited Internet Cafes and High Usage Rates (1998-2000): Despite the
high costs, Internet cafe usage rates in Damascus remained high compared
to other countries. However, state-licensed cafes were reportedly intend-
ed for foreigners due to their high per-minute charges (11 cents) and poten-
tially due to the cafes’ ownership structures. Owning a personal computer
with Internet access was also impractical for most Syrians due to the high
cost of equipment.

- Unaffordable Packages for Home Users (2001-2003): Even by the end of
2001, four years after Internet access, a 12-hour monthly package cost a
staggering USD 80, with additional hours at USD 2.4 each. In a country where
the average monthly salary was around USD 120, Internet access was far out
of reach for most citizens. Limited affordability kept the number of Internet
users to a mere 7,000 out of a population of 17 million in 2001.

- Modest Price Reduction (2003): Some price reductions were implemented

by the end of 2003, bringing the Internet access cost down to USD 1 per hour.

194



THE INTERNET IN THE MIDDLE EAST AND NORTH AFRICA: ALMA MATER
A Study of Usage, Threats and Restrictions during the First Decade of the 215t Century PRESS

However, this price remained high, considering the average Syrian’s monthly
income of USD 110.

Tunisia - Tunisia utilised economic measures to restrict widespread Internet ac-
cess. Initially, authorities set high prices, discouraging many citizens from sub-
scribing to or using the Internet regularly. To address this issue, a series of price

reductions were implemented:

- May 1998: Internet usage costs were cut in half.
- March 1999: A further 30 per cent reduction in usage costs occurred.

- January 2001: Another 30 per cent decrease in usage costs was implemented.

High storage costs also presented a significant barrier. Due to these prohibitive
storage fees, setting up a website within the country proved excessively complex

and, for some, practically impossible.

Pro-Blocking Discourse

This policy of website blocking received the endorsement of the state leadership.
The approach also found support among various countries throughout the Mid-
dle East:

Iran - Iranian authorities implemented a website blocking policy targeting con-

tent deemed immoral or politically critical:

- Ministerial Request for Blocking (May 2003): In May 2003, Iranian ministers
called for blocking access to “immoral sites” and political websites critical of
the country’s religious and political figures (BBC News 2003).

- President Confirms Blocking (December 2003): In 2003, President Moham-
mad Khatami acknowledged blocking 40 websites containing “pornographic
and immoral” content (Scullion 2003c¢).

Deputy Minister Details Policy (May 2004): In May 2004, Deputy Minister of
Communications Masoud Dawari-Najed elaborated on the blocking policy. He

specified that access was restricted to “immoral websites and political web-
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sites that harm the country’s political and religious leaders”. Dawari-Najed
added that users attempting to access blocked sites would receive a warning
message citing an order from the Ministry of Posts and Communications (Re-
porters Without Borders 2004a).

Attorney General Calls for Continued Cooperation (January 2005): In
January 2005, Tehran’s Attorney General, Said Mortazavi, met with Ministry
of Communication officials. During the meeting, Mortazavi emphasised the
need for continued collaboration between the two ministries to maintain
website filtering and called for further discussions on this topic (Stop Cen-
soring Us 2005c).

Saudi Arabia - Saudi Arabian authorities defended their website-blocking prac-

tices by emphasising the protection of religious and social values (Jehl 1999;
Whitaker 2000).

Focus on Immoral and Anti-Social Content (1999): In early 1999, Abdullah Al-
Rashid, deputy director of the King Abdulaziz City for Science and Technology
(KACST), took a clear stance on Internet censorship in the kingdom. He asserted
that only websites deemed offensive to religion or society were blocked.
Technology for Value Protection Cited as Delay Reason (May 2000): The
KACST director later clarified the rationale behind the delayed introduction
of Internet access in Saudi Arabia. He explained that authorities awaited the
development of technology capable of preventing access to “materials that
may corrupt or harm our Muslim values, tradition and culture”.

Government Official Emphasized Social and Religious Protection: The
director of the governmental body overseeing the Internet offered similar
justifications. This official countered the claim that website filtering targeted
politically sensitive content. Instead, he framed it as a measure to protect

local users’ social and religious traditions while accessing the Internet.

Syria - In a 2002 interview, the Syrian Minister of Communications outlined plans

to reduce the cost of computers and Internet connections and improve Internet
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speed. However, these efforts towards affordability came with a caveat. The Min-
ister emphasised that the government would maintain control over the internet,
including restricting access to certain websites deemed incompatible with the

“tradition and customs of the country”.

The Syrian Computer Society (SCS) executive presented a contrasting view on
Internet access for Syrian residents. He advocated for unrestricted access, in-
cluding email. However, he acknowledged the government’s right to restrict ac-
cess to “immoral websites”. Recognising the limitations of government control,
he suggested a more nuanced approach. Instead of blocking all problematic
websites, he proposed an initiative to raise awareness among young people
about these sites. Therefore, the organisation will encourage a policy of ex-
panding awareness of these sites among young people rather than blocking
them in the future and mentioning that “The motto of the SCS now is ‘Inter-
net for everybody’ in Syria” (Emphasis in the original). In addition, the senior
official concluded his remarks with the following sentence: “I believe all Syrians
under the new plan would have free access to all electronic mail sites” (Syrial-
ive.net 2002; Jayoush 2000).

Arab governments exhibited varying degrees of openness towards the Internet.
While some citizens relied on the Internet as a platform for independent informa-
tion and expression, many countries implemented various measures to restrict
Internet access and control its usage. These measures aimed to limit the spread

of information deemed unfavourable to the regime.

Control Mechanisms:

- Legal Restrictions: Legislation and regulations were enacted to restrict the
activities of ISPs, users, and website owners.

- Monitoring of Use: Authorities monitored Internet use in Internet cafes and
among private and institutional users.

- Economic Barriers: High Internet access costs were established, effectively

excluding a significant portion of the population.
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- Website Blocking and Filtering: Websites considered misaligned with the
government's ideology, expressing dissent, or violating moral values were
blocked or filtered.

- Suppression of Online Activity: Users and individuals who published con-

tent deemed problematic by the authorities were arrested.
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Part D - The Countermeasures

The Internet’s arrival in the Arab world undeniably transformed the daily lives
of its users. It fostered new connections while strengthening existing ones, en-
hanced computer and English language skills, and created new avenues for di-
verse business opportunities. Furthermore, it provided a platform for anonymous

expression on various issues.

This digital revolution spurred the development of a sophisticated Internet cul-
ture in the Middle East. This culture, however, thrived “underground,” employ-
ing creative methods to circumvent government restrictions on Internet access

and content.

Over time, various actors emerged to challenge these limitations. A concerted ef-
fort arose from individuals and entrepreneurs seeking to bypass technical restric-
tions on Internet use. Entrepreneurs, in particular, pushed boundaries in their en-

deavours to expand the possibilities of the Internet within the Middle East.

Circumventions

Arab governments actively censored and blocked websites deemed objection-
able. In response, users, particularly those with technical expertise, consistently
and successfully developed methods to circumvent these restrictions and achieve

unrestricted Internet access (Kettmann 2001b).

It is essential to understand that websites often record user data such as IP ad-
dress, operating system, browser type, and the referring website. Bypassing
these tracking mechanisms is a crucial strategy for achieving anonymity online
and overcoming Internet filters and blocks. Users and organisations may resort
to Internet bypassing for various reasons. The primary goals are typically to main-
tain online anonymity or bypass censorship filters. However, organisations and
entities may also employ indirect methods for other objectives, utilising a wide

range of tools (Kettmann 2001b):
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Technology

Bypass sites - Responding to government censorship, Arab users adopted vari-

ous techniques to access blocked websites. One standard method involved proxy

servers. Proxy servers act as intermediaries between users and the websites they

wish to visit. By routing requests through a proxy server, users could mask their IP

address and circumvent website blocking imposed by their governments. (“How

to Disable Your Blocking Software,” n.d.)

Anonymizer: a popular proxy service offering free and paid anonymous
browsing options. The free service allowed users to enter the desired
website address and access it indirectly through Anonymizer’s servers, ef-
fectively disguising the user’s true destination from censorship software.
The paid services provided additional features for enhanced privacy pro-
tection. In August 2003, Anonymizer partnered with the US government’s
International Broadcasting Bureau (IBB) to launch a service designed to
help Iranian citizens bypass Internet filtering within their country. This in-
itiative, the IBB Anonymizer, offered another potential tool for users seek-
ing to circumvent government censorship (“Unintended Risks and Conse-
quences of Circumvention Technologies: The IBB’s Anonymizer Service in
Iran” 2004; Poulsen 2003).

Several other websites employed similar methods to offer anonymous brows-
ing services. These additional options provided users with various choices
for bypassing censorship restrictions. Several websites offered free and paid
anonymous browsing services:

Anonymouse.org: This service claimed to have been operational since 1997.
Megaproxy.com: Like many others, Megaproxy.com provided a free basic ser-
vice alongside more extensive paid options for anonymous browsing.
Safeweb.com: Symantec Corporation acquired Safeweb.com in October

2003, which also offered anonymous browsing capabilities (Captain 2001).
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Additional services addressed specific user needs:

StupidCensorship.com: This website maintained a mailing list to inform us-
ers about new bypass sites and alert them when governments blocked exist-
ing ones. StupidCensorship.com also provided information about accessing
censored websites.

Unipeak.com: Unipeak.com offered a multi-purpose service that filtered un-
wanted advertisements, masked user IP addresses, prevented online activity
tracking, and established secure connections to non-secure websites.
Riseup.net: While Riseup.net offered a more comprehensive range of tools,

one key feature was its secure and encrypted private email account service.

Bypass Software - In response to government censorship, Arab users adopted

various software tools to access blocked websites.

CiviSec - The University of Toronto’s Citizen Lab developed CiviSec to enable
anonymous Internet browsing. This software was designed to provide secure
and private communication for at-risk individuals, such as human rights activ-
ists residing in countries with restricted online communication (nart 2006).
Peacfire - Peacfire offered a unique method for bypassing website blocking.
Instead of installing software on the censored computer, Peacfire software
was installed on a machine with unrestricted Internet access. This software
then generated a new unblockable web address (URL) that could be used on
the censored computer to access the desired website. The developers claimed
effectiveness against known blocking software and even country-wide Inter-
net filtering systems like those in China (Haselton, n.d.)

Psiphon - Another Citizen Lab project, Psiphon, was bypass software designed
for individual users. Installed on a personal computer with unrestricted Inter-
net access, Psiphon allowed users to bypass censorship restrictions in their
location (“Psiphon,” n.d.; “Talk: Psiphon/Archive 1,” n.d.)

Six/Four System - This software uses encryption to create a secure and anony-

mous communication channel between two computers. Users could leverage
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Six/Four to access websites blocked by firewalls within their network (Source-
Forge.net, n.d.).

- Tor - This software created a secure and anonymous communication channel
between two computers using encryption. Users could leverage Six/Four to

access websites blocked by firewalls within their network.

Reports suggested that some users purchased software designed to bypass these
restrictions, often for as little as one dollar. Alternatively, other users turned to
freely available tools, leveraging international email service providers like Hot-
mail and Yahoo or employing different techniques to evade censorship measures

(The Arabic Network for Human Rights Information, n.d.-e).

Email Services - Faced with restrictions on personal email accounts, Arab users
adopted web-based email services to maintain communication channels. Unlike
traditional email clients, these services allowed users to send and receive emails
from any location, regardless of whether local authorities blocked their primary
accounts. This flexibility proved critical for users seeking to circumvent censor-
ship efforts. Popular web-based email services included regional providers like

http://mail.arabchat.org and international platforms like Google’s Gmail.

Foreign Internet providers - Limited Internet access in Syria and Saudi Arabia

prompted users to explore alternative connection methods.

- Syria: With Internet restrictions, Syrian users have adopted various strategies
to access blocked content—one method involved connecting through neigh-
bouring countries, with Lebanon being a popular choice due to its proximity.
However, limited international telephone lines in Damascus hampered this ap-
proach for some users in the capital city.

Reports from June 2000 suggested that an Internet cafe in Damascus offered
access to websites blocked by the authorities, including Israeli websites and
tools for anonymous browsing. This anomaly likely arose because the cafe ca-
tered to foreign residents, who may have benefited from less restricted Inter-

net access than Syrian citizens.
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- Saudi Arabia: Before formalising Internet service regulations in Saudi Arabia,

many residents sought alternative connection methods, driven by the high
costs associated with official channels. These users resorted to expensive inter-
national dial-up connections with ISPs in neighbouring countries like Bahrain.
Large foreign companies operating in Saudi Arabia also played a role. Before pub-
lic access was authorised, they offered free Internet access to Saudi businesses.
A 2004 report by the OpenNet Initiative suggests that unregulated Internet ac-
cess through satellite connections emerged as a potential alternative in Saudi
Arabia. If such connections existed, they likely operated outside the purview
of government regulations (Human Rights Watch 1996; Reporters Without Bor-
ders 2004c; Miller 2004; OpenNet Initiative 2004b).

Automatic addresses for websites - in response to website blocking meas-
ures, the Saudi opposition organisation MIRA implemented a creative strategy
to ensure user access to its publications. MIRA distributed unblockable website
addresses to users through automated emails. These addresses were reportedly
generated dynamically, allowing the organisation to create infinite access points.

This dynamic generation bypassed static blocking methods employed by censors.

Syria: There is evidence from June 2000 about the ability to reach various web-
sites from an Internet cafe in Damascus (including Israeli websites and websites
for anonymous Internet use), which were supposed to be blocked by the author-
ities, but this is apparently because the place is out of reach of the country’s resi-

dents and that it serves foreign residents.

Cache - Faced with Internet censorship in Saudi Arabia, users adopted various
strategies to access blocked content. One method involved leveraging the search
engine cache. By searching for the desired website on Google, users could po-
tentially access cached versions of the site’s pages stored by the search engine.
Unlike the live website, these cached pages often bypassed blocking measures

and even included links to other unblocked content.
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Knowledge

Guides - websites and online articles that explain workarounds; some are tech-
nical and intended for those with extensive knowledge in the field. There is also a
discussion of the considerations for choosing the bypass means (nart 2004; Greene
2001; “Everyone’s Guide to By-Passing Internet Censorship for Citizens Worldwide”
2007; “Bypassing Restrictive Proxies” 2002). Some guides offered technical expla-

nations for advanced users, while others provided more general information.

Specific recommendations for proxy websites offering censorship avoidance
were also available. Forinstance, resources like “Waynes Proxy Censorship Avoid-
ance Site” offered options for users in the UAE, Saudi Arabia, Kuwait, China, and

Singapore (Wayne, n.d.)

Additionally, resources catered to users seeking anonymous online activity. The
guides explain methods for anonymous surfing and even provide details onow
to set up anonymous blogs (“How to Blog Safely (About Work or Anything Else)”
2005; Zuckerman 2005). Reporters Without Borders published a comprehensive
“Handbook for Bloggers and Cyber-Dissidents” in 2005, offering a range of strat-
egies for online access, audience building, filtering bypass, and security mainte-
nance (Pain et al. 2005). Some resources focused on specific countries, like a tech-
nical article that provided detailed instructions for accessing blocked websites in

Iran (Persian Journal 2005a).

References - These references, likely in the form of websites or online resources,
functioned as bibliographies for tools to bypass and prevent Internet filtering and
blocking mechanisms. They served as valuable resources for users seeking to cir-
cumvent censorship measures (“ProxyTools Download,” n.d.; “EPIC Online Guide

to Practical Privacy Tools,” n.d.).

Personal knowledge - Despite government efforts to restrict Internet access,
users with technical expertise found ways to circumvent these limitations. Even

senior officials in Saudi Arabia acknowledged the challenges of blocking access
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for such users. Evidence from 1997 suggested that young people across the Arab
world were already adept at bypassing Internet censorship measures implement-
ed by their governments (McCullagh 1997). These workarounds likely contribut-
ed to the Saudi officials’ admission of difficulty completely restricting access for

technically savvy users (Palfrey 2005).

Reports also indicated a market for circumventing Internet filters in Saudi Arabia.
Users could reportedly pay computer experts to access blocked websites, with
prices ranging from 26 USD to 67 per website.

Similarly to users in other countries, Syrians also employed bypass software
programs to circumvent restrictions. Additionally, some reports suggested that
tech-savvy users found workarounds for Internet filters implemented by ISPs.
These users reportedly leveraged online resources such as professional forums

to acquire the knowledge needed to bypass restrictions.

United Arab Emirates - Despite state efforts to enforce Internet filtering systems

implemented in the late 1990s, government officials acknowledged the relative
ease with which these restrictions could be bypassed. The effectiveness of the
filtering system hinged on the specific proxy server a user accessed, as filtering
occurred at this level. This vulnerability was highlighted in November 2003 when
the America Online (AOL) website was blocked due to an advertisement promot-

ing methods to circumvent the filtering system.
Public Discourse

Opinions regarding the Internet’s influence on everyday life varied across the
Arab world. Proponents highlighted the Internet’s potential for positive societal
impacts, mainly when utilised for religious education, national identity reinforce-
ment, and social cohesion. However, concerns also emerged about the Internet’s
potential downsides in its unfiltered state. Critics argued that the Internet fos-
tered unproductive activities like online gaming, racial discrimination, and cul-

tural elitism. Additionally, they expressed anxieties about the potential for the In-
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ternet to undermine religious authority and sow discord through sectarian online
debates (Fuaad, n.d.).

Government efforts to limit Internet access and control content faced opposi-
tion from various voices within the Arab world. Critics argued against govern-
ment control, citing the Internet’s potential to promote freedom of information
and knowledge sharing, even if it contained inappropriate content. Proponents
of open access believed that restrictions could be implemented without govern-
ment intervention, suggesting methods like password protection, specialised fil-
tering software, and parental guidance (Rashid 2004). Human rights organisations
emerged as vocal critics of Internet restrictions in the Arab world. While these
groups opposed the spread of pornography online, their primary concern centred
on the potential for political censorship. They argued that political control rather
than religious or moral concerns often motivated government restrictions. This
perspective suggests that governments limited Internet access to suppress dis-

sent and restrict the flow of information (Karoui 2002).

Government efforts to restrict Internet access in the MENA region triggered public
frustration and unrest. This discontent manifested in demonstrations by Internet
users across several countries, including IranScullion (n 201). and Syria (liislam
‘uwn layin 2003). Even within countries known for stricter content control, calls
for reform emerged. For instance, the Information and Culture Minister in the UAE
publicly advocated against government censorship, arguing for individual free-

dom of access (vigilant tv 2002).

Bahrain - In May 2002, protests erupted in Bahrain in response to government
Internet censorship. A group of 20 demonstrators gathered outside the offices of
Batelco, a communications company, to denounce the blocking of several news
websites. They argued that these restrictions violated the fundamental right to
freedom of expression in Bahrain and called for the dismissal of the Minister of
Information (BBC News 2002a). Another instance of public opposition involved a

member of parliament, Muhammad Al-Khiyat. On April 31, 2002, he sent a formal
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letter to the Minister of Information, copied to the Minister of the Interior and the
Minister of Communications. The letter demanded an explanation for blocking a fo-

rum website (jiddafs.org/vb) that had hosted a review of his parliamentary activity.

Egypt - In 2004, Egyptian authorities took a significant step by blocking three
official websites affiliated with the Muslim Brotherhood movement for the first
time. These websites included alshaab.com, alarabnews.com, and ikhwanonline.
com. The Egyptian Journalists’ Association’s Freedoms Committee condemned
the government’s action. In October 2004, representatives of the three websites
submitted a petition formally protesting the closure (Shabakat Allaadiniiyn Alear-
ab 2004; Aljazirat Nit 2004).

Iran - In mid-2001, tensions arose between Iranian ISPs and the Ministry of Com-
munications. Around one hundred ISPs banded together to protest what they
perceived as unfair government competition. They argued that despite the gov-
ernment’s self-proclaimed reformist agenda, the Ministry refused to provide ad-

ditional phone lines to private ISPs, hindering their ability to compete effectively.

Adding to the internal debate, the head of the Supreme Council for Information
issued a surprising statement in January 2005. He urged the legal system to in-
tervene and halt the unilateral filtering of websites, particularly in light of the
widespread blocking of blogs that had occurred that month. Expressing concern
about the lack of adherence to basic legal procedures, he called for a thorough in-
vestigation by the Supreme Council of the Cultural Revolution, the body respon-
sible for managing such matters. He hoped this investigation would rectify the

filtering process and bring it back into compliance with legal principles.

In conjunction with the World Summit on the Information Society held in Tunis
in mid-November 2005, a petition titled “Protest against Filtering of Information
onWomen in Iran” emerged. The petition, reportedly authored by various Iranian
organisations, expressed strong opposition to government censorship and infor-
mation filtering practices: “We, the undersigned, representing civil society organ-

isations in Iran, women’s organisations, web bloggers, technical professionals,
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human rights organisations, academics, professionals, and concerned citizens,
would like to express our serious concern and strongly object to the policy of fil-
tering, censorship and blocking of information on the Internet in Iran, particularly

information related to women’s issues and gender” (Marzbandi, n.d.)

Saudi Arabia - Discussions arose within Saudi Arabia regarding the potential ben-
efits of loosening restrictions on Internet access. This debate followed the failed
launch of a chat website in early 1999. Proponents of the chat site argued that it
could provide a healthy and controlled environment for communication between
genders, particularly given the limitations on physical interaction in Saudi soci-
ety. The implication was that online communication, where users could not see

or hear each other directly, might offer a more acceptable alternative (Jehl 1999).

Syria - Syrian opposition figures challenged the government’s strict Internet censor-
ship policies. They argued that the government was unreasonably targeting email
communication and blocking websites that discussed Syrian political issues. They
further highlighted cases of individuals imprisoned for allegedly using the Internet il-
legally despite a lack of legal provisions concerning “electronic advertising”(Almarkaz
Alsuwriu Lilgalam 2004). In addition to these criticisms, a Syrian media personality
addressed an open letter to the Minister of Communications. The letter called for an
end to the blocking of various websites, including Elaph.com, a prominent news web-
site in the Arab world that was inaccessible within Syria. The author acknowledged
that users with sufficient technical expertise could likely circumvent these restric-

tions but argued for unrestricted access regardless (Niufa 2004).

United Arab Emirates - In September 2000, Mohammed Al-Abar, director general

of the Dubai Economic Department, highlighted the increasing difficulty of Inter-
net censorship due to the growing popularity of satellite access and Internet use.
The Minister of Culture and Information echoed this sentiment in an interview,
predicting that Internet filtering would become more complex as Internet tech-
nology advanced. He argued that “the mechanisms responsible for Internet su-

pervision” would eventually recognise the futility of such efforts.
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These statements suggest that Internet censorship in the UAE was primarily mo-
tivated by cultural concerns and a desire to preserve traditional values. The Min-
ister explicitly mentioned that censorship focused on blocking pornography to
protect customs and traditions. He emphasised the government’s right to ban

inappropriate content but did not elaborate on the criteria for such decisions.

In late 2002, Sheikh Abdullah bin Zayed Al Nahyan, the Minister of Culture and
Information, advocated for a significant shift in Internet policy. He argued for the
government to cease nationwide Internet blocking, refrain from imposing individ-
ual censorship, and compel the country’s sole ISPs to stop restricting access to
specific websites. Sheikh Abdullah believed Internet censorship should only be a

last resort, emphasising trust in citizens’ judgment and intentions.

However, this stance contrasted with public opinion and the prevailing policy. The
Minister of Communications reported receiving numerous subscriber requests
to block pornography. This exemplified the broader issue of automatic website
blocking based on perceived social, political, or religious inappropriateness. A
public survey revealed that over half of residents supported Internet censorship
to protect families from harmful content (The Arabic Network for Human Rights

Information, n.d.-f).
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Part E - Conclusions

The Internet emerged in the late 20" century as a transformative communication
medium. Characterised by its speed, multi-directionality, and lack of intermedi-
aries, it democratised access to information for diverse populations. This novel
platform presented both opportunities and risks for governments, particularly
thosein totalitarian regimes. It fundamentally reshaped the relationship between

administrations and individuals/groups within their societies.

The Internet’s unique characteristics presented a double-edged sword for gov-
ernments, demanding a severe and cautious approach. As a communication tool,
it offered a range of strengths, weaknesses, opportunities, and threats (SWOT
analysis) that would be detailed below. Strengths and opportunities reflected the
Internet’s positive aspects for governments, while weaknesses and threats cap-
tured the negative. Traditionally, a SWOT analysis differentiates between internal
(strengths/weaknesses) and external factors (opportunities/threats). However, in
the context of government-public relations and Internet use, the analysis focused
primarily on the Internet’s inherent features (strengths/weaknesses) and the
potential outcomes (positive/negative) of Internet penetration within a country.

These possible outcomes constituted the study’s key conclusions.

Strengths

Accessibility to multifaceted information in real-time - the Internet allows direct

access to information and its exchange in an immediate and unmediated way

both within and outside the destination country.

Routing information accurately ensures that the information reaches the end

user directly while allowing the user to characterise the data according to his na-
ture and needs.
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Weaknesses

Technological barriers to Internet penetration - Widespread Internet access re-

quires significant infrastructure investments. Governments must deploy commu-
nication networks, equipment, and computing resources to enable broad Inter-

net adoption within their countries.

Cultural barriers to Internet penetration - Cultural factors also impede Internet

penetration. Basic literacy (local language and often English) and computer skills

are necessary to utilise the Internet’s full potential.

Sectorial disparities in Internet access - Compared to traditional media like radio,

television, and newspapers, Internet access remained uneven during the period
under review. It often varied based on geographical location and demographics,
limiting accessibility for specific population segments.

Opportunities

Economic benefits - The Internet emerged as a powerful driver of economic

growth, presenting many business opportunities for countries and their local
economies. Recognising this potential, the UAE, particularly Dubai, took proac-
tive steps to establish itself as a regional leader in the digital economy. Similarly,

Egypt voiced its ambition to become a prominent player in this domain.

Avirtual space for public ‘letting off steam’ - In centralised regimes, the Internet

emerged as a double-edged sword for governments. It provided a virtual space
for controlled dissent, allowing educated, oppositional, and religious groups crit-
ical of the administration to vent their frustrations. This online platform offered
a degree of anonymity compared to traditional media outlets, which were often

more closely monitored by the authorities.

Tracking moods among different audiences - However, the Internet’s unique

characteristics also allowed governments to gauge public sentiment. The abili-

ty of diverse populations to express opinions quickly, exchange views, and even
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contact officials directly via email made the Internet a valuable tool for “checking
the public pulse” on various issues. While this monitoring necessarily focused on

those with Internet access, it still provided valuable insights into public opinion.

Self-positioning of the government - The Internet empowered governments to

become proactive players in the online sphere. Beyond reacting to citizen or for-
eign actions, governments could use websites to shape public discourse and cul-
tivate a desired image for domestic and international audiences. For instance,
Syrian websites regarding the Golan Heights presented the issue from the gov-

ernment’s perspective.

Improved ability to prevent access to content - Compared to traditional media,

the Internet provided governments with a significantly enhanced capacity to
manage information. Filtering content became akin to redacting specific sen-
tences rather than censoring entire books (blocking whole websites). This gran-
ular control allowed governments to tailor information dissemination to target
audiences, starkly contrasting to the past, where control centred on publication
approval. Now, governments can selectively edit content and determine who can
access it. By strategically blocking websites and monitoring user activity, they

could influence information flow and restrict online and offline actions.

Threats

The Internet as a challenge for the government - The Internet presented a com-

plex challenge for governments, particularly centralised regimes. It created a new

arena fraught with potential disruptions, as detailed below:

- Openness vs. Closure: Governments faced a dilemma in determining the lev-
el and manner of internet access within their countries. Balancing openness
with the need for control proved to be a significant challenge.

- Monitoring Challenges: Effective online monitoring requires significant tech-
nological investment. Governments needed resources to track individuals ac-

cessing “problematic” websites 24/7.
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Western Influence: The Internet, often perceived as a Western-dominated
sphere, presented content potentially subversive to established government
and societal norms.

Platform for Dissent: The Internet offered opposition parties a new platform
to critique government policies and actions, particularly during periods of cri-
sis or uncertainty.

Managing Public Image: Governments needed to actively counter potential-
ly harmful online narratives by providing alternative information and shaping

their public image.

The evaluations required to limit Internet use - Governments faced a daunting

task in curtailing Internet use. Careful evaluation across various domains was

necessary:

Technology: Governments seeking to control Internet access employed a
multi-pronged approach. Technological measures included monitoring online
activity, tracking users, and blocking specific content. This strategy necessi-
tated significant investments in surveillance infrastructure.

Legislation: Beyond technology, some countries enacted legal restrictions.
These restrictions could take two forms: high Internet access costs to limit
affordability or regulations specifying the types of content users could ac-
cess or create.

Comprehensive system: Governments often establish dedicated bod-
ies for comprehensive control. Saudi Arabia’s Internet Service Unit (ISU)
serves as an example. This agency functioned as the country’s Internet
router and assumed responsibility for blocking websites and content. The
ISU actively solicited public participation by encouraging citizens to report
inappropriate websites.

Motivations for Internet Monitoring: This study suggests that Internet mon-
itoring in Middle Eastern countries stemmed from perceived threats to regime
stability or societal values. In Syria and Egypt, governments prioritised moni-

toring content that challenged their legitimacy and was seen as an immediate
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threat. In contrast, Saudi Arabia and the UAE focused on content perceived as
undermining moral values, which they believed could eventually destabilise
the political order.

- The Openness Paradox: Centralized governments faced a constant dilem-
ma regarding internet access. Embracing the Internet and its potential ben-
efits (widespread access, information sharing, and economic growth) also
meant accepting the possible spread of Western culture and ideas perceived
as threatening. Conversely, restricting Internet access could hinder progress,

information access, and global integration.

The Internet as a Challenge to Regimes - The analysis suggests that the Inter-

net posed a significant challenge to regime stability and societal values. Govern-

ments seeking to maintain control needed to:

- Monitor online activity: Tracking content, the public sentiment expressed
online, and user behaviour across different demographics.

- Analyse trends and adapt: Leaders must understand emerging online trends
and formulate tactical responses for immediate situations alongside long-

term strategies.

Future Research Directions:
This study lays the groundwork for further exploration of the Internet’simpact on

the Middle East. Several potential areas of future research include:

- Self-censorship on websites: Examining the prevalence and motivations be-
hind self-censorship practices on various websites.

- Content analysis: Delving into the nature of content found on Middle Eastern
websites.

- Gender, language, and culture: Investigating the Internet’s impact on these
aspects of Middle Eastern societies.

- Citizen engagement: Analysing the Internet’s influence on individual lives

and civic participation.
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- Infrastructure and technology: Exploring the region’s technological infra-
structure and developments related to Internet access.
- Government utilisation: Examining how governments in the Middle East ac-

tively leverage the Internet.

This research offers a springboard for a wide range of future studies that can

deepen our understanding of the Internet’s complex role in the MENA.
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Appendix Al - Freedom House, “Freedom in the World Index” - States
(Freedom House 2023)

Algeria 100% NF
Bahrain 30% NF, 70% PF
Egypt 100% NF
Iran 100% NF
Iragq 100% NF
Israel 100% Free
Israeli-Occupied

Territories 100% NF
Jordan 100% PF
Kuwait 100% PF
Lebanon | 50%NF, 50%PF
Libya 100% NF
Morocco 100% PF
Oman 100% NF
Qatar 100% NF
Saudi Arabia 100% NF
Sudan 100% NF
Syria 100% NF
Tunisia 100% NF
Turkey 100% PF

United Arab Emirates 100% NF

Yemen : PF_ PF PF___ S0%NF, 50%PF

14.3 (68%)

5.7 (27%)
1(5%)

Appendix A2 - Freedom House, “Freedom in the World Index” - Trends
‘Freedom in the World’ (n 359).

Freedom in the 21 MENA Countries: 2000-2009
Source: Freedom House

2006

2005 2004

e=@==Not Free ==@==Partly Free e=@==Free
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Appendix B1 - Reporters Without Borders, “World Press Freedom”(Re-
porters Without Borders, n.d.-c)

Country 2002 2003 2004 2005 2006 2007 2008 2009
Algeria 95 108 128 129 126 123 121 141
Bahrain 67 117 143 123 111 118 96 119
Eqgypt 102 110 128 143 133 146 146 143
Iran 122 160 158 164 162 166 166 172
Iraq 130 124 148 157 154 157 158 145
Israel 92 - - 47 - - - -
Israeli-Occupied 82 130 127 132 134 158 163 161
Territories
Jordan 99 122 121 96 110 122 128 112
Kuwait 78 102 103 85 74 63 61 60
Lebanon 56 106 87 108 107 98 66 61
Libya 129 153 154 162 152 155 160 156
Morocco 89 131 126 119 97 106 122 127
Oman - 152 - - - - 123 106
Qatar - 115 104 90 81 79 74 94
Saudi Arabia 125 156 159 154 161 148 161 163
Sudan 105 142 132 133 139 140 135 148
Syria 126 155 155 145 153 154 159 165
Tunisia 128 149 152 147 148 145 143 154
Turkey 100 115 113 98 100 101 102 122
United Arab Emirates - 122 137 100 77 65 69 86
Yemen 103 136 135 136 150 143 155 167
Total Countries 139 166 167 167 168 169 173 175

Appendix B2 - Reporters Without Borders, “World Press Freedom” - Part A

Reporters Without Borders, "World Press Freedom" - Part A
2002 2003 2004 2005 2008 2007 2008 2009
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Appendix B3 - Reporters Without Borders, “World Press Freedom” - Part B

Reporters Without Borders, "World Press Freedom" - Part B
2002 2003 2004 2005 2008 2007 2008 2009
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Appendix B4 - Reporters Without Borders, “World Press Freedom” - Part C

Reporters Without Borders, "World Press Freedom" - Part C
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Appendix C1 - Center for Systemic Peace (CSP), “Polity5 Project, Political
Regime Characteristics and Transitions, 1800-2018”(Center for Systemic
Peace (CSP), n.d.)

200920082007 ]12006]2005]2004({2003[2002({2001 (2000
Algeria 2 2 2 2 2 2 -3 -3 -3 -3
Bahrain -7 -7 -7 -7 -7 -7 -7 -7 -8 -9
Egypt -3 -3 -3 -3 -3 -6 -6 -6 -6 -6
Iran -7 -6 -6 -6 -6 -7 3 3 3 3
Iraq NA NA NA NA NA NA NA -9 -9 -9
Israel 6 6 6 6 6 6 6 6 6 6
Israeli-Occupied NA | NA | NA | NA | NA | NA | NA | NA | NA | NA
Territories
Jordan -3 -3 -3 -2 -2 -2 -2 -2 -2 -2
Kuwait -7 -7 -7 -7 -7 -7 -7 -7 -7 -7
Lebanon 6 6 6 6 6 NA NA NA NA NA
Libya -7 -7 -7 -7 -7 -7 -7 -7 -7 -7
Morocco -6 -6 -6 -6 -6 -6 -6 -6 -6 -6
Oman -8 -8 -8 -8 -8 -8 -8 -8 -9 -9
Qatar -10 -10 -10 -10 -10 -10 -10 -10 -10 -10
Saudi Arabia -10 -10 -10 -10 -10 -10 -10 -10 -10 -10
Sudan -3 -3 -3 -3 -3 -6 -6 -6 -6 -6
Syria -6 -6 -6 -6 -6 -6 -6 -6 -6 -6
Tunisia -4 -4 -4 -4 -4 -4 -4 -4 -3 -3
Turkey 7 7 7 7 7 7 7 7 7 7
United Arab Emirates | -8 -8 -8 -8 -8 -8 -8 -8 -8 -8
Yemen -2 -2 -2 -2 -2 -2 -2 -2 -2 -2
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Appendix C2 - Center for Systemic Peace (CSP), “Polity5 Project, Political
Regime Characteristics and Transitions, 1800-2018” - Part A

Center for Systemic Peace (CSP), "Polity5 Project, Political Regime Characteristics and Transitions,
1800-2018" — Part A
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Appendix C3 - Center for Systemic Peace (CSP), “Polity5 Project, Political
Regime Characteristics and Transitions, 1800-2018” - Part B

Center for Systemic Peace (CSP), "Polity5 Project, Political Regime Characteristics and Transitions,
1800-2018"— Part B
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Appendix C4 - Center for Systemic Peace (CSP), “Polity5 Project, Political
Regime Characteristics and Transitions, 1800-2018” - Part C

Center for Systemic Peace (CSP), "Polity5 Project, Political Regime Characteristics and Transitions,
1800-2018"— Part C
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REVIEWS

Ilin Savov Ph.D.

Digital technologies proliferated rapidly in the late 20th and early 21 centuries,
revolutionizing how people interact with the outside world, communicate, and
obtain information. Particularly the Internet has shown to be a potent instrument
for democratizing information access, promoting international connections, and

amplifying a variety of viewpoints beyond national boundaries.

Ideals like freedom of expression, creativity, and openness are embodied by the
Internet, a symbol of the information revolution. On the other hand, the Middle
East and North Africa (MENA) region is frequently associated with bureaucratic
institutions and traditionalism, which can impede the exercise of free expression
and human rights. But these broad generalizations fall short of encapsulating the
complexity of the region. The Internet has been crucial in influencing narratives
in the MENA area, where historical legacies, religious traditions, and political dif-

ficulties collide.

Based of my experience on the field of defense of national security knowledge
workers would greatly benefit from the insights and tools that are produced by
ongoing academic study. Dr. Tal Pavel recently published book, “The Internet in
the Middle East and North Africa: A Study of Usage, Threats and Restrictions dur-
ing the First Decade of the 215 Century” is an excellent illustration of this kind
of study and a successful strategy for promoting both immediate use and more

study on the field of communications.

The goal of the scientific book is to give a thorough understanding of the technol-
ogy advancements, cultural dynamics, historical background, and governance is-
sues that have influenced the development of the digital ecosystem in the Middle
East and North Africa. This book attempts to provide a comprehensive knowl-

edge of the opportunities, hazards, and ramifications of the digital revolution in
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one of the most dynamic and diverse regions of the globe by exploring the intri-

cacies and subtleties of Internet usage in the MENA region.

Science is a never-ending quest for knowledge, and it will never stop learning by
depending on research that has provided as much as has been possible at some
point in certain circumstances. In this regard, | believe it is about intriguing sub-
jects and works, and the book s publication will serve as a catalyst for the aca-

demic community's further efforts.

As a result, | advise for publication of the scientific book that will be a great bene-

fit for university teachers, researchers, students and practitioners.
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George-Marius Sinca Ph.D.

In a historical perspective, the author is describing granularly the digital revolution
that appeared in the Middle East and North Africa since the very beginning, since the
Internet arrived in the MENA region in the early 1990’s and the immediate period of
time in the following decade. In the same time, the statistical comparison made be-
tween MENA and Western countries is very exact, describing in an objective perspec-
tive the process of growth and the moment of cyber maturity for different countries

and regions based on cultural and geographical opportunities and limitations.

The author’s is going further in researching inductively the progress of internet
as aresource in the area, by highlighting the infrastructure development, govern-

mental e-Services, e-Commerce and Leadership Involvement.

The resources used in this research, as are the international organisms and or-
ganizations empowers the results by giving a verified perspective on the topic of
internet usage, threats and restrictions during the first decade of the 21st century
in Middle East and North Africa. This book remains as a empiric global analysis of
the usage of the internet; here we can observe the segregations of the internet in
four areas, as follows: governmental entities, public institutions, public organi-
zations and civil society where the communications came first as restrictive as it
was possible, later after the year 2000, the access was granted for almost every-

one with fewer restrictions or limitations.

In conclusion, the SWOT analysis is speaking by itself about the Internet’s unique
characteristics presented a double-edged sword for governments, demanding a
severe and cautious approach - as a communication tool, it offered a range of

strengths, weaknesses, opportunities, and threats.

Even if the book through the research is offering a good understanding of the In-
ternet’s complex role in the Middle East and North Africa, one of the studies that
could be related, as a compared study, is an analysis of Internet’s role in MENA

and Europe in the same period of time.
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The motivation of the author’s regarding the future research directions is very
well chosen - self-censorship on websites is one of nowadays struggle around
the globe as is the content analysis. Other possible directions as are the gender,
language, and culture, citizen engagement are oriented towards the wellbeing or

towards society that is a real challenge.

The most interesting future research that appears written down are the infra-

structure and technology, and off course government utilization.

Regarding the bibliography, we could see a diversity of sources, that strengthens
the fact that the documentation and the research process was laborious and very

well done.
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Krunoslav Antolis Ph. D.

The book provides a comprehensive and well-structured exploration of the Inter-
net’s historical development, socio-political implications, and challenges across
the MENA region. While it has numerous strengths, including its balanced per-
spective and relevance to the context, there are areas where improvements in
clarity, consistency, and focus could elevate the overall narrative. A more stream-
lined approach, coupled with visual aids and forward-looking insights, would
enhance its accessibility anal relevance, making it an indispensable resource for

understanding the region’s digital transformation.

The Internet in the Middle East and North Africa is a valuable contribution to the
field, offering a nuanced and insightful analysis of the Internet’s impact on gov-
ernance, society, and economy in the MENA region. By broadening the scope,
strengthening empirical support, streamlining content, and enhancing readabil-
ity, the book can become an even more impactful resource for scholars, policy-
makers, and general readers. Implementing these recommendations will ensure
that the book remains relevant, accessible, anal influential in understanding the

region’s digital transformation.
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Michel A. Calvo Ph. D.

This Book, “The Internet in the Middle East and North Africa (MENA): A Study of
Usage, Threats and Restrictions”, written by Dr. Tal Pavel, provides a comprehen-
sive analysis of Internet adoption and control in the MENA region during 2000-
2009. This pivotal period saw extraordinary growth in Internet use, with the re-

gion experiencing a 1,648% increase compared to the global average of 380%.

The author examines the Internet development in this region, how the Internet
became a tool for political dissent, social activism, and religious discourse, of-
ten challenging traditional power structures. He also details how various groups,

from political oppositions to terrorist organizations, used the Internet.

It analyses how governments, societies, and individuals navigated the opportuni-
ties and challenges presented by this technology. Governments used monitoring,
blocking, and filtering techniques and/or engaged in international information
warfare, targeting websites critical of their regimes and potentially deploying
malicious software. Various actors, individuals and entrepreneurs, emerged to
challenge these limitations and restrictions. Technical infrastructure developed
unevenly across the region, reflecting economic disparities and political priori-
ties. Social impacts varied by country but consistently challenged traditional

communication patterns and cultural norms.

This important study provides a comprehensive regional analysis and details the
strong historical context necessary to understand the Internet development in
the Middle East and North Africa that challenges us all.
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